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Installation

- Copy the installers:
0 Windows:BIRTAnalytic®.1-Windows.zip
0 Linux BIRTAnalytic$.1-Linux.tar.gz
0 Mac OS XBIRTAnalytic$.1-MacOSX.tar.gz

Decompresghe installer fileBIRTAnalytic$.1-Windows.zip
It will generate the folders:
[install folder)JRE64
- And the files:
o Windows:
[install folder}install.bat

[install folder} BIRTAnalytich.1.xxx-Windows.jar
0 Linux:

[install folder}install.sh

[install folder\BIRTAnalytic®. 1.xxx-Linux.jar
o MacOSX:

[install folderjnstall.command

[install folder) BIRTAnalytic®. 1. xxxMacOSXar

- Runinstallation process.
0 Windows:install.bat (Run as Administrator)
0 Linux: .Install.sh(don't use the root uséer
0 Mac OS Xnstall.command

- Next
L53) IzPack - Installation of BIRTAnalytics = =
welcome £7) ACTUATE
Step 10f 20

Welcome to the installation of BIRTAnalytics 5.1.7741

This software is developed by:
- BIRT Analytics team <support@actuate.com:>
The homepage is at: http://birtanalytics, actuate.com
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- Accept the terms of license agreement and Next

g |zPack - Installation of BIRTAnalytics = E

Licensing Agreements @ ACTUATE

Step 2of 20

I Please read the folowing license agreement carefully:

ACTUATE END-USER SOFTWARE LICENSE
AGREEMENT (Subscription)

IMPORTANT — READ CAREFULLY. OTHER THAN THIS PARAGRAPH, WHICH APPLIES
TO ALL LICENSED SOFTWARE REGARDLESS OF HOW IT IS LICENSED TO
YOUILICEMSEE, THIS ACTUATE END-USER SOFTWARE LICENSE AGREEMENT
ONLY GOVERNS THE INSTALLATION AMD USE OF ACTUATE SOFTWARE
LICENSED ON A SUBSCRIPTION BASIS. INSTALLATION AND USE OF SOFTWARE
LICENSED ON A PERPETUAL, ON-DEMAND OR QEM BASIS IS GOVERNED BY THE
AGREEMENT REFEREWCED IN YOUR ORDER FORM OR QUOTATION AS
APPLICABLE.

BY CLICKING ON THE “YES® OR OTHER BUTTON OR MECHANISM DESIGNED TO

LA EROE ACDECHMERT AR MAMAL AARIMA INSTALLIMA AR LSk~ THE
®) I accept the terms of this license agreement.

(_) I do not accept the terms of this license agreement.

{Msde with IzPack - http:/iizpack.crg/)

Previous Quit
- Select the installation path and Next
“ |zPack - Installation of BIRTAnalytics = =
Target Path @ ACTUATE
Step 3of 20
Select the installation path:
C:'Program Files\BIRTAnalytics| Browse...
(Made with IzPack - http:/jizpsck.org/)
Previous MNext Quit

- Confirmation for creating the directoff A (i R Alreatlyexisi

Message

@ The target directory will be created:
ChProgram Files\BIRTAnalytics

Cancel
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- Select installation type and Next.
o Standard Ports definition by default.
0 Custom Ports definition to beustomizd. (see details in Annex Customize)

& 1zPack - Installation of BIRTAnalytics = =

Installation Type @ ACTUATE

Step 4of 20

Selectinstallation type
(®) Standard

() Custom

7 ©

(Msde with IzPack - http:/iizpack.crg/)

Previous Next Quit

- Select Installation packages and Next.
Some packagdsavedependencies from another.

In case of distributed installatigiit maybe necessary tandicatethe path for other
elements.

g |zPack - Installation of BIRTAnalytics = =

Select Installation Packages @ ACTUATE

Step 50f 20

Select the packs you want to install:
Note: Grayed packs are reguired.

Description
Actuate® End-User Software License Agreement

V]

+| Base system 963,22 KB

+ IRE 118,77 MB
PostgresqlL 148,17 MB
Apache Tomcat 15,21 MB
FastDB 102,94 M|
Demo dataset 18,64 MB
Application 50,83 MB!
Administration 18,27 MB
Web dlient 28,04 MB
The selected package has the following dependendies and/or exdudes

Total space required: 505,68 MB
Avaiable space: 166,52 GB

{Msde with IzPack - http:/iizpack.crg/)

Previous

Quit
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Pack

Description

Dependencies

Legal agreement

Actuate© Software License and Support
Servics Agreement

No

Base system

doc, scripts, tool and image content

No

JRE

h NJ Qava Ruiatime Environmefar
servers

No

PostgreSQL

PostgreSQL database

Microsoft Visual C++ 2010
Redistributable

Apache Tomcat

Apache Tomcat web services container

JRE

FastDB

BIRT Analytics FastDB Server, FastDB
Services and FastDB Loader

Apache Tomcat

Demo dataset

Demodataset loading projecand
analyses

FastDB

Application

BIRT Analytics Web Applications service

Apache Tomcat

Administration

BIRT Analytics Administration Web
application

Apache Tomcat

Web Client

BIRT Analytics Client Web application

Apache Tomcat
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- Select license type and Next:
o No, not yet, | will use the embedded trial ong:2 dz R2y Qi KI @S | y@&
BIRT Analytics and you want install with temporallylicense by default.
(Temporally license untibout 30days from build datg2 userAdmin andb user

Power, Max. 10@00millions records)
0 Yes, and | want to use:itYou have a valid license of BIRT Analytics and you want

to use it. (the next step request for the license files)

G IzPack - Installation of BIRTAnalytics = =

License -@ ACTUATE

Step 6 of 20

Do you have any BIRT Analytics license?
(" Moy, not yet. T will use the embedded trial one.

(@) Yes and I want to use it

-Select both license files; Fastid@nse and Application license, and Next.

< |zPack - Installation of BIRTAnalytics = =
License ACTUATE
Step 7 of 20

FastDB license:
Browse...

Application license:
Browse..,

pack.org/)
P Next Quit

a1

t 7
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- Select memory assignment for FastDB (% from total of RAM in the server).
And select Concurrency level use

0 Standalone Only one user

0 Multi-user. More than one user

(Note: This information will establish automatically FastDB settings; maxmemorysystem
and maxmemorythread parameters. If it is requiredhis could be adapted after

installation)
g IzPack - Installation of BIRTAnalytics - o
FasiDB Setup £7) ACTUATE

o Memory assignment for FastDB (% RAM) |80
Concurrency level

(®) Standalone

() Multi-user

S

(Made with IzPack - http:/iizpack.org/)

Previous Next Quit

- Select Register as System Services (exclusively in Linux or Mac OS X)

IzPack - Installation/of’ BEIRTAnalytics

Services £7) ACTUATE

Step 13 of 20

Register as system service with automatic start?
@ “ves (Administrator's credentials are required)

L No

S

(Made with IzPack - http://izpack.org/)

Previous Quit
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- Check the summary with installation settings and Next.

(5] IzPack - Installation of BIRTAnalytics - olEN

Summary Configuration Data ACTUATE

Step 140f 20 The BIRT Company™

nstallation will praceed with the Following settings. Press Next to continue,
Installation Path

C:Program Files'BIRT Analvtics
Chosen Installation Packs

Legal agreement

Base system

JRE

PostgreSQL

Apache Tomeat

FastDB

Demo dataset

Application

Administration

‘Web client

(Made with [zPack - i ongf)

- When finished the process, Next.

Q IzPack - Installation of BIRTAnalytics = =

Installation ACTUATE

Step 150f 20 The BIRT Company™

Pack installation progress:

[Finished]

Overall installation progress:
10/ 10

(Made with IzPack-
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- When finished the Registering Service process, Next.
(Note: Exclusivelyhen registeringn Linux or Mac OS X, you will be required to enter an
Administrationpassword

< IzPack - Installation of BIRTAnalytics = E n
Configuring BIRT Analytics @ ACTUATE
Step 16 of 20
Processing
4[4
Setting up access to Demo... A
Launching A01_synchronize.xml...
oK
Launching R02_grantAccess.xml...
OK
Launching A03_grantAccess.xml...
OF
Launching B0l _predefinedAnalysis.xml...
OR
Launching BOZ_predefinedhnalysis.xml...
CR
Done
v
< >

{Made with IzPack - http:#/izpack org/)

Previous Next Quit

Select the setup shortcuts and Next.
0 Create shortcuts in the StakMlenu
o0 Create additional shortcuts on the desktop
0 Select the Programs Group (by default BIRT Analytics)
0 Create them for current user or all users

G IzPack - Installation of BIRTAnalytics = =

Setup Shortcuts @ ACTUATE

Step 17 0f 20

Create shorteuts in the Start-Menu

Create additional shortcuts on the desktop

Select a Program Group for the Shortcuts:

|Accessibility ~ create shortout for:

|Accessories D

|Administrative Tools _

BIRT Analytics

(Classic Shell

Google Chrome

ms

Maintenance

Notepad++
gAdmin II1 1. 18

(®) all users

BIRT Analytics Default

{Made with [zPack - hitp/izpack.org/)
Previous Next Quit

10
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- Information aboutcredentials and Next
This information isvailable in\BIRTAnalytidslod greetings.htmlfile

IzPack - Installation of BIRTAnzlytics - o IEN
First Steps .@ ACTUATE
Step 18 of 20

Please read the following information:

Thanks for installing
BIRT Analytics!

The BIRT Analytics team is glad to know you have chosen our product. We hope
you will find it as amazing as we do.
Here is some useful information to help vou get started.

First steps:

1. Click here to start your experience
2. Log into the application. These are the credentials you will require:

@& User name: Administrator
# Password: PASSWORD

{Made with [zPeck - hitp://izpack.org/}

Previous Quit

- Installation finished, Done.

|zPack - Installation of BIRTAnalytics = =
Installation Finished .@ ACTUATE
Step 19 0f 20

Installation has completed successfully.

An uninstaler program has been created in:
C:\Program Files\BIRTAnalytics\Installer

(Made with IzPack - hitp:/jizpack org/)

i Done |

11
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- Shortcuts in StarMenu Programs Group and on desktop
o BIRT Analytics (by defabltp://localhost:8110/bafrontend)
o BIRT Analytics Administration (by deféutlip://localhost:8110/baadmin)
0 FastDB Loader (by defaultp://localhost:8110/gloader)

BIRT Analytics
@ BIRT Analytics Administration
@ BIRT Analytics
@' FastDB Loader
6 Uninstall

- The installation process will generate thesalfak in the selected pattiby default
BIRTANalytigs

4 | Program Files
BIRTAnalytics
4 | 3rdParty
JREG4
> 1. PostgreSQL
Tomeat
> 1. Administration
ApplicationWs
4 | data
Application\Ws
FastDB
> | PostgreSQL
Tomcat
. doc
FastDB
} images
Installer
. licenses
leg
. scripts
tools
‘WebClient
Folder Subfolder Content
3rdParty
JRE64
PostgreSQL
Tomcat
Administration baadmin
ApplicationWS electrorws

Data

ApplicationWs

Application licensgfolders; export, importcampaign and cache, SVG Map
and image for header when exporting RDF.

FastDB databasesloader configurationloader backend databagelubnium.db)
loadingg projects, FastDB license, FastDB backend datglaaleein.sqlite)
PostgreSQL | Application backend databage/pt)
Tomcat keystore
doc greetings.htmland build_id.htmffiles
FastDB dubnium
Loader gloader
Images BA images for icons
Installer Installer.log and uninstall process
Licenses End user software license agreemémdifferent languages.
Log Logs: bafrontend, baadmim, gloadetectron, engine
Scripts
Tools glauncher
WebClient bafrontend

12
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Technical information

Architecture

Linux or Windows or Mac OS X and Java

Datasource

Corporate database

BIRT Analytics Loader
qLoader (Ul)

External databases

|

Uttt

BIRT Analytics ApplicationWs

Electronws Oracle, SQL, Access, TXT, DB2]

MySQL, PostgreSQL, ...

'BIRT Analytics Web Cliont

‘baffontend (Ul)

| BIRT Analytics Administration
| baadmin (Ul)

ACTUATE.

Architecture BA 5.1 BIRT ANALYTICS
PORT&http / https)
8111 PostgreSQL
8110/ 8109 electronws bafrontend, baadmin, gloader
8105/8106 dubnium
USERS
PostgreSQL user / password
dubnium SYSTEM / PASSWORD
gloader Administrator / PASSWORD
bafrontend  Administrator / PASSWORD
baadmin Administrator / PASSWORD

Services and

Process

Windows, Linux or Mac OSServices

Description Name Start
BIRT AnalyticsApache Tomcat Tomcat_BA Automatic
BIRT Analytics FastDB dubnium Automatic

BIRT Analytics PostgreSQL

Linuxor Mac
Name

Start BIRT Analytics
Stop BIRT Analytics

PostgreSQL_BAAutomatic

OS Process
File

Previous processes are running internally these processes:

Start TomcatBA
Stop TomcatBA
Start dubnium
Stopdubnium

Start PostgreSQL_BA
Stop PostgreSQL_BA

[Installation folder]/scriptsstartTomcat(.sh or

[Installation folder]/scriptsstopTomcat(.sh or .
[Installation folder]/scriptsstartFastDR.sh or .
[Installation folder]/scriptsstopFastDR.sh or .command)
[Installation folder]/scriptsstartPostgreSQLsh or .command)
[Installation folder]/scriptsstopPostgreSQLsh or .commang

13

User

Local Systeffinstallation user]
Local System/[installation user]
Local System/[installation user]

Start

[I_nstallation folder]/scriptsstartServiceq.shor .command) Manually
[Installation folder]/scriptsstopServiceg.shor .command) Manually

.command) Manually
command) Manually
command) Manually
Manually
Manually
Manually
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Security recommendations
Use HTTPs as the communication protocol between the different serveahe(@ase of having

more than one) and between client and server.

Use FastDB secure communicationTh$in a distributed installation wheRastDB (dubnium)
is in a different server of ApplicationWS (electronws).

14
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Annex Ic Custominstallation type

When doing dcustom"installation the process will requir¢he input of your specific
information for each case concernitige Ports Serversandother credentials

Apache Tomcat
Installing Apache Tomcat will require this information:

- Tenant nameTomcat service namend Tomcat display namare exclusively for
multitenant installation. (see Annd¥ ¢ Multitenant)

- { St SO
o Tomcat shutdown port 8107
o Tomcat manager port 8108
0 Tomcat SSL port 8109
0 Tomcat default port 8110

Advanced Installation
Step 8 of 20

IzPack - Installation of BIRTAnalytics

Tenant name

Tomcat service name  Tomcat_BA

Tomcat display name  BIRT Analytics - Apache Tomcat
Tomcat shutdown port | 3107

Tomcat manager port 8108

Tomeat SSL port 8109

Tomcatdefaultport 8110

Transport Protocol type
@ http
() htips

Previous

t 2 NI ®@dtochlyype fot Aphckeal bigcdtJi

- oI

Next

15

-@ ACTUATE

Quit
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PostgreSQL
Installing PostgreSQL will require this information:

- Tenant namePostgreSQL service namred PostgreSQL display naraee exclusively for
multitenant installation. (see Annd¥ ¢ Multitenant)

- SelectPo®a YR t2a03INB{v][ ONBRSYyilAlfao
0 PostgreSQL port 8111
0 PostgreSQL user user
0 PostgreSQL password password

b IzPack - Installation of BIRTAnalytics = =
Advanced Installation ACTUATE
Step 8 of 20
Tenant name
Transport Protocol type
PostgreSQL service name |PostgreSQL_BA
PostgreSQL display name |BIRT Analytics - PostgreSQL
PostgreSQL port 8111
PostgresSQL user user
PostgreSQL password password
(Made with IzPack - hitp://izpack org/)
Previous Next Quit

Apache Tomcat, FastDB
Installing Apache Tomcat and FastDB will require this information:

- {SEtSOG t2NIQa yR ¢NIyaLkR e detaldd previost Ge LIS F2N
section:CustominstallationApache Tomcat

- Select Port for FastDBastDBservice nameand FastDRlisplay nameare exclusively for

multitenant installation. (see Annd¥ ¢ Multitenant)
o FastDB port 8105

16



Installing BIRT Analytics 5.1

g |zPack - Installation of BIRTAnalytics = = n
Advanced Installation @ ACTUATE
Step8of 20
Tenant name A

Tomcat service name | Tomcat_BA

Tomcat display name | BIRT Analytics - Apsche Tomcat
Tomcat shutdown port (8107

Tomcat manager port 5108

Tomeat S5L port 8109

Tomcat default port 8110

Transport Protocol type
@ hitp
() https

FastDB service name | dubnium
FastDE display name  |BIRT Analytics - FastDB
FastDE port 8105

{Made with |zPack - hitp://izpack.org/)

Previous Next Quit

Apache Tomcat, Application
Installing Apache Tomcat and Application will require this information:

- {StSOG t2NIQa | YR ApHchg fiondtatsde detaldd prévio
section:CustominstallationApache Tomcat

- SelectPostgreSQL and FastDB information.

0 PostgreSQL host localhost(hostname of server)
0 PostgreSQL port 8111
0 PostgreSQL user user
o0 PostgreSQL password password
o FastDBiser SYSTEM
o FastDB password PASSWORD
o FastDB server localhost(hostname of server)
o FastDB port 8105
0 FastDB secure communication No or SSL
L~ |zPack - Installation of BIRTAnalytics = =
Advsitlengefdmlnstallation @ ACTUATE
@ http "
() https
PostgreSQL host localhost
PostgreSQL port 8111
PostgreSQL user user

PostgreSQL password | password

FastDB user SYSTEM

FastDB password PASSWORD
FastDB server localhost
FastDE port 8105

FastDB secure communication
@ fig
OssL

{Made with |zPack - http:/izpack.org/)

Previous Next Quit

17

eSS F2N



Installing BIRT Analytics 5.1

Apache Tomcat, Administration - Web Client
Installing Apache TomcatAdministration and Web Cliemtill require this information:

- {StSOG t2NIQA | yYR ¢NI yaLlR ke detald jréviows
section:CustominstallationApache Tomcat

- SelectPort and serveApplicationinformation.

o0 Applicationserver localhost(hostname of server)
0 Applicationport 8110
G |zPack - Installation of BIRTAnalytics = =
Advanced Installation @ ACTUATE
Step 8 of 20

Tomcat service name | Tomcat_BA
Tomeat display name  |BIRT Analytics - Apache Tomcat
Tomcat shutdown port |8107
Tomcat manager port |8108
Tomcat SSL port 8109
Tomcat default port 8110

Transport Protocol type

@ hitp

() https
Application server localhost
Application port 8110

{Made with [zPack - hitp:/izpack.orgf)

Previous Next Quit

18
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Annexll - Multi -servers installation
The installation of BA can be in a standalone server or in+settiers. Every element of BA

should be in a different server, but the more usually distributedathation is in two servers;
Servel for BAappselements (electrons, bafrontendand baadminnd Serve@ for BAcore
elements (FastDB and gloader)

HTTPsas the communication protocol between the different seryesstrongly
recommended for security reasons . Also, u Se FastDB secure communicationThygin cases
when FastDB (dubnium) is in a different server of ApplicationWS (electronws).

The process is the same as in a standalone installation, but installing only the packages
required for each server and ugjrthe Custom type

Before starting you shoulderify thatthe IP and hostname.domaantries appeain the host
files. In a distributed installation betweetwo serversgachservermusthave the IP and
hostname.domain entries fdvoth servers

BAcoreServer
In Servel (BAcoreyou mustinstall these packages:
0 Legal agreement

0 Base system
o JRE
0 Apache Tomcat
o FastDB
o Demo dataset (optional)
G IzPack - Installation of BIRTAnalytics = =
Select Installation Packages ACTUATE
Step 5of 20
0 select the packs you want to install:
Mote: Grayed packs are required.
+| Legal agreement 1,86 MB
+ Base system 963,42KB
¥ RE 118,77 MB
[] PostgresQL 148,17 MB
Apache Tomcat 15,21MB
FastDB 103,14 MB
Demo dataset 19,64 MB|
[]  Application 50,85 MB
[] Administration 19,27 MB
[] web dient 28,06 MB
A The selected package has the following dependendies andjor exdudes
Cs Dependencdies: FastDB
Desaiption
Demo dataset to play with
\ Total space reguired: 259,56 MB
Available space: 162,54 GB
{Made with |zFeck - hitp://izpack.ong/)
Previous Next Quit

19
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BAapps Server

In Served (BAappsyou mustinstall these packages:
0 Legal agreement

Base system

JRE

ApacheTomcat

PostgreSQL

Application

Administration

Web Client

O OO0 O0OO0OOoOOo

G |zPack - Installation of BIRTAnalytics = =

Select Installation Packages @ ACTUATE

Step 5of 20

Select the packs you want to install:
Mote: Grayed packs are required.

v Legal agreement 1,86 MB
| Base system 953,42 KB
v RE 118,77 MB
PostgreSQL 148,17 MB
Apache Tomeat 15,21M8
O 103,14 MB
Applic 50,85 MB
Administration 19,27 M8

The selected package has the following dependencdies and/or exdudes

US| Cependencies: Apache Tomeat
Description
BIRT Analytics Client Web Application
\ Total space reguired: 383,13MB
Available space: 162,54 GB

{Made with [zPeck - hitp://izpack.org/}

Previous Next Quit

During the install procesgpuwill be requiredto enter information concerninthe FastDB
server, port andcredentialswhere the BAcore (Server@yas installed

You will also have to enter thgpe of communication ifou requirea secure communication
by SSL between ApplicationWS (electronws) and FastDB (dubnium).

& |zPack - Installation of BIRTAnalytics = =
Advanced Installation ACTUATE
Step 8 of 20
Tenant name ~
Tomcat service name Tomcat_BA
Tomeat display name BIRT Analytics - Apache Tomcat
Tomcat shutdown port | 8107
Tomcat manager port 8108
Tomeat S5L port 8109
Tomcat default port 8110
Transport Protocol type
@ http
O https
PostgreSQL service name PostgreSQL_BA
PostgreSGL display name | BIRT Analytics - PostgreSQL
PostgreSQL host localhost
PostgreSQL port 8111
PostgreSQL user Lser
PostgreSQL password | password
FastDB user SYSTEM
FastDE password PASSWORD
FastDE server localhest
FastDB port 8105
FastDB secure communication
@No
(C)ssL
v

(Made with IzPack - http:/jizpack org/)
Previous Next Quit

20
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Annexlll - HTTPS
Inthe installation processselect installation typ&ustomand mmplete theinformation

required for all the fields(see detail in Annexd Custom installation type)

Informationrequired
0 Transport Protocdlype¢ https

g |zPack - Installation of BIRTAnalytics = = n
Advanced Installation ACTUATE
Step8of 20

Tenant name A
Tomcat service name Tomcat_BA
Tomeat display name BIRT Analytics - Apsche Tomcat
Tomcat shutdown part 8107
Tomcat manager port 3108
Tomcat S5L port 8109
Tomcat default port 8110
Transport Protocol type

O http

(® https
PostgreSQL service name |PostgreSQL_BA
PostgreSQL display name |BIRT Analytics - PostgreSQL
PostgreSQL host localhost
PostgreSQL port 8111 v

hitp:i/izpack org/)
Previous Next Quit

A seltsigned certificatevill be usedvith CN=localhost

Shortcuts in StarMenu Programs Group arah desktop

0 BIRT Analytics (by defatltps://localhost:8109bafrontend)

0 BIRT Analytics Administration (by deféatlps://localhost:8109/baadmin)
o0 FastDB Loader (by defaultps://localhost:8109qgloader)

HTTPS with a valid client certificate@stname.domain)
In the case where it is necessaryuge a valid client certificatghostname.domain)after an

HTTP$stallation of BA; these are the steps
Before starting you should verify that the IP and hosthame.domain entries appear in the host
files. In a distributed installation between two servexachserver must have the IP and

hostname.domain entries fdsoth servers.

It is possibldo establish https configation for each element of BAyhich can be applied
independently.

21



Installing BIRT Analytics 5.1

Accego Web Client(bafrontend), Administration (baadmin)and FastDB Loader (gloadery
port 8109 and HTTPS

In a distributed installation in two servers, apply these changbsihservers;SERVERL
BAappsand SERVERBAcore.

o Create &eystorebirtanalytics jksimporting the certificatePFX

The keystor&keystorejks it is locatedby defaultin this folder:

C\Program FileBIRTAnalytidglata Tomcat

To import a PKCS#12 file into a Java keystore
1. Obtain the following information about your PKCS#2
o The password that protects the PKCS#12 file.
o The Friendly Name of the certificate contained in the PKCS#12.

You can see the Friendly Name (alias name) with this commeandltl pe
prompted to enter the source keystopassword. Enter the password that protects
your PKCS#12 fije.

keytoolclist ¢v -storetype pkcsl2keystore <cert.pl2>

For example:

E C\Program FilesBIRTAnalytics3rdParty\ REBA\ bin>keytoolclist cv cstoretype pkes12] S & & C¥Pgamd
' FilesBIRTAnalytidglata\ Tomcatlj dzA G4 Sn YS ®LIFE ¢

2. Use the following command to import your PKCS#12 file into a Java ke\(Staré:be
prompted to enter the source keystopassword. Enter the password that protects your
PKCS#12 filg.
keytool-importkeystore-srckeystore <cert.pl2destkeystore <keystore.jks>
srcstoretype pkcsl2leststoretype JK@lias <original_alias>destalias <new_alias>
deststorepass <passworddestkeypass <same_password>

For example:

CA\Program FilesBIRTAnalytics3rdParty\ JRE6A\ bin>keytool-importkeystore-srckeystor&C\ Program
FilesBIRRnalytic§data\ Tomcatquite4me.pf¥ -destkeystor&C\Program

-deststorepass bianalytics-destkeypass bianalytics

cert.pl2 The name of the PKCS#12 file thahtains your new certificate.
keystore.jks  The output file name for your Java keystore.

original_alias This is the Friendly Name of the certificate contained in the PKCS#12sfle.

guotation marks if this name contains spaces.

new_alias This will be the alias of the Java Keystore you are creating. We recommer
you use the same alias as you used during installation in order to ensure t
is only one signature per jar. To determine what value was used, open the

install.log file andearch for "Enter the alias of your private key."
password This password protects the keystore you are creating.

same_passworThis password protects the private key within the keystore you are creatin

Use the same password that you specified for destgiass.
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You can see the content of keystore with this commandu{l be prompted to enter the
source keystore password. Enter the password that protects keystorefile.)

keytoolclist ¢v ckeystore keystore.jks

For example:

C\ProgramFiled BIRTAnalytics3rdParty\ JREBA\ bin>keytoolclistcv¢] S & a TiPdamd
File§BIRTAnalytidslata\Tomcato A NI I y I f @ G A Qada2] aé

o0 EnabledlLSin Tomcat
In file C\Program FileBIRTAnalytidé8rdParty Tomcat confiserver.xmimodify this section
adding the value of specific keystore and password.

<!l-- Define a SSL HTTP/1.1 Connector on port 8109
This connector uses the BIO implementation that requires the JSSE
style configuration. When using the APR/native implementation, the
OpenSSL style configuration is required as described in the APR/native
documentation-->
<Connector port="8109" protocol="org.apache.coyote.http11.Http11NioProtocol"
maxThreads="150"
SSLEnabled="true"
scheme="https"
secure="true"
clientAuth="false"
sslEnabledProtocols="TLSv1,TLSv1.1,TLSv1.2"
keystoreFile="C\Program File®8IRTAnalytiaslatal Tomcatkeystore"
keystorePass"changeit"/>

Thekeystorefiles arelocatedby defaultin this folder:
C\Program FileBIRTAnalytidslata\ Tomcat

For example:

E <Connector port="8109rotocol="org.apache.coyote.http11l.Http1l1NioProtocol"
! maxThreads="150"

' SSLEnabled="true"

' scheme="https"

' secure="true"

i clientAuth="false"

| sslEnabledProtocols="TLSv1,TLSv1.1,TLSv1.2"

| keystoreFile="CGProgram File8BIRTAnalytid¢slatal Tomcatbirtanalytics.jks'
i keystorePass#lirtanalytics'/>
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Access tApplicationWs Electrorws) by port 8109and HTTPS

In a distributed installation in two servers, apply these changes in both servers; SERVER1
BAapps and SERVERZ&core

0 Add a certificate to cacerts Jastore

Open a MSDOS console (CMD) as administrator.

In CAProgram FilesBIRTAnalytics3rdParty\ JRE6Ybin\ run:

keytool-import -trustcacerts-file "C\ Certificates\root.pem" -aliasALIASkeystore

"CAProgram File8BIRTAnalytid¢SrdPartyy JRE6Mib\securitycacerts”

(You'll be prompted to enter theacertskeystore password. @ RS Tl dzf & A& aOKlFy3ISAdGéo0

For example:

i CAProgram FilesBIRTAnalytics3rdParty\ JRE6¥bin >keytool -import -trustcacertsfile " CA\Program
i File§BIRTAnalytidslata\ Tomcatgdig2.crt"-alias CA_DADDY -Keystore "C\Program

. File§BIRTAnNalytid8rdParty JRE6Mib\securitycacerts"

______________________________________________________________________________________

o EnableHTTP®ccess to ApplicatiaffS(electronws) in Administration baadmin)
configuration

In a distributed installation in two servers, apply these changes in SERBERdps
In file CA\Program FileBIRTAnalytid®dministration WEBINR settingd configuration.xml
modify these elements:

<electronurlttps://localhost:8109/electronws/services</electronurl>
for
<electronurlhttps:// hosthname.domairB8109 electronws/services/electronurb

For example:

o EnableHTTP®ccess tApplicatorWWS(electronws) in Web Client l§afrontend)
configuration

In a distributed installation in two servers, apply these changes in SERBERdps

In file CAProgram FileBIRTAnalytid¥VebClient WEBINR settings configuration.xmlmodify

these elements:

<electronurl>https://localhost:8109/electronws/services</electronurl>
for
<electronurlhttps:// hosthname.domair8109 electronws/services/electronurb

For example:
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o EnableHTTP®ccess tApplicatonWSdlectronws)in Loader(gloader) configuration
In a distributed installation in two servergpply these changes in SER¥ERAcore

In file CA\Program FileBIRTAnalytidslata\ FastDBLoadekconfiguration.xmlmodify these
elements:

<electronurl>https://localhost:8109/electronws/services</electronurl>
for
<electronurlhttps:// hostname.domair8109 electronws/services/electronurb

For example:

______________________________________________________________________________________

Access taubnium by port 8106 andTLS
FastDB secure communication BySonly recommended in a distributed installation when

FastDB (dubnium) is in a different server of ApplicationWs (electronws)

o Change irtonfiguration.xmlfile of ApplicationWSelectrornws)

In a distributed installation in two servers, apply these changes in SERBE&ips

In file CA\Program FileBIRTAnalytid&pplicationWSWEBINR settingd configuration.xml
modify these parameters ttorue value

<engineserverSERVERZ2engineserver>
<engineport8106</engineport>
<engineignoredangerougzie</engineignoredangerous>
<enginesecuretrue </enginesecure>

o EnableTLSin Dubnium

In a distributed installation in two servers, apply these changes in SERBE&#Ze

In file C\Program FileBIRTAnalytidslata\ FastDBengine_onfiguration.ini addthese
parameters

[server]
enable_secure_port 1

By defaultTLSuse port 8106 and autoertificate.

--sener.ssl_mode arg (=simpl&}ertificate mode follLS('simple'=seHsigned certificate,
‘complete'=with root CA)
--server.dh_filename arg (=dhparams.pem) Diffiellman parameters file
--server.rand_filename arg (=ssl.rnd) Randomffir TLScalculations
--server.certificate arg (=server.pem) Server public certificate
--server.private_key arg (=server.key) Server private key
--server.private_key password arg Password for server private key
--server.root_ca_certificate ar@cacert.pem) Root CA public certificate
--sener.cert_country arg Server certificate data: two character country (US, UK, SP, ..))
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FastDR:an work withTLSwithout these options, as it autgenerates the needed certificates,

odzi AdG Aa y24Gd NBIrffte I a@ltAReé OSNIATFAOFNGS Ay
valid certificate purchased from CA (or even a sajenerated me) they can use these options

to specify required values. These options can also be used in the FastBDéaatated

certificate if you want to set some custom certificate properties such as country, email,

organization, etc.

For example:

[server]

enable_secure_port=1

ssl_mode = complete

certificate = quite4mePublicServer.pem
private_key = quite4mePrivatServer.pem
private_key_password = birtanalytics
root_ca_certificate = gdig2.crt
cert_country = US

o Help forgenerating public and private certificatéles using OPENSSL
OPENSSL is not incladeith BIRT Analytics.

- GeneratingPrivat keycertificate from PFX certificate file:

openssl pkcsldn <cert.pl2>nocerts-out <server.key>nodes

For example:

C\>openssl pkcslz2n "C\Program FiledBIRTAnalytidslata\ Tomcatquite4me.pfx'-nocerts-out "C\Program
. FilesBIRTAnalytidglata\ FastDBquite4mePrivatServer.pemtiodes

- GeneratingPubliccertificate from PFX certificate file:

openssl pkesldn <cert.pl2>clcerts-nokeys-out <server.pem>

For example:

i CA>openssl| pkcslan "C\Program FileBIRTAnalytidslata\ Tomcat quite4me.pfx"-clcerts-nokeys-out "C\Program
i File§BIRTAnalytidslata\ FastDBquite4mePublicServer.pem"
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Annex V- Multitenant

Understanding architecture
The scope to set a multitenaparchitecture is to provide the possibility of running multiple
instances on the same infrastructure, in order to serve multipentlbrganizations (tenants).

Each client organization works with a custoedzirtual application instance that:

(0]

0]
0]
0]
0]

Rurs different services of engine
Rursload processes in separate configurations.
Loads data in separate repositories.
Manages separate backend databasd3ostgre SQLwpt).
Rursindependent BA configurations:
A 2 or moreApplicationWSonfigurations.
A 2 or moreBAamin configurations.
A 2 or moreBAfontend configurations.
Rurs different instances of Tomcat
Rurs different instance®f PostgreSQL
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