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Managing an Encyclopedia Volume discusses how to administer a BIRT iHub
System Encyclopedia volume. The chapters in this guide are:

About Managing an Encyclopedia Volume. This chapter provides an overview of
this guide.

Chapter 1. Understanding Encyclopedia volume management. This chapter
discusses how to connect to an Encyclopedia volume and how to use the
Management Console.

Chapter 2. Managing users. This chapter discusses how to create and maintain
user accounts.

Chapter 3. Working with security roles. This chapter discusses how to create and
use security roles, which apply a set of privileges to a group of users.

Chapter 4. Managing files and folders. This chapter discusses the management of
files and folders, including creating folders and uploading files.

Chapter 5. Scheduling, running, and managing designs. This chapter discusses
how to set up and run BIRT iHub system jobs.

Chapter 6. Managing channels and notification groups. This chapter discusses how
to manage channels and notification groups.

Chapter 7. Managing volume-level operations. This chapter discusses
volume-level management tasks, such as archiving files, setting volume
privileges, enabling DHTML document caching, and setting volume-level
printer options.

Chapter 8. Managing Encyclopedia volume security. This chapter discusses
Encyclopedia security features, provides details about privileges, and
discusses Open Security.

About Managing an Encyclopedia Volume v
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Understanding
Encyclopedia volume
management

This chapter contains the following topics:

m  About Encyclopedia volume management
m Filtering Encyclopedia volume data

m Performing a search

m Length limits for iHub names

m About file types and volume management
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About Encyclopedia volume management

BIRT iHub is a document server that generates, manages and securely delivers
BIRT documents stored in an Encyclopedia volume. An Encyclopedia volume is a
disk-based repository containing designs, documents, information objects, shared
libraries, and user information.

iHub extracts data from common data sources, such as relational databases and
other data sources. iHub consists of the following components, which are
accessible using a standard browser:

m  Management Console

Use this console to manage Encyclopedia volume user accounts, assign
privileges, schedule designs, and distribute documents.

m  Configuration Console

Use this console to configure iHub and change system parameters, such as
diagnostic logging and e-mail notification settings, and update your license.

m Information Console
Use this console to run designs, view, and interact with documents. Figure 1-1
shows a typical reporting environment in which iHub generates documents,
manages an Encyclopedia volume, and connects to multiple data sources.

Information Console —— o -
Document -—
/| -—
Management Console Encyclopedia Data sources
volume
Configuration Console
Figure 1-1 iHub reporting environment

Logging in to Management Console

To administer an Encyclopedia volume, you log in to Management Console. To
log in to Management Console, the Actuate BIRT iHub service must be running.

By default, the service starts automatically when your system starts. If you do not
choose to have the service start automatically during installation, you must start
it manually or reconfigure the service to start when the system boots.
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How to configure Actuate BIRT iHub startup properties

In Windows, to configure Actuate BIRT iHub service properties, perform the

following tasks:

1 Choose Start>Settings>Control Panel>Administrative Tools>Services.

2 In Services, select Actuate BIRT iHub Enterprise service properties, as shown

in Figure 1-2.

&

File Action  View Help

o el lERENEN]

R TN

Actuate BIRT iHub 2

Start the service

Description:
Actuate BIRT iServer Enterprise Service

Mame +

RT iHub 2

£ Actuate PostgreSoL for BIRTAT,..
1 Adaptive Brightness
& application Experience
1§ Application Tdentity
& application Information
G Application Layer Gateway Service
& Application Management
(G Background Tnteligent Transfer ...
1€ Base Filtering Engine
{6 BitLacker Drive Encryption Service
{&Black Level Backup Engine Service
\S,:I);E\uatnnth Support Serice
4

Description
RT iHub Enter|
PostgreSQL for Actuate BIRT iHub 2

Moritors ambient ight sensors ko detsct...
Processes application compatibilicy cach...
Determines and verifies the identity of ...
Faciitates the running of interactive app...
Frovides support For 3rd party protocol ...
Processes installation, removal, and enu...
Transfers files In the background using ...
The Base Filtering Engine (BFE) is a servi...
BDESWC hosts the BitLocker Drive Encry...
The WEENGINE service is used by wind...
The Blustosth service supports discover...

Startup T

Manual
Stark
Stop
Pause

Started

REsuMme:
Restart

All Tasks

Refresh
Started

Status

Help
TSra

ofl

Extended A Standard /

Opens the properties dialog box for the current selection.

Figure 1-2

Choosing Actuate BIRT iHub service properties

3 In Properties—General, set Startup type to Automatic, as shown in Figure 1-3.

General |Log Dn| Hecovewl Dependenciesl

Service name:

Actuate BIRT iHub 2

Dizplay name:

Drescription:

Path to executable:
CAPROGRA™ 2\ ctuate iHub2Ybintpmd1 1 exe

’Acluale BIRT Hub Enterprize Service

Startup type: I anual

Service status:

Start | Stop | Pause Fesume
‘Y'ou can zpecify the staik parameters that apply when you stait the service
from here.
Start parameters: I

o]

Cancel |

Apply |

Figure 1-3

Configuring the startup type for Actuate BIRT iHub service
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To run the service in your current session, you must start the service manually or
reboot the system. To start the service manually, in Services, select Actuate BIRT
iHub service Start, as shown in Figure 1-4.

0, B
e EelIERENER] 7 Nal T |
Actuate BIRT iHub 2 Hame De: n Status Startuy -
At
Start the service s 11 PastgresQL For BIRT started  [IELC
1 Adaptive Brightness Moritors ambient light sensors ko detsct. ., Shop
Description: s application Experience Pracesses application compatibilty cach... Pause
Actuate BIRT iServer Enterprise Service 1 Application Tdentity Determines and verifies the identiy of a... Resume
& application Information Facili:ates the running of interactive app. . Restart
\S,‘:);Applicatmr\ Layer Gateway Service  Provides support For 3rd party protocel ... T He=s b
£ Application Management Pracesses installation, removal, and enu... L=
{6 Background Tnksligent Transfer ... Transfers fies i the background using|i. .. Refresh
-\E%);Ease Filtering Engine The Base Filtering Engine (BFE) is a servi,., Started ——
{1 BitLacker Drive Encryption Service  BDESYC hosts the BitLacker Drive Encry...
1EBlack Level Backup Engine Service  The WBENGINE service is used by Wind... Help
1§ Blustooth Suppott Service The Blustonth service supports discover. ., T ——
4 | sf
Extended A Standard /
Stark service Actuate 11 BIRT iHub on Local Computer ‘
Figure 1-4 Choosing to start iHub service

In Linux, to configure Actuate BIRT iHub service properties, perform the
following tasks:

1 To start Actuate BIRT iHub service automatically when your machine boots,
log in as root, and type:

./AcServer/bin/update rclocal.sh
2 To start Actuate BIRT iHub service manually, perform the following steps:
1 Go to the iHub bin directory. For example:
cd /home/actuate/AcServer/bin
2 Type:
./start_srvr.sh

You can launch Management Console locally or remotely to manage the
Encyclopedia volume.

How to launch Management Console
1 Choose one of the following ways to launch Management Console:
®  In Windows, from the Start menu, choose:
Start>Programs>Actuate>BIRT iHub Management Console
Or, type the following URL in a browser:
http://localhost:8900/acadmin/login. jsp
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» In Linux, Open a browser and type the following URL:
http://localhost:8900/acadmin/login. jsp

2 To log in to Management Console as Administrator, perform the following
steps:

1 Accept or specify Administrator as the user name.

2 If you are logging in to Management Console for the first time, leave
Password blank.

3 Accept the default Language and Time zone, or choose the locale for your
region.

Figure 1-5 shows the login page for Management Console.

volume: [ = ———Volume name
User name |Admimstralor
Password: | ——— Password initially
Language: |Engli5h (United States) ;I blank
Time zone: |AmericaJ‘Lna_AngeIes LI

Figure 1-5 Logging in to Management Console

Choose Log In.

Navigating in Files and Folders

When you log in, Management Console displays the list of files and folders in the
administrator’s home folder. The list contains Examples, an HTML document
giving an overview of the sample design and document files that the default
Encyclopedia volume contains.

The path to the current folder appears above Filter. To navigate to another folder,
choose a folder in the path. For example, choose the root folder, corp, which is the
Encyclopedia volume name, as shown in Figure 1-6.
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Navigate to the root folder

Log Qut  Options

|§ corp = Home = administrator {1 found) Search
.4l Jobs
— Filter [ ™ Latestversion only I Folders W Documents B Executables  Apply | Clear

Files & Folders | | [~ gajgctallitems i 9 Astupon selected items | Create Folder | Add File |
‘[o. T r
gy Users ™ €2 @ Exarngles HTML Document 1 379 KB

‘? Security Roles

HNotification

E-- Groups

=] Channels

'ﬁ) File Types

—
'g) Volume

Figure 1-6 Viewing Files and Folders

Users typically have access to multiple levels of folders. From the root folder,
choose the Public folder. The folder name is added to the path. Choose BIRT and
BIRT Studio Examples and the path appears, as shown in Figure 1-7.

corp = Public = BIRT and BIRT Studio Examples (28 found)

Fi\ter:l ™ Latestwersion only

Figure 1-7 Viewing the path to the current folder

Each folder name in the path is a link to that folder. Choosing a folder name in the
path displays the contents of that folder.

About designs

A design, such as an Actuate BIRT Design (.rptdesign), is an executable file that,
when run, generates a document.The files in /Public/BIRT and BIRT Studio
Examples include sample .rptdesign files and sample Actuate BIRT document
(rptdocument) files, as shown in Figure 1-8. Executing a .rptdesign file generates
a .rptdocument file.

corp = Public = BIRT and BIRT Studio Examples (29 found)

Filter: || [" Latestversiononly W Faolders|

[~ Selectall itemns &9 Act upon selected items | Creale Folger | Add File |

P

&2 @ BIRT Examples Read e HTML Document 1

red T}{ Chart Filtering with HirmlButtan Actuate BIRT Design 1

&2 [ ciient investment Portfolin Actuate BIRT Design 1

™ &2 ¥ crosstab Sample Revenue Actuate BIRT Design = 1

re M cCrogsstab Sample Revenue Actuate BIRT Document 1

I &2 B customer Dashboard Actuate BIRT Desigh 1

re M customer Dashboard Actuate BIRT Document 1
Figure 1-8 Viewing sample .rptdesign and .rptdocument files

6 Managing an Encyclopedia Volume



Running a design

The following folders in the Management Console root directory contain sample
designs:

Dashboard

Contains a folder named Contents, containing a BIRT Dashboard file and a
BIRT Gadget design.

Public

BIRT and BIRT Studio Examples
Contains a readme file and sample BIRT designs and BIRT documents.

Information Objects Based Examples
Contains a readme file, a sample project folder, and a BIRT design.

JSAPI Examples

Contains examples of designs that call the Actuate JSAPI. View the
documents these designs create in Information Console.

Resources

Contains three BIRT library (.rptlibrary) files:
o BIRTSamples

o themes

o ThemesReportltems

These are XML files that contain reusable and shareable design elements. A
design developer uses a designer such as BIRT Designer Professional to
create a .rptlibrary file. View these documents in Information Console.

Contains an Actuate BIRT Data Object Design (.datadesign) file and an
Actuate BIRT Data Object Store (.data) file, both named Classic Models. A
scheduled job runs a .datadesign file, generating a .data file. Opening the
.data file in Information Console enables you to view and work with the
file using Actuate Crosstab Data Analyzer.

Figure 1-9 shows the folders containing sample designs and design libraries in
the root directory.
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corp (4 found)

‘@:E\ Johs

Filter: || I~ Latestversion only W Folders
[~ Selectalliterns £ 4 Actupon selected items Create Foider | AddFile |
r

™ &2 ] Dashboard Folder
e ] Home Folder
I ed O] Public Falder
&2 ] Resources Folder

Notification
=" Groups

Figure 1-9 Accessing sample designs and design libraries
How to run a design

To run a BIRT example, perform the following tasks:

1 Choose the Public folder.

2 Choose the BIRT and BIRT Studio Examples subfolder.

IEl 3 Choose to run a design. For example, point to the arrow next to Customer
Order History and choose Run, as shown in Figure 1-10.

corp > Public = BIRT and BIRT Studio Examples (28 found)

'@\ Jobs

Filter: |\ I Latestversion only ¥ Falders W Documents W Executables
Files & Folders | | [~ Selectall tems £ Act upon selectad itemsl Create Folder | AddFile |
@ T .
ap tuee e e 100 1@
r a = . Actuate BIRT Design 1 378 KA
‘?’ Security Roles JYY S . Actuate BIRT Design 1 237 KB
Motification r a Actuate BIRT Design 1 133 KB
E- Groups r a o Actuate BIRT Document 1 a04 KB
=
— r a D Actuate BIRT Design 1 102 KB
@‘ Chanriets re Actuate BIRT Document 1 328 K8
— ™ © B Custorner Grder Histary Actuate BIRT Design 1 74.5 KB
'!' File Types ™ &2 M HTMLS Cha Click Legend To Show  Actuate BIRT Design 1 33.7 KB

Figure 1-10 Choosing to run Customer Order History

On Run—Parameters, choose the parameter named Classic Gift Ideas, Inc., as
shown in Figure 1-11. Choose OK.

Parameters

Customer

[T Save the output document

(0K| _cancel |

Figure 1-11 Running a design
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iHub displays the document in the viewer, as shown in Figure 1-12.

=B
12 > ]
Actuate University Training License =
Classic Models, Inc
bgg=d 2207 Bridgepointe Parkway =
San Matea, GA 94404 Customer Order History
Classic Gift Ideas, Inc
Contact: Francisca Cervantes Sales Representative: Julie Firrelli
782 First Street
Philadelphia, P& 71270
Usa
Description Unit Price Order Total
Order Number: 10183 Order Date: Nov 13, 2003
5101949 1952 Alpine Renault 23 $£180.01 $4,140.23
1300
S10_4962 1962 Lancias Delta 28 $127.06 $3,557.68
16y
S12_ 1666 1958 Setra Bus 41 $£114.80 $4,706.80
S18 1007 1940 Ford Pickup 21 $£108.50 $2,278.50
Truck _
S18 20409 1913 Ford Model T 37 $91.18 $3,373.66
Speedster
S18 2057 1934 Ford ¥8 Coupe 39 $51.22 $1,097.58
S18 3136 18th Century Vintage 22 $£90.06 $1,081.32
Horse Carriage
S18 4600 1940s Ford truck 21 $£118.66 $2,491.86
S18 4668 1939 Cadillac 40 $42.26 $1,600.40
Limousine
S24_42E8 1936 Chrysler Airflow 47 $81.81 $3,845.07
S32_3522 1996 Peterbilt 379 49 $52.36 $2,565.64
Stake Bed with
Outrigger
S700_2824 1982 Camaro 228 23 $85.93 $1,077.54
$34,606.28
)|
Figure 1-12 Document displayed in the viewer

About user types

When an administrator logs in to Management Console, the side menu contains

the options available to an administrator, as shown in Figure 1-13.

Side menu

Files and Folders list

'EI Jobs

Files & Folders

@ Users

‘? Security Roles

Notification
E- Groups

—

_l Channels

| File Types

=
‘gﬁ Volume

Yolurme 1y User. Administratar

corp = Home = administrator (1 found)

Filtar: |

™ Selectall items &9 Actupon sAected items

Search =

I~ Latestversion only W Faolders ¥ Documents W Executables  Apply [ Clear

Create Folder || AddFile |

-
I &2 i Evamples HTML Document 1

379KA

Figure 1-13

Viewing Administrator’s list of files and folders
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Management Console supports the following types of users and security roles:

m  Administrator

A user and a security role. A user with Administrator role privileges functions
as the Administrator user. The Administrator has privileges to perform all
tasks in BIRT iHub System.

m  Operator

A security role. A user with Operator role privileges performs tasks such as
scheduling jobs, administering files and folders, performing autoarchive
operations, and printing.

m User

A user with appropriate privileges can schedule jobs, view documents,
administer files and folders, subscribe to channels, and configure personal
settings in the user account.

Depending on the type of user or role, Management Console displays a different
set of menu options, as shown in Figure 1-14.

Administrator Operator User

‘;E' Johs ‘;El Johs ‘EI Jobs

Files & Folders Files & Folders @ Files & Folders

. = =
‘,im Users ‘I Channels "I Channels
- Personal
‘?’ Security Roles ‘-I Volume “'ﬂ'. Settings

HNotification - “ Personal
7
§, Groups &I\ Settings
'@. Channels
"P File Types

—
Yolume
=

Figure 1-14 Menu options available to different types of users and roles

Table 1-1 describes the menu options available to each type of user and role.
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Table 1-1 Management Console menu options
S
£ ®
Yol
2%
Icon Description < O D
Jobs Displays lists of jobs created by the user,orall x x x
jobs, if logged in as the administrator, grouped
according to status. Job status categories
include scheduled, waiting for event,
pending, running, and completed.
Files and Folders  Displays the list of files and folders accessible x x x
to the user, or all files and folders if logged in
as the administrator.
Users Displays the list of users who have access to X
the Encyclopedia volume.
Security Roles Displays the list of security roles. X
Notification Displays the list of user groups to notify about  x
Groups the status of documents.
Channels Displays the list of channels subscribed toby  x x x
the user, or all channels if logged in as the
administrator.
File Types Displays the list of file types that the X
Encyclopedia volume can store.
Volume Allows the administrator and operator to X X
configure volume properties, and perform
autoarchive operations.
Personal Settings ~ Displays user settings, such as password, X X

e-mail address, job notifications, roles, groups,
channel subscriptions, privilege template, and
printing options.

Setting display options

For each tabular list appearing in a menu choice, Options contains a

corresponding list of available and selected columns which control the display. In

Options, choose a category, such as Jobs Scheduled, Files and Folders, or

Channels, and select the columns to appear in the tabular list.

Figure 1-15 shows the available and selected columns for Options—Users.
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|§w Jobs

—
(R Fites & Folders

..
'_l'n“ Users Available columns Selected columns:

‘?‘ Security Roles

E Notification Log In Disabled Description
L= E-mail Address

E-mail Notification
@\ Channels Hame Folder

= Harme
(B Fite Tymes Priarity

=
‘gl Volume

<

rinistrator

Options ®

Users

Attach Document MName
Completion Notices E-mail Address
Description Harne Falder

LAy
==

e

Figure 1-15 Selecting Options—Users

How to modify a tabular list

To modify the tabular list for Users, customizing:Management Console perform
the following tasks:

1

To add a column from Available columns, such as Log in Disabled, select the
column and choose the right arrow. Log in Disabled appears in the Selected
columns list.

To remove a column from Selected columns, such as Description, select the
column and choose the left arrow. Description appears in the Available
columns list.

To move a column up in the Selected columns list, such as Log in Disabled,
select the column and choose the up arrow. Log in Disabled appears above
Home Folder in the Selected columns list.

To move a column down in the Selected columns list, such as Email Address,
select the column and choose the down arrow. Email Address appears below
Log in Disabled in the Selected columns list.

Figure 1-16 shows the available and selected columns for Options—Users.
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Figure 1-16 Modifying the tabular list in Options—Users
Choose OK.

Figure 1-17 shows the results of these changes in Users.

Users (18 found)
Filter: || Log in disabled: I vl Apply | Clear
I~ Selectallusers [ % Actupon selected users | Create User |
r
a Administrator Enabled MHomeladministrator
r a Agios Georiios Enabled agedrgiosi@compant.com  fSalesiageorgios
r a Alan Barron Enahled aharron@eompany.com ISalesiabarron
r a Caralina Rajo Enabled CrOjOEBE DM Eny. corm Mdarketingicrojo
I~ &9 Dante Evans Enabled devansEcompany carm ISalesidevans

Figure 1-17 Viewing the modified tabular list in Users

Options—General contains the following settings, as shown in Figure 1-18:

Number of rows to display per page in normal lists
Reduces scrolling by controlling how many rows display in a normal list.

Number of rows to display per page in search result lists
Reduces scrolling by controlling how many rows display in a search result list.

Locale
Specifies the locale, such as English (United States)

Time Zone
Specifies the time zone, such as America/Los_Angeles

To modify these settings, type or select the appropriate setting information.

Chapter 1, Understanding Encyclopedia volume management 13



Ciptions

I

General

Nurmber of rows to display per page in normal lists 100 =+

Maximum nurnber of rows to display in search result lists: 500 +

Locale:  |English (United States) |

Time zone: [AmericaiLos_Angeles =1

Figure 1-18 Modifying settings in Options—General

Options—About contains the following general information about the iHub
installation, as shown in Figure 1-19:

m Actuate Management Console version
m Actuate BIRT iHub System name

m  Volume name

m  Actuate BIRT iHub System version

m License category

m  User name

m Current language

m Current time zone

m Copyright

Filtering Encyclopedia volume data

Management Console provides filters that can reduce the number of rows
displayed in a tabular list. Filtering is done by specifying the object name, or the
predefined categories available for a particular option. For example, the Users
filter supports filtering by user name and a predefined category specifying
whether Login disabled is set to Yes or No.
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o] cancel

Figure 1-19

Viewing installation information in Options—About

The following menu options contain a filter:

m Jobs

m Files and folders

m Users

m Security roles

= Notification groups

m Channels

How to filter by name

This procedure uses the example of an administrator who wants to limit the user
list to those users whose names start with the letter A. On Users, type A* in Filter.
The asterisk (*) is a wildcard that means zero or more characters, excluding spaces

and punctuation. To run the filter, choose Apply. Figure 1-20 shows the results.

Filter

Users (filtereg” 3 found)

Filter: [&=

r
a Administrator

I~ &Y Alan Baron

I~ Selectall users that match filter & 3 Act upon selected users Create User |

r a Adins Geaorgios  agedrgios@company.com fBalesfageordios
abarron@eompany.com

Log \ndisabled:l vl Applyl Clear

iHomeiadministrator
Sales Administrative Assistant

iGalesfabarron Sales Yice President

Figure 1-20

Filtering for “A”

Chapter 1, Understanding Encyclopedia volume management
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How to use special characters in searches

If a search expression contains one or more special characters, a backslash (\)
must precede each special character.

The following special characters are also operators in search expressions:

Ampersand (&) Hyphen (-)

Asterisk (*) Less than sign (<)
Backslash (\) Number sign (#)

Close square bracket (]) Open square bracket ([)
Comma (,) Pipe sign ()

Equal sign (=) Question mark (?)
Exclamation point (!) Single quotation mark (')

Greater than sign (>)

For example, to search for the user name user#, you must type the following
search expression:

user\#

If you type user#, the search returns user names that begin with user and end
with a number, such as userl, user2, and so on.

How to filter using a predefined option

The Log in disabled drop-down list enables you to filter user lists to those whose
login accounts are either enabled or disabled.

To display only users whose logins are not disabled, select No for Log in disabled.
Selecting Yes filters for disabled logins, as shown in Figure 1-21.

Users (filtered: 2 found)

Filter: || Log in disahled: IYes vl Apply | Clear |
[~ Select all users that match filter Actupon selected users Create User |
F

r Eenaldo Puente rpuented@company.com [Salesipuente Sales Representative
r Sara Hadavi shadavii@company.com [Salesfshadavi Sales Representative

Figure 1-21 Filtering for disabled login accounts
To run the filter, choose Apply.

To clear a filter and retrieve all rows or items, choose Clear.
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Performing a search

Search filters Encyclopedia volume data based on a broad range of criteria. For
example, a search on user data supports using criteria such as name, e-mail
address, home folder, licensed option, maximum job priority, or job notification.

Search also supports selecting the columns that appear in a tabular list. Search
results appear sorted in ascending order by name.

How to search
To specify a search, perform the following tasks:

1 Choose the menu option on which you want to search, such as Users. The
tabular list of users appears, as shown in Figure 1-22.

Users (189 found) Search
Filter: || Log in disabled: I vl Apply | Clear
[~ Selectallusers &% Actupon selected users Create User |
r
R_’ Administrator fHomeladministrator
r e Agios Georgios ageargiosi@eompant.com  [Salesiageorgios Sales Administrative Assistant
I~ &2 Aan Barron abaron@eompany.cam JSalesiabarran Sales Vice President
r R-’ Caralina Rajo CrOjOERC O P E Ny, corm Iarketingfcrajo Marketing Yice President
r e Dante Evans devans@company.corm ISalesidevans Sales Manager: Daomestic
r a Hiro Konizhi hkonishif@company.com JFinance/hkonishi Finance Manager

Figure 1-22 Searching for users meeting a specific criteria
Choose Search. Search—Criteria appears.

Specify the search criteria. For example, search for users who meet the
following criteria, as shown in Figure 1-23:

»  E-mail address ends with @company.com.

m  Maximum job priority is greater than 500.

m Preference is to receive e-mail notification for all jobs.
m  Channel subscriptions include the Sales channel.

4 Choose Columns. On Search—Columns, specify the columns to display in the
search results by performing the following tasks.

The example shows how to display the following columns from left to right:
= Name
m Priority

m  Completion Notices

Chapter 1, Understanding Encyclopedia volume management 17



» E-mail Notification

m  Description

Users = Search X
Criteria

Mame: | Logindisaples: [ 7] =
Description: |

E-rnail address: |*@cumpany.com

Haome folder: | Browse... |(1)

Licensed option |<Any= j

Weh viewing: lﬁ

Maximurm job priority; (=500

Motification for jobs that succeed:
Send email notification:  |Yes = Attach document: I v
Create completion notice: 'l

Motification for jobs that fail:

Send email notification: | Yes 'I
Create completion notice: 'I

Relationship: |Channe| j S |Sa\es 1)
C\earl —
=

Search | Cancel |

Figure 1-23 Users—Search—Criteria

— 1 Move the following fields from Selected columns to Available columns,
using the left arrow:

o  E-mail Address

a Home Folder

— 2 Move the following fields from Available columns to Selected columns,
using the right arrow:

o Completion Notices
o E-mail Notification
o Priority

3 To change the order in Selected columns, perform the following tasks:

T Select Priority. Choose the up arrow three times to move Priority to the
position below Name.

L Select Description. Choose the down arrow twice to move Description
below E-mail Notification.
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Figure 1-24 shows Search—Columns.

Users = Search

Columns

Available

Selected:

Attach Document
Completion Motices
Ciescription

Log In Disahled
E-mail Address
E-mail Motification
Home Folder
Mame

Priority

Hame
Priority

ption

[l

Completion Motices
E-mail Motification

==

Search | Cancel

[E

Figure 1-24

5 To generate the results, choose Search. Figure 1-25 shows the search results.

‘;EI Jobs

P
(Bl Files & Folders
—

‘?’ Security Roles

Figure 1-25

To modify the criteria or column list, choose Change Search.

Users—Search—Columns

r
™ &2 Moriko Arizurai - 800
™ &2 Ravikalifa 500

[T &2 Renaldo Puente 800
&) SataHadavi 800

™ Selectall users that match search criteria

Change Search

Users = Search Results (4 found)

.:. g Out

Change Search

£ 9 Actupon selected users

Johs that succeed
Jobs that succeed
Johs that succeed
Johs that succead

AllJabs
Al Jobs
AllJabs
All Jobs

Sales Representative
Sales Representative
Sales Representative
Sales Representative

Users—Search Results

Length limits for iHub names

iHub names, such as file and folder names, must not exceed the character string
lengths listed in Table 1-2. These character string length limits apply to the

number of Unicode characters. For certain languages, such as Japanese and Thai

the length limit is expressed in terms of the number of code points used to
compose Unicode characters. One Japanese character, for example, can comprise

up to 4 code points. All code points used count toward the limit. For example,

Chapter 1, Understanding Encyclopedia volume management
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using more than 250 Japanese characters, consisting of 4 code points each, for the
name of a file or folder exceeds the 1000 character string limit.

Table 1-2 Length limits of names
Maximum character

Names string length
Channel description 500
Channel icon, large image URL 100
Channel icon, small image URL 100
Channel name 50
Driver path 100
E-mail Address 80
E-mail description 100
File or folder description 500
File or folder version name 100
File type 20
File type description 60
File type short description 40
Group description 500
Group name 50
Headline, notice table 100
Headline, request 100
Input file name 1000
Job description 200
Job name 100
Node name 50
Object name 255
Output file name 1000
Output file version name 100
Partition name 50
Role description 500
Role name 50
User name 50
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About file types and volume management

You can view properties of the different file types from File Types. Each file type
has properties you can view.

How to view the property values of a file type

I:l On File Types, point to the arrow next to the file type, and choose Properties, as

shown in Figure 1-26.

File Types (55 found)

Create File Type

defaulf FEE Unregistered Type Document Mo

= AFP AFP |IBM Advanced Function Printing Document Document Mo
G pas BAS Actuate Basic Source File Docurment Mo
[ pIFDESIGN BIZDESIGH Actuate BIRT Design Executable Yes
Froperties Actuate BIRT Document Docurment Yes

P LS Actuate Analytics Cube Document No

= eV caY Camma Separated Yalues File Document Mo
?’CUEIEV\EW CLUBEYIEWY Artuate BIRT Cuhe Wiew Document Mo

Figure 1-26 Viewing the property values of a file type

On File Types—Properties, you can view the definition of the selected file type.

Chapter 1, Understanding Encyclopedia volume management
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Managing users

This chapter contains the following topics:

About user accounts

Creating a user account

Modifying user properties

Modifying user properties for multiple accounts
Cloning a user

Deleting a user

Chapter 2, Managing users
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About user accounts

The administrator creates, configures, and manages user accounts. Administrator
tasks include assigning and updating privileges, creating and managing
membership in security roles, and providing access to channels. During
installation, the installer configures the Administrator user account.

User privileges control access to the Encyclopedia volume and its items. Security
roles are groups of users who share the same privileges. A channel is a service
that provides a subscribing user access to particular types of documents.

A user accesses an Encyclopedia volume by using a unique login name and
password. The administrator has full access to the volume and can change any
user password. A user can change only his or her password.

In Management Console, the administrator chooses Users to view and configure
user properties, as shown in Figure 2-1.

Users (18 found)
Filter: || Log in disabled: I 'l Apply | Clear
[~ Select all users eAct upon selected users Create User |
l_
a Administrator IHomeladministrator
™ &8 Agios Georgios aneorgios@Company.com  /Salesfageordios Sales Administrative Assistant
r e Alan Barran abarrongeompany. corm ISalesfabarran Sales Vice President
r a Caralina Rojo CrOjO@EBEarmpany. corm Inarketing/erojo Marketing Vice President
r a Dante Evans devansEcomyaany.com ISales/devans Sales Manager. Domestic
r a Hira Konishi hkonishigcompany.carm [Financefhkanishi Finance Manager
™ &Y Jean Gaspard gaspard@cornparyy.corn  Presidentijnaspard  President
r a Julia Petravha petrovnai@edmpany.com  iharketinofpetrovna  Marketing Administrative Assistant
r a Kanesha Washbur kwashburn@company.com fMarketingfowvashburn Marketing Representative
™ &8 Lin Shen |shen@campant.corm Iharketina/lshen Marketing Representative
r e Linda Clatk lelarki@eompany.com [Personnellclark Personnel Manager
r a Laorraine Michaelis  Imichaelis@company.com  fPersonnelimichaelis Persannel Administrative Assistant
r a Moriko Arizumi narzumig@company.com ISales/narizumi Sales Representative
r a Ravi Kalifa thalifaifc ompary.corm ISalesitkalifa Sales Representative
™ &Y Renaldn Pusnte pUENtEEIC0Mpany.com iSalesimuents Sales Representative
r a Sara Hadawi shadavi@@cormpany. cam ISalesfshadavi Sales Representative
r a Tim Radcliffe tradeiffe @ ormpany. cam ISupportitradeliffe Support Representative
™ &8 viiay Gupta youpta@Comnany. corm JFinancetgupta Accauntant

Figure 2-1 Viewing Users

In Users, the administrator performs the following tasks:
m  Create a new user account.

s Update an existing user account.

m Subscribe a user to a channel.

m Clone a user.
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Delete a user.

View, filter, or search the list of current user accounts.

The following sections describe how to perform these tasks.

Creating a user account

In Management Console, creating a user account involves specifying the
following properties:

General

User name, description, password, e-mail address, home folder, and whether
the login is disabled.

Jobs
Maximum job priority and notification options for jobs that succeed and fail.

Roles
Security roles from the available list, such as Administrator and Operator.

Groups
Notification groups from the available list defined by the administrator.

Privilege Template

Users and roles from the available list, to which the administrator assigns
privileges, such as visible, execute, grant, read, secure read, write, and delete,
on items a selected user creates.

Printing
Printer and settings, including scale, resolution, mode, number of copies,
duplex or simplex, horizontal or vertical, page size, and paper tray.

Licensed Option

Licensed options from the available list that a user can access, such as BIRT
option or BIRT Page Level Security option.

Dashboard

Default Information Console dashboard settings, such as template and layout.

The administrator can control the priority that iHub gives to running a user’s
designs. When creating a user account, the administrator specifies the maximum
priority that the user can assign to running a design. Settings include:

Low (200)
Medium (500)
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= High (800)
m  Other (1-1000)

Choosing Other opens a text field that accepts a numeric value from 1
through 1000.

If Actuate Open Security is enabled, and the user’s maximum job priority is
defined in an external security source, a Management Console setting cannot
change the external setting.

How to create a user account

The following steps create a user account for a newly hired sales manager, Eriza
Senoadi:

1 On Users, choose Create User.

2 On New User—General, shown in Figure 2-2, complete the following tasks:

m Type a user name, description, and password for this user. Confirm the
password.

User names and passwords are strings of 1 to 50 characters.

o Name is a required field. A user name can include any character except
a control character. The user name is not case-sensitive. The
Encyclopedia volume stores the user name in mixed case and displays
the name exactly as you typed it during creation.

o The description and password are not required. If you use a password,
security experts recommend a password containing at least eight
characters, including numeric and mixed-case alphabetic characters. A
password is case-sensitive and cannot include a control character or
space.

m  Type the user’s e-mail address. iHub uses this address for e-mail
notification of jobs that succeed and fail.

= Optionally, specify a path and folder name as the home folder. If you use a
home folder name that does not exist, iHub creates the folder, and any
folders in the path that do not exist. iHub assigns visible privilege to the
user on the new folders in the path and assigns visible, read, and write
privileges to the user on the home folder.

If the home folder is on a pre-existing path, the user must have visible
privilege on all folders in the path. For example, on a volume named
widgetco, if the home folder location is /widgetco/sales/esenoadi, the
user, esenoadi, must have visible privilege on each of the following folders:

o /widgetco

o /sales
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If the Encyclopedia volume uses an Open Security RSSE application, you
must assign privileges to the user home folder manually. The user home
folder privileges are not automatically updated.

m To prevent the user from logging in, such as when you create a user

account before the user begins work at the company, select Log in disabled,
as shown in Figure 2-2.

Users = Mew User

[E

General

Marme: [Eriza Sencadi = Login disabled: ¥ Disable login
Description: |Sa|es manager: International

Pagsward: [senseee

Confirm password: |uuu.

Path to home
folder

E-mail address: |esennadi@mmpany c/n

Hame faolder: |1Sa\esfesenoadi Browse |

ok| cancel | anny |

Figure 2-2 Making selections on New User—General
Choose Jobs.

3 On Jobs, specify job-related preferences, such as how iHub notifies the user
when a job succeeds or fails, as shown in Figure 2-3.

Users = Mew User

3

Johs

Maximum job priority. € Low (200) @ Medium (500) © High (800) € Other (1 - 1000) |

These preference settings apply to notifications that the user receives.

Forjobs thatsucceed: [~ gend e-mail notification 7 Attach document

I Place a job completion natice in the users Personal Ghannel
© Delete notice according to volurme settings
& Delete notice after Fdavs 12 hours =
Do not automatically delets notice

Forjobs that fail: ™ Send e-mail nofification

¥ Place a job completian natice in the users Personal Channel

 Delete notice according to volurme settings
@ Delete notice after |5 days |0 hours-
Do not automatically delete notice

= The job notices will be deleted atthe nexd job purge time specified in the configuration file of the report semver after they expire.

ﬂl Cance\l Apmv'

Figure 2-3 Making selections on New User—Jobs
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Specify job-related preferences as follows:

»  Maximum job priority
Specify the maximum job priority level the user can assign to a job, from
1-1000.

m Send e-mail notification

iHub notifies the user by e-mail when a job completes. The e-mail
notification contains a hyperlink to the document.

m Attach document

iHub sends the document as an attachment to the e-mail notification. The
user must have read privilege on the document. If the user does not have
read privilege, only the hyperlink to the document appears in the e-mail
notification.

= Place a job completion notice in the user’s Personal Channel

iHub sends a notice to that channel. Selecting Place a job completion notice
in the user’s Personal Channel enables the following options:

o Delete notice according to volume settings

iHub purges job notices from the volume after the number of days and
hours that Default user notice purging setting for this volume specifies
in Volume—Properties—Archiving and Purging. The default time for
purging notices is 2:15 A.M. On Configuration Console Advanced view,
in Volumes—General, Schedule for purging notices specifies the time to
purge job notices.

o Delete notice after n days n hours, where n is a number you specify

iHub does not delete job notices until after the specified number of days
and hours expires.

o Do not automatically delete notice
iHub does not delete this user’s job notices.

Choose Roles.

— |l 4 OnRoles, assign membership in one or more security roles. To assign a user to
a security role, select the role in Available and choose the right arrow to move
the role to Selected. For example, assign Eriza Senoadi to the Sales Managers
role by selecting Sales Managers in Available and moving the role to Selected,
as shown in Figure 2-4.
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Users = New User

I

Roles

Avallable: Selected:

1 Active Partal Administratar TE Active Poral Advanced
T Active Partal Advanced i )

% Active Portal Intermediate
TE Administratar

T Executives

T Finance

TEManagers

T Marketing

TF Marketing wFP

T Oneratar

TEPersannel

TESales

T Sales Managers

T Sales WP

TF Support

[ [

Filter: |

Apply Filter Clear Filter

%l Cancell Applyl

Figure 2-4 Assigning a user to a security role in New User—Roles

Choose Groups.

On Groups, assign a new user to one or more notification groups. To assign a
user to a group, select the group in Available and choose the right arrow to
move the group to Selected. For example, to assign Eriza Senoadi to the Sales
group, in Available, select Sales and move it to Selected, as shown in

Figure 2-5.

Users = New User

[

Groups

Auvailable: Selected:

% Finance
7 Managers
7 Marketing
2 Personnel
& Sales

% Support

F\Iter:l

Apply Filler Clear Filter

%I Cancell Applyl

Figure 2-5 Assigning a user to a notification group in New User—Groups

Choose Privilege Template.
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6 On Privilege Template, assign privileges to other users and security roles for
access to items that the new user creates by performing the following steps:

1 Display the list of roles in Available by selecting Roles. Display the list of
users by selecting Users.

— 2 Select one or more security roles from Available and move the role or roles
to Selected.

3 Assign privileges by selecting the role or roles in Selected and choosing
privileges from the list of privileges below Selected.

For example, select Roles. Use Filter to display security roles that include the
word Sales. Move the following roles from Available to Selected:

= Sales
m Sales Managers
m Sales VP

Assign visible and secure read privileges to the Sales role. Assign visible and
read privileges to the Sales Managers role. Assign visible, read, and execute
privileges to the Sales VP role, as shown in Figure 2-6.

The privileges you assign to the roles in Selected apply to items that the new
user creates.

Users = New User X
Privilege Template

Available (filtered) Selected
T Sales TxSales
TESales Managers ;I TESales Managers
Leoales P =] ——Filter roles
Filter: [Sales" ¥ Visible ¢ [~ Secure Read(8) W Read (R)

@ Rales Apply Filter ¥ Execute (E)y [~ Wirite () [~ Delete (D} _Asslgn

¢ Usets Clear Filter | I~ Grant (G) A perlIeges

ﬂ cancel | Apply
Figure 2-6 Assigning privileges on New User—Privilege Template

Choose Printing.

7 OnPrinting, you can specify a default printer and other printer settings for the
new user. These preferences override volume-level settings. For example, in
Figure 2-7, you specify the printer named Microsoft XPS Document Writer as
the new user’s default printer. You also make selections for the following
options:

m Scale
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= Resolution

m Printer mode, meaning black-and-white or color
m  Default number of copies

m 1-sided or 2-sided printing

m Page size

s Paper tray

Users = MNew User

[E

FrHnuny
Printer: |Microsuﬂ><PB Document Writer j ¥ Setas default
Manufacturer: Microsoft
Model: Microsoft KPS Document Writer

Cescription:
Lacation:

Cverride default settings for:

¥ Scale I— ]
v Resolution: [eooweon =]
¥ Mode: i B&W % Color
¥ Mumberof copies: |1_ Collate: [T

2-Sided printing: ¢ 1-Sided Print ¢ Fliponlong edge ¢ Flip on short edge
Fage size |Letler j

Paper tray. |Automatlca|ly Select 'I

U |

ﬂl cancel | Apply

Figure 2-7 Selecting printing options on New User—Printing

Choose Licensed Option.

The printer

Read-only
printer-
supplied
information

Override
defaults

On Licensed Option, assign and remove licensed options available to a user by

performing the following tasks:

= Assign licensed options by moving one or more options from Available to
Selected. For example, to support a user executing a BIRT design
executable (.rptdesign), assign the BIRT option, as shown in Figure 2-8.

= Remove licensed options by moving one or more options from Selected to

Available.

The licensed options table shows the number of purchased options and the
number of options assigned to users on the volume. Choosing Apply or OK

updates # Assigned to this Volume and creates the user.

Chapter 2, Managing users
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Users = Eriza Senoadi | Properties
Licensed Option

Available Selected:

e Report (Actuate Basic Report) Option BIRT Option
BIRT SpreadSheet Option

e Analysis Option

e.Report Page Level Security Option
Actuate Query Option

Actuate Analytics Option
Multi-Tenant (Named User) Option
BIRT Optian

BIRT SmartSheet Security Option
BIRT Interactive Viewer Option

BIRT Studio Option

BIRT Page Level Security Cption
BIRT 360 Oplion

BIRT Data Analyzer Option

e.Report Data Connector Option

Ly

Please check the total licenses assighed to users on all volumes before assighing additional licenses

License Options #Purchased  # Assigned to this Volume

e Report (Actuate Basic Report) Option 24 a

BIRT SpreadSheet Option 28 1}

e.Analysis Option 24 1]

e.Report Page Level Security Option 25 0

Actuate Query Option 24 1]

Actuate Analdics Option 28 1}

hult-Tenant (Mamed User) Option 24 1]

BIRT Option 28 1

BIRT SmartSheet Security Option 24 1]

BIRT Interactive Viewer Option 25 0

BIRT Studio Option 25 1]

BIRT Page Level Security Option 25 0

BIRT 360 Option 25 1}

BIRT Data Analyzer Option 25 o

e.Report Data Connector Option 25 1]

ok| _cancel | amnly |

Figure 2-8 Assigning license options on New User—Licensed Option
Choose Dashboard.

9 On Dashboard, specify default Information Console dashboard settings for a
user. You can configure the default dashboard template and the default
dashboard layout. The default template can be a blank dashboard, the system
default dashboard, or you can assign an existing dashboard to the user. You
can configure the default layout to show one, two, or three columns.
Alternatively, you can select a free form dashboard layout, and specify grid
settings for it.

Configuring dashboard settings for a new user supports the user being able to
use a dashboard in Information Console immediately, using a pre-determined
dashboard configuration.

Figure 2-9 shows the default dashboard settings.
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Users = Eriza Senoadi | Properties

k-1

Dashhoard

- Default template
¢ Blank dashboard
& gystern default

 Shared dashboard
Brawse..

- Default layout
" One column
& Two column
 Three column
" Free form

~ Free form layaut default setings
W Show Grid
W Snap to Grid

Grid Spacing: |18 7 px

%I Cancell Apply

Figure 2-9 Configuring default dashboard property settings

Modifying user properties

=2

m  Modify user properties.

shown in Figure 2-10.

The administrator can modify user properties for one account or many. This
section describes how to perform the following tasks for a single user:

m Subscribe a user to one or more channels.

How to modify a user’s properties

Users (19 found)

Filter: ||

-
&Y Administrator

[~ Selectallusers £ % Actupon selected users Create User |

r e Agios Gedrgios ageargios@company.cam  fSalesiageordios Sales Administrative Assistant

r e Alan Barran aharron@Ecompany. cam [Salesfabarran Sales Vice President

™ &2 Carolina Roio LIO{0FDCOMAANy.Com Marketinafcrojo Warketing Vice President

r e Dante Evans devans@eompany.corm [Sales/devans Sales Manager: Domestic

r e Eriza Senoadi esenoadi@company.com  fSalesiesenoadi Sales Managet: International

r e izhi JFinance/hkonishi Finance Manager

r e [Presidentigaspard Fresident

re Marketinafpetrovna — Marketing Administrative Assistant

r e Ehburnifcompany.com  fdarketingdowashburn  Marketing Representative

Log in disabled: I vl Apply | Clear

Homeradministrator

Figure 2-10 Accessing Users—Properties
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2 Users—Properties displays the same properties as Users—New User, as
shown in Figure 2-11:

=  General
= Jobs

= Roles

m  Groups

m Privilege Template
m Printing

m Licensed Option

m  Dashboard

[t

Users = Eriza Senoadi | Properties

General

Mame: |Eriza Senoadi * Login disabled:
Description |Ba|es hanager: International
Pasgward: | R

Confitm password:|uuu.

E-mail address: |esenuadi@cumpany.wm

Hame foldar: |rsalesiesenoai Browsa... |

%I Cancell Applyl

Figure 2-11 Viewing Users—Properties

Modifying existing user properties involves the same tasks as specifying new
user properties.

How to subscribe a user to a channel

When the administrator creates a new user, iHub automatically subscribes the
user to a personal channel. After creating the user, the administrator can
subscribe the user to additional channels.

I:l 1 On Users, point to the arrow next to the user name, and choose Channel
Subscriptions, as shown in Figure 2-12.
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Users (19 found)

Filter: || Log in disabled: I vl Apply | Clear

™ Select all users eAct upon selected users Create User |

=

e Administrator fHomeladministrator

™ &2 Asios Georgins ageargios@company.cam  fSalesfageardios Sales Administrative Assistant

r e Alan Barran aharron@companty. com [Salesfabarran Sales Vice President

I~ &9 Caralina Rajo CIOOECOM PATY. COrT Miarketing/crojo Marketing Vice President

r e Dante Evans devans@eompany.com fSalesidevans Sales Manager: Domestic

r e Eriza Senoadi esenoadi@company.cam  [Salesiesenoadi Sales Managet: International

B5 ishi JEinancelhkanishi Finance Manager
[Presidentinaspard  President

ounai@compary.com  fhdarketinaijpetrovna Marketing Administrative Assistant
Ehburniggcompany.com fiarketingdowashburn  Marketing Representative

Figure 2-12 Accessing Users—Channel Subscriptions

2 On Users—Channel Subscriptions, move a channel from Available to Selected
to assign a user to that channel. A channel appears in Available only if the
Administrator has given the user read access to the channel, either as a user or
as a member of a security role. A user can also have write privilege on a
channel. For example, to subscribe Eriza Senoadi to the Managers channel,
select the Managers channel in Available and move it to Selected, as shown in
Figure 2-13.

Users = Eriza Senoadi: Channel Subscriptions

12

Auvailable: Selected:

|

@ Managers

Filter:

Apnly Filter Clear Filter |

ok| _cancel | ol

Figure 2-13 Subscribing a user to a channel
Choose OK.

Modifying user properties for multiple accounts

Use Act upon selected users to change the property settings for multiple users in
one step.

How to modify properties for multiple users

1 On Users, select the individual users whose properties you want to modify.
Figure 2-14 shows all management personnel selected.
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Alternatively, to select all users on the page, select the box next to Name. To
select all the users in the Encyclopedia volume, select:

Select all users
@ Point to Act upon selected users.
Choose Properties, as shown in Figure 2-14.

Select all users in volume

Select all users on current page

Users (1940upd)
:V Log in disabled: | vl Applyl Clear
Sesctallusers 9 Actupon selected users Creats User |
r Froperties
[ P Eey Cnannel Subscriptions [Homedadrministrator
r e Anios Georoid E.lelete_ R — e ISales/ageardios Sales Administrative Assistant
r e Alan Barran abarron@E@campany.com ISalesiabarran Sales Wice President
r e Carolina Rojo CrOj0f@COmpany.com Iarketingfcrojo Marketing Yice President
~ e Dante Evans devans@company. carm [Sales/devans Sales Manager. Domestic
¥ &2 Eriza Senoadi esencadi@company.com  jSalesiesenaadi Sales Manager: International
I e Hira Kanishi hkanishigcompany.corm [Financefhkonishi Finance Manager
r e Jean Gaspard [naspardi@company.com  fPresidentioasoard Fresident
r e Julia Petravna ipetrovnag@company.com  fdarketingfpetrovna Markeling Administrative Assistant
I'e KaneshaWashburn kwashburni@eompany.corm  Marketinafewashburn  Marketing Representative
I &9 Lin Shen Ishen@eampany corm Marketingllshen Marketing Reprasentative
I e Linda Clark lclarkific armpany. corm [Personnelilclark Fersonnel Manager

Figure 2-14 Select the properties for multiple users
2 On Users—Properties, make the following changes:

1 On General, enable or disable the user logins and change the description
and home folder. Figure 2-15 shows general properties for multiple users.

Users = Multiple : Froperties X

General

This properies page does not display the combined properties of all the selected users. You can only set
properties here, not view them.

Log in disabled: I 'I

Diescription |

Home folder: | Browse... |

%I Cancell Applyl

Figure 2-15 Modifying general properties for multiple users

36 Managing an Encyclopedia Volume



2 On Jobs, set the maximum job priority for the selected users and set
notification preferences for jobs that succeed or fail, as shown in
Figure 2-16.

Users = Multiple . Properties X

Jobs

This propeties page does not display the combined properies of all the selected users. You can only set properties here, not view
them.

Maximum jab priarity: [Medium (5000 - I

For johs that succeed:

Send e-mail notification: | Yes 'l Aftach document: IYes =
Create completion notice: |Yes 'I Delete notice: IVo\ume Default - After: I_ days I_ hours

For johs that fail:

Send e-mail notification: | Yes 'I
Create completion notice: | ves 'l Deleta notice: |Vo\ume Default - After: | days | hours

%I Cancel Applyl

Figure 2-16 Modifying job properties for multiple users

3 On Roles, remove roles from or add roles to selected users by moving the
security roles in Available either to Remove these roles or Add these roles.
For example, to assign the Managers role to the selected management
personnel, move Managers from Available to Add these roles, as shown in
Figure 2-17.

To remove all roles from the selected users, except roles you assign in Add
these roles, select Remove all.
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Users = Multiple . Properties

£

Rales

This properties page does not display the combined properties of all the selected users. You can only set properiies
here, not view them.

Auvailable: Remaove these roles: ™ Remove all

T Active Partal Administrator
TE Active Portal Advanced

4 Active Portal Intermediate
T Administrator

TF Executives

T Finance

TEManagers

T Marketing

Tk Marketing vP Add these roles:
4 Operator

% Personnel

TE Sales

4% Sales Managers
{7 Sales VP

% Suppont

[

[ [

Filter:

Apply Filter Clear Filter

%I Cancell P«pplyl

Figure 2-17 Modifying role properties for multiple users

4 On Groups, remove notification groups from or add notification groups to
selected users by moving the groups in Available either to Remove these
groups or Add these groups. For example, to assign the Managers group to
the selected management personnel, move Managers from Available to
Add these groups, as shown in Figure 2-18.

To remove all groups from the selected users, except groups you assign in
Add these groups, select Remove all.
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Users = Multiple : Properties

[E

Groups

This properties page does not display the combined properties of all the selected users. You can anly set properties
here, not view thern.

Availahle: Remoe these groups: ™ Remove all

% Finance
0% Managers
% Marketing
% Personnel
07 Sales

€% Support

[l

Add these groups:

Filter:

ApplyFiter | clearFitter |

%l Cancell Appwl
Figure 2-18 Modifying group properties for multiple users

On Privilege Template, assign privileges to or remove privileges from other
users and security roles on items that the selected users create by
performing the following tasks:

To display the list of roles in Available, select Roles. To display the list of
users, select Users.

To remove privileges, move one or more roles or users from Available to
Remove these privileges. iHub assigns all privileges to a role or user
you move to Remove these privileges. Deselect the privileges that you
want the role or user to keep.

To add privileges, move one or more roles or users from Available to
Add these privileges. With the role or user selected, assign privileges
from the list of privileges.

To remove all privileges any user or role has on items the selected users

create, except privileges you assign in Add these privileges, select
Remove all.

For example, assign visible and read privileges to the Executives role on
any item a selected manager creates by moving Executives from Available
to Add these privileges. With Executives selected, assign privileges from
the list of privileges, as shown in Figure 2-19.
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here, notview them.

Users = Mulbiple : Properties

This properties page does not display the combined propetties of all the selected users. You can only set properties

[E

Privilege Template

Available:

Remove these privileges: ™ Remove all

% Active Portal Advanced

TEAl

% Executives
TEFinance
TEManagers
T Marketing

T Marketing VP
TEOperator
TEPersannel
Tk sales

1% Sales Managers
T Sales VP

TE Support

% Active Portal Administratar

% Active Portal Intermediate

Add these privileges:

Filter: |
@ Roles
 Users

e visible I Secure Read  Read
Apply Filter | ™ Execute ™ iwiite I Delete T—— ASSign
Clear Filter [ Gt Al privileges

(0k| _cancel | _anply

Figure 2-19

Modifying the privilege template properties for multiple users

6 On Printing, specify the printer you send the document to, and choose
whether it is the default printer. Use default printer settings, as shown in
Figure 2-20, or selectively override individual printer settings.

Users = Multiple : Properties x

This properties page does not display the combined properties of all the selected users. You can only set
properties here, not view them.

Printing

Printer's settings:

ol

Default € Override
Default
Default

Override

Override

Default Override

& o
& o
& Default ¢ Override
& o
& Default ¢ Override
& Default ¢ Override

Printer: Micrasoft XPS Document Wiriter =] Setas gefautt: [ves |
Manufacturer.  Microgoft

Model: Microsoft *PS Document Writer

Descriptian

Lacation

Scale: I
Resolution IGDDX(&DD 'l

Mode: © B&W & Color
Mumber of copies: |1 Collate; [T

. Lo 1-
2-Sided printing: Sided Print

FPage size: |Let‘ter j

FPaper tray: IAutumat\caHy Select »

 Fliponlong edge ¢ Flip on short edge

ok| _cancal | aony |

Figure 2-20

Modifying printing properties for multiple users
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7 On Licensed Option, shown in Figure 2-21, assign and remove the licensed
options that selected users can access by performing the following actions:

o Remove licensed options by moving one or more options from
Available to Remove these licensed options. Remove all removes all
licensed options from the selected users except licensed options you
assign in Add these licensed options.

o Assign licensed options by moving one or more options from Available
to Add these licensed options. For example, assign the BIRT Interactive
Viewer option to all management personnel, as shown in Figure 2-21.

License Options lists each licensed option, showing the number of license
options purchased as # Purchased and the number of license options
assigned to this volume as # Assigned to this Volume.

Users = Multiple : Properties

[

Licensed Option

This properies page does not display the combined properties of all the selected users. You can only set properties =
here, notview them.

Available: Rermove these licensed options: I~ Remove all

e.Report (Actuate Basic Report) Option

BIRT SpreadSheet Option

e.Analysis Oplion

e.Repart Page Level Security Option LI
Actuate Query Option ;I
Actuate Analytics Option

Multi-Tenant (Named User) Option

BIRT Option

BIRT SmartSheet Security Option Add these licensed options
BIRT Interactive Viewer Option

BIRT Studio Cption

BIRT Page Level Security Option

BIRT 360 Option
BIRT Data Analyzer Option Ll

e.Report Data Connectar Option

FPlease check the total licenses assigned to users on all valumes befare assigning additional license:

License Options #Purchased # Assigned to this Volume
e Report (Actuate Basic Report) Option 25 1

BIRT SpreadSheet Option 248 1

eAnalysis Option 258 0

e Repoart Page Level Security Option 25 0

Actuate Guery Option 25 0

Actuate Analtics Option 25 0

Multi-Tenant (Mamed User) Option 25 0

BIRT Optian 28 1

BIRT SmartSheet Security Option 25 0

BIRT Interactive Wiewer Option 248 0

BIRT Studio Option 258 0

BIRT Page Level Security Option 25 0

BIRT 360 Optian 28 0

BIRT Data Analyzer Option 25 0 L
e Report Data Connectar Option 25 0

=
%I Cancell Applyl

Figure 2-21 Adding and removing licensed options for multiple users
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Choosing Apply or OK updates the # Assigned to this Volume value for an
option you select.

8 On Dashboard, shown in Figure 2-22, specify default Information Console
dashboard settings for selected users. You can configure the default
dashboard template and the default dashboard layout. The default
template can be a blank dashboard, the system default dashboard, or you
can assign an existing dashboard to the selected users. The default layout
can be configured to show one, two, or three columns. Alternatively, you
can select a free form dashboard layout, and specify grid settings for it.

A selection you make on Properties—Dashboard overrides the same
selection set previously for a selected user.

Users = Multiple : Froperties X
Dashhoard

This properies page does not display the cambined properies of all the selected users. You can only set
properties here, not view them.

rDefaulttemplate
€ Blank dashboard
 gystern default

" Shared dashboard
Browse... |

rDefault layout
© One column
© Twa calumn
€ Three colurn
 Freefarm

Free farm layout default settings
I~ overide 7 Show Grid
™ overide I Snapto Grid

Grid Spacmg:l 'l 43

%I Cancel' Annlv'
Figure 2-22 Configuring default dashboard property settings

Choose OK. Management Console returns to Users.

How to modify channel subscriptions for multiple users

1 On Users, select the users whose channel subscriptions you want to modify.
Alternatively, to select all users on the current page, select the box next to
Name. To select all the users in the Encyclopedia volume, select Select all
users.

I:l Point to Act upon selected users, and choose Channel Subscriptions.

2 On Channel Subscriptions, move a channel in Available to Remove these
subscriptions or Add these subscriptions. For example, after selecting all
management personnel on Users, assign the Managers channel to all
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management personnel by moving Managers from Available to Selected, as
shown in Figure 2-23. To remove all channel subscriptions from the selected

users, except subscriptions you assign in Add these subscriptions, select
Remove all.

Adding a channel subscription to the selected users requires that each user
have read privilege on the channel, either directly or through a security role. If
a selected user does not have read privilege on the channel you choose to

assign the selected users, Management Console does not assign the channel to
the selected user.

Users = Multiple : Channel Suhscriptions

(B

This page does not display the combined subscriptions of all the selected users. You can only add or remove
subscriptions here, notview them.

Available: Remave these subscriptions: ™ Rernove all

& Finance
@ Managers
@ Marketing

@ Personnel ;I
@ Sales —

Add these subscriptions:

Filter:

Apply Filter Clear Filter

%I Cancell Applyl

Figure 2-23 Modifying channel subscriptions for multiple users

Choose OK. Management Console returns to Users.

Cloning a user

Cloning creates a copy of a user, enabling the administrator to use the properties
of an existing user as a basis for a new user. For example, to create a new sales
manager, clone an existing sales manager. Then, modify the new user properties
as needed.
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How to clone a user account

1 On Users, point to the arrow next to the user name. Choose Clone, as shown in
Figure 2-24.

Users (149 found)

Filter: || Log in msahled'l vl Applyl Clear
[~ Selectallusers  [£% Actupon selected users Create User |

~

9 Administrator {Homeiadministrator

Sales Administrative Assistant

I~ &Y Acins Geargios

ageorgios@company.com

[Salesfageardios

™ &Y alan Barran
™ &Y carolina Roio
I~ &Y Dante Evans

abarronge o pary.corm
CrOjOEDCOmpaEny.com
devans@eompany. carm

ISalesfabarran

Marketinoicrojo
[Salesidevans

Sales Vice President
Marketing Vice President
Sales Manager: Daomestic

ISalesiesenoadi Sales Manager: International
[Finance/hkanishi
[Presidenticaspard

Iarketingpnetrovna

Finance Manager
President
Marketing Administrative Assistant

Figure 2-24

Figure 2-25 shows the properties of the cloned sales manager, Dante Evans, in
Users—New User.

Choosing to clone a user

Users = New User

[t

General

Mame: |Dame Evans * Login disabled: [
Diescription |Sa|es Manager: Daomestic

Passward: [eeeseee

Confirm password:|uouu

E-mail address: |devans@company com

Haome falder: |J‘SalesIdevans Browse... |
%I Cancell Applyl
Figure 2-25 Creating a new user account with properties of a cloned user

2 On New User—General, at minimum, change the cloned user’s name and
password. Change any other properties as needed. For example, to create a
new sales manager, Carter Nash, make the necessary new user property
changes, as shown in Figure 2-26.
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Users = New User

General

Marme: |CanerNash * Login disabled: r
Description |Ba|es Manager: Domestic - Southeast

FPassword: Ilooocoo

CONMMT PASSWord: [seesess

E-mail address: |cnash@cumpany com

[E

Home folder: |ISaIesIcnash Browse... |
%I Cancell Applyl
Figure 2-26 Creating a new user from a cloned user
Choose OK.

Deleting a user

When the administrator deletes a user account, the administrator becomes the

owner of any files or folders that the user owned. iHub does not delete any files

or folders from the Encyclopedia volume.

How to delete a user account

On Users, point to the arrow next to the user’s name, and choose Delete, as

shown in Figure 2-27.

Users (20 found)
Filter: || Log in disabled: I vl Apply | Clear
[~ Selectallusers 9 Actupon selected users Create User |

-
£ sdministrator

™ &2 Agios Geargins
™ &Y 2lan Barran

iHormeladrinistrator
ageorgios@company.com  (Salesiageorgios
abarranE@eampany. corm

[Zalesfabarran Sales Vice President

Sales Administrative Assistant

™ &2 carolina Rojo

CHOjOf@Eampany.cam
chashi@eompany.com

™ &Y Julia Petrovna

petrovna @cumgany com

Iharketing/croja
ISalesficnash
1Salesfdevans
ISalesfesenoadi
[Financehkanishi
IPresidentigaspard
Marketinaiipetrovna

Marketing Vice President

Sales Manager: Domestic - Southeast
Sales Manager: Daomestic

Sales Manager: International

Finance Manager

President

Marketing Administrative Assistant

Figure 2-27

Deleting a user account

When the confirmation prompt appears, choose OK.
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How to delete multiple user accounts

On Users, select the names of the users you want to delete. Alternatively, to select
all users on the current page, select the box next to Name. To select all the users in
the Encyclopedia volume, select Select all users.

Point to Act upon selected users, and choose Delete, as shown in Figure 2-28.

Users (19 found)

Filter:l Log in disabled: I -l Apply | Clear
[~ Selectallusers 4 Actupon selected users Create User |

scriptions

MHomeladministrator

W £ Agins Georgi DEED com jSalesfageordios Sales Administrative Assistant

r a Alan Barran aharron@eompany.cam fSalesfabarran Sales Vice President

r a Caralina Rojo CIOjOEBEampEny. comm Iarketingferajo Marketing Vice President

™ &2 Dante Evans devans@company.com ISalesfdevans Sales Manager: Domestic

r e Etiza Senoadi gsenoadigcompany.com  [Salesiesenoadi Sales Managet: International

r a Hira Konishi hkonishigeampany.carm JEinancefhkanizhi Finance Manager

r a Jean Gaspard naspardigcompany.com JPresidentinaspard Fresident

I a Julia Petravha petrovna@eompary.com  darketingfipetrovna Marketing Administrative Assistant

Figure 2-28 Deleting multiple users

Confirm the deletion.
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Working with
security roles

This chapter contains the following topics:
m About security roles

m Managing security roles
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About security roles

Security roles simplify privilege assignment and maintenance. A single security
role can specify privileges for accessing many items. The administrator creates a
security role to configure a set of privileges common to a group of users, then
assigns the users to the role.

The administrator can:

m Create a security role.

m Assign privileges on files, folders, and channels to a security role.
m  Modify security roles.

m  Access the list of users belonging to a security role.

In Figure 3-1, the Sales Managers role has visible and execute privileges on the
Sales Invoice design. Marketing and Finance cannot run the design. Marketing
and Finance both can read the document that the Sales Invoice design creates.

For each item Sales Invoice Sales Invoice
document design

Select each ) - Sales

security role Marketing Finance Managers

Srsi\?iilger;]es ‘ Read ‘ ‘ Read ‘ \m‘
-Execute

Figure 3-1 Assigning privileges to security roles

About hierarchical security roles

A user can belong to more than one security role. Security roles can also belong to
other security roles and form a hierarchy. If you add a security role to another, the
role you add becomes a parent or a child role. A role inherits privileges from a
parent, and passes privileges to a child.

To remove an inherited privilege from a role, the administrator must remove the
privilege from every parent role that has the privilege.

iHub does not support using nested roles with pass-through security.
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Figure 3-2 shows three security roles. The Sales role is the parent role of Sales
Managers, and Sales Managers is the parent role of Sales VP. Sales Managers
inherits privileges from Sales. Sales VP inherits privileges from Sales Managers
and Sales.

Security roles

Sales

A

Sales Managers

A

Sales VP

Figure 3-2 Viewing a security roles hierarchy

Table 3-1 shows the assigned privileges that the Sales, Sales Managers, and Sales
VP roles have on a folder, /Public/Sales, and on a design file, /Public/Sales/
Sales Invoice.

Table 3-1 Privileges assigned to roles on a folder and a file

Security role [Public/Sales /Public/Sales/Sales Invoice
Sales Read None

Sales Managers Write Visible, execute

Sales VP None None

As an example, Alan Barron belongs to the Sales VP role. To execute Sales Invoice
and write the output to the /Public/Sales/ folder, Alan Barron requires the
following privileges:

m  Execute and either read, secure read, or visible privilege on Sales Invoice

m  Write and either visible, secure read, or read privilege on the /Public/Sales
folder

As a member of the Sales VP role, Alan Barron inherits:
m  Write privilege on the /Public/Sales folder from the Sales Managers role
m  Read privilege on the /Public/Sales folder from the Sales role.

m Visible and execute privileges on Sales Invoice from the Sales Managers role.
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Alan Barron inherits all the privileges he needs to execute Sales Invoice and write
the output to the /Public/Sales folder.

About system-defined security roles

iHub defines the following security roles, which the administrator cannot delete
or rename:

m  Administrator

Has full access to the Encyclopedia volume and all files and folders on the
volume

n All

Supports the administrator assigning privileges to all users in the
Encyclopedia volume

m  Operator
Performs operations such as archiving the Encyclopedia volume

About Information Console functionality levels

Actuate Information Console supports users running designs, and viewing and
interacting with documents from a web browser.

Information Console provides functionality levels that control the features
available to a user. By default, all functionality level features are available to a
new user. The Information Console administrator can modify functionality levels
and add additional levels by editing the configuration file. The out-of-the-box
(OOTB) functionality levels map to the following security roles in Management
Console:

m Active Portal Administrator

Includes all privileges of the Active Portal Advanced role, and also allows
users to clone and customize Information Console skins.

m Active Portal Advanced

Includes all privileges of the Active Portal Intermediate role, and also allows
users to perform tasks such as creating and deleting folders. Management
Console assigns this functionality level to a new user by default.

m Active Portal Intermediate

Includes the privileges assigned to the All role, and also allows users to
perform tasks such as searching documents and subscribing to channels.
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Table 3-2 shows which tasks each role can execute by default.

Table 3-2 Information Console tasks and roles

Information Console tasks Intermediate Advanced  Administrator
Customize skins. X
Create a folder. X X
Delete a folder. X X
Search for files and folders. X X X
Send e-mail notification with X X X
attachments to oneself.

Set job priority. X

Share and set privileges on a X

file or folder.

Subscribe to a channel. X X X
Upload and download files. X X X
Use the interactive viewer, if X X X

this option is licensed.

Managing security roles

When creating a new security role or modifying an existing role, the
administrator specifies or changes the following properties:

m Security role name and description

m Parent and child roles

m  Channel privileges

When using Management Console to administer security roles, the administrator

performs the following tasks:

m View the list of security roles.

m Create new security roles.

m View or modify properties for one or more security roles.

m View a list of users assigned to one or more security roles.

m Add and remove users from one or more security roles.

m Clone a security role.

m Delete one or more security roles.

Chapter 3, Working with security roles
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How to create a security role

The only piece of information that Management Console requires to create a
security role is the name of the role. The administrator can optionally configure
all the other security role properties after creating the role. To create a security

role, perform the following tasks:

1 In Management Console, choose Security Roles from the side menu. Then,
choose Create Role, as shown in Figure 3-3.

Security Roles (12 found)

Fitter:

'ﬁ\ Johs

Files & Folders

r

9.
‘,‘nﬂ Users

Security Roles

™ &3 Active Portal Advanced

& Administratar
I &2 Becutives
™ &2 Finance
™ &2 managers
™ &2 Markeling
I~ &3 Markeling VP

£ operator
™ &2 Personnel
I~ & sales.
™ &2 Bales Managers
I~ & sales vP
™ & Supnort

Hotification
Groups

L[é]\ Channels
'al File Types

—
| Volume
ly'

r e Active Portal Interrediate

Apply | Clear I

I~ Selectallrales £ Actupon selected roles Create Rola

™ &9 Active Portal Administrator. Use the administration features of the user interface. Includes Active Portal Advanced functionality.

Use advanced features in the user interface. Includes Active Portal Intermediate functionality.
Use intermediate faatures in the user interface.

Executive staff

Finance staff
Managerial staff
Marketing staff
Marketing Vice President

Farsonnel staff

Sales staff

Sales managerial staff
Sales Vice President
Technical support staff

Figure 3-3

Choosing to create a security role

2 In Security Roles—General, type the name of the security role, and optionally,
a description, as shown in Figure 3-4.

Security Roles = New Security Role

General

[

Marme: |Markeling Managers

Diescription |Marketing managerial staff

%I Cancell Applyl

Figure 3-4
Choose OK.
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The new security role appears in the list of security roles, as shown in
Figure 3-5.

Security Roles (16 found)

Fitter: || apply | Clear |
[ Selectaliroles  §9 Actupon selected roles Create Role |

r

™ &2 Active Portal Administrator Use the administration features of the user interface. Includes Active Fartal Advanced functionality.

™ &Y Active Portal Advanced Use advanced features in the user interface. Includes Active Portal Intermediate functionality.
[~ &2 Active Portal Intermediate Use intermediate features in the user interface.
2 Adrninistrator

™ €2 Executives Executive staff
I~ & Finance Finance staff
re Managers Managerial staff
™ &2 Marketing Marketing staff
re? Marketing Managers Marketing managerial staff
Figure 3-5 Viewing the new security role

How to configure a security role

This section demonstrates how to configure security role properties using the
Sales Managers role, an example security role created with only the Name and
Description property values defined. The security role properties the
administrator configures for an existing role are the same as when creating a new
role. To configure a security role, perform the following tasks:

1 Point to the arrow next to the Sales Managers security role, and choose
Properties, as shown in Figure 3-6.

Security Roles (16 found)

Filter: || Apnlv| Clear |
[ Selectaliroles B9 Actupon selected roles Creata Rols |

r

[~ &2 Active Portal Adrministrator Use the administration features ofthe user interface. Includes Active Portal Advanced functionality.

r ﬂ Active Portal Advanced Use advanced features inthe userinterface. Includes Active Portal Intermediate functionality

[~ &0 Active Portal Interrmediate. Use intermediate features in the user interface.
2 Adrninistrator

™ & Executives Executive stafl

I~ &2 Finance Finance staff

™ &2 Managers Managerial staff

™ &2 Marketing Marketing staff

re Marketing Managers Marketing managerial staff

re Marketing Vice President

(3] Cions Persannel staff

re te Sales staff

™ &) sales Managers Sales managetial staff

™ &2 Bales WP Sales Vice President

™ &2 Support Technical suppart staff
Figure 3-6 Accessing security role properties
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Properties—General appears, as shown in Figure 3-7.

Security Foles = Sales Managers . Properties

[

General

Marme: |Sa|es Managers *

Description |Sa|esmanagerialstaﬁ

%l Cancell Applyl

Figure 3-7 Specifying a name and description for a new security role

Choose Parent Roles.

— 2 On Parent Roles, in Available, select one or more roles from which you want
this role to inherit privileges, then move the role or roles to Selected by
choosing the right arrow. For example, allow the Sales Managers role to inherit
Sales role privileges by moving Sales from Available to Selected, as shown in
Figure 3-8.

Security Foles > Sales Managers : Properties

[t

Parent Roles

Ayailable: Selected:

% Active Partal Administratar
TF Active Portal Advanced
TE Active Portal Intermeadiata
T Administratar

5 Executives

TEFinance

TEManagers

TF Marketing

% Markefing Managers

TF Marketing WP

T Operator

T Personnel

Tk Sales

1% Sales wP

T Support

[ [

F\Iter:|

Apply Filter Clear Filter

%I Cancell Applyl

Figure 3-8 Specifying one or more parent roles
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Choose Child Roles.

On Child Roles, in Available, select one or more roles for which you want
privileges inherited from this role, then move the role or roles to Selected by
choosing the right arrow. For example, allow the Sales VP role to inherit Sales
Managers role privileges by moving Sales from Available to Selected, as
shown in Figure 3-9.

Security Foles = Sales Managers . Properties

[

Child Roles

Avallable: Selected:

1 Active Partal Administratar
T Active Partal Advanced
% Active Portal Intermediate
T Executives

TEFinance

T Managers

T Marketing

T Marketing Managers

TF Marketing wFP
TEFPersannel

TEsales

TESales WP

TE Support

[ [

Filter:

Apply Filter Clear Filter

%I Cancell Applyl

Figure 3-9 Specifying one or more child roles
Choose Channel Privileges.

On Channel Privileges, assign channel privileges to this role by moving one or
more channels from Available to Selected, and selecting Read, Write, or both
privileges for each channel. For example, assign read and write privileges on
the Sales channel to the Sales Manager role by moving Sales from Available to
Selected, as shown in Figure 3-10.

Alternatively, the administrator can assign channel privileges to a role from
Channels after creating the role in Security Roles. Using Figure 3-10 as an
example, the administrator could have created the Sales Managers role, then
assigned read and write privilege on the Managers channel to the Sales
Manager role in Channels—Properties—Privileges instead of in Security
Roles—Properties—Channel Privileges.
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Security Roles = Sales Mana

Forailable:

3¢

gers : Properties
Channel Privileges

Selected:

& Finance
@ Managers
@ Marketing
@ Personnel
@ Sales

& Managers R W

F\Iter:|

Apply Filter

W Read (R} W hirite 07

Clear Filter

%I Cancell Applyl

Figure 3-10
Choose OK.

Assi

How to add and remove

gning privileges on channels to a security role

a user from a security role

@ 1 On Security Roles, point to the arrow next to the security role name, and
choose Users, as shown in Figure 3-11.

Security Roles (16 found)

Filter: ||

[~ Selectalirales £ Actupon

~

™ €2 Active Portal Adrninistrator

- &2 Active Portal Advanced

™ &2 active Portal Interrmediate
© Administratar

™ &2 Executives

I~ &2 Finance

I~ &2 Managers

I~ &2 Marketing

™ &Y Marketing Managers

Apply C\earl
selected roles Create Role |

Use the administration features of the user interface. Includes Active Portal Advanced functionality
Use advanced features in the userinterface. Includes Active Paortal Intermediate functionality.
Uze intermediate features inthe userinterface.

Executive staff

Finance staff

Managerial staff

Marketing staff

Marketing managerial staff
Marketing Yice President

Fersonnel staff

Sales staff
Sales managerial staff
™ &2 Sales VP Sales Vice President
™ &2 support Technical support staff
Figure 3-11 Choosing to view a security role membership list

2 On Security Roles—Users, perform the following tasks:

To add users:
Choose Add. On

Users—Add, perform the following tasks:
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Move the user or users you want to add from Available to Add. For
example, to assign Eriza Senoadi to the Sales Managers security role,
move Eriza Senoadi from Available to Add, as shown in Figure 3-12.

7

Available:

€ rgios Geargios
€ ~lan Barran

€ Carolina Rojo
€ Darnte Evans
€ Eriza Senoadi
€ Hira kanishi

€ Jean Gaspard

€ Julia Patrowna ;I

€ 1<anesha Washhum
€ Lin Shen ;I
€ Linda Clark

€ Lorraing Michaglis

€ Norika Arizumi

€ Ravi Kalifa

€ Renalda Puente

€ Sara Hadavi |
€ Tim Radclifie =l

|»

Filter |
Anply Filter Clear Filter |

IS B

%I Cancel

Figure 3-12 Adding a user to a security role

Choose OK. Security Roles—Users appears, displaying the list of users

assigned to this role, as shown in Figure 3-13.

Security Foles = Sales Managers : Users

Users in role "Sales Managers™ {2 found):

€ Dante Evans
€ Eriza Senoadi

Add...

Filter: | Applyl Clearl

[E4

Cloge |

Figure 3-13 Adding and removing security role members

= To remove users:
Select the user or users you want to remove.
Choose Remove.
Confirm the deletion.

Choose Close.
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How to clone a security role

The administrator can create a new security role by cloning an existing role.
Cloning creates a copy of the role, enabling the administrator to use the
properties of an existing role as the basis for a new role.

1 On Security Roles, point to the arrow next to the security role name, and
choose Clone, as shown in Figure 3-14.

Security Roles (16 found)

Filter: [ Apply | Clear |
I Selectaliroles &9 Actupon selected rales Create Rale |

~

r e Active Portal Administrator Use the administration features ofthe userinterface. Includes Active Portal Advanced functionality.

I~ &Y Active Portal Advanced Usge advanced features in the userinterface. Includes Active Portal Intermediate functionality
™ &2 Active Portal Interrediate Use intermediate features in the user interface.
2 Adrninistrator

I~ &Y Executives Executive stafl

[~ &2 Finance Finance staff

re? Managers Managerial staff

™ &2 Marketing Marketing staff

r e Marketing Managers Marketing managerial staff

Marketing Vice President

Personnel staff
Sales staff

r c Sales Managers Sales managerial staff

Figure 3-14 Choosing to clone a security role

2 On New Security Role—General, change the cloned role name. Modify any
other properties as needed, then choose OK.

How to delete a single security role

On Security Roles, point to the arrow next to the security role name.

Choose Delete, as shown in Figure 3-15.
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Security Roles (16 found)

Filter: || Apnlv| Clear |
[~ Selectall roles €9 Actupon selected roles Creats Rola |

F

[~ &) Active Portal Advanced Use advanced features in the user interface. Includes Active Portal Intermediate functionality.
[~ ED Active Portal Intermediate Use intermediate features in the user interface.
B2 Adrministratar

™ &2 Executives Executive stafl

™ &2 Finance Finance staff

[~ &2 Mananers Managerial staf

™ &2 Marketing Matketing staff

red Marketing Managers Marketing managerial staff

red Marketing Yice President

r o Persannel staff
re Sales staff

™ EY Active Portal Adrministrator Use the administration features ofthe user interface. Includes Active Portal Advanced functionality.

Figure 3-15 Deleting a security role

Confirm the deletion.

How to modify properties for multiple roles

To change the properties for multiple roles, perform the following actions:

1 On Security Roles, select the roles whose properties you want to modify.

Figure 3-16 shows the Marketing VP and the Sales VP roles selected.

Alternatively, to select all roles on the current page, select the box next to

Name. To select all the roles in the Encyclopedia volume, select Select all roles.

Point to Act upon selected roles and choose Properties, as shown in
Figure 3-16.
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Security Roles (16 found)

Filter: | Apply | Clear |
[~ Selectallrales  E9 Actupon selected roles Create Role |

r Properties
I~ &Y Active Portal 4
r ﬂ Active Portal A - ®eatures inthe user interface. Includes Active Portal Intermediate functionality.
[~ €2 Active Portal Interrmediate. Use intermediate features in the user interface.

2 Adrninistrator

stration features ofthe user interface. Includes Active Portal Advanced functionality.

™ & Executives Executive stafl

I~ &2 Finance Finance staff

™ &2 Managers Managerial staf

™ &2 Marketing Marketing staff

re Marketing Managers Marketing managerial staff

2 ﬂ Marketing VP Marketing Vice President
(3] Operator

I~ &% Personnel Fersonnel staff

™ & sales Sales staff

™ &2 sales Managers Sales managetial staff

¥ &) Sales VP Sales Vice President

Figure 3-16 Modifying the properties of multiple roles
2 On Security Roles—Properties, perform the following tasks:

1 On General, modify the description field if necessary. Figure 3-17 shows
general properties.

Security Roles = Multiple : Froperties X

General

This propeties page does not display the combined properties of all the selected rales. You can only set properties
here, notview them.

Description ||

(ok| _cancel | Apnly |

Figure 3-17 Modifying general properties for multiple roles

2 On Parent Roles, select one or more roles from Available, then move the
role or roles to Remove these roles or Add these roles. For example, allow
the Sales VP and Marketing VP roles to inherit Sales Manager role
privileges by moving Sales Manager from Available to Add these roles, as
shown in Figure 3-18. To remove all parent roles from the selected roles,
except roles you assign in Add these roles, select Remove all.

3 On Child Roles, select one or more roles from Available, then move the role
or roles to Remove these roles or Add these roles. For example, allow the
Executives role to inherit Sales VP and Marketing VP role privileges by
moving Executives from Available to Add these roles, as shown in
Figure 3-19.
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Security Roles = Multiple : Properties

Parent Roles

B

This properies page does not display the combined properties of all the selected rales. You can only set properties
here, notview them.

Available: Remaove these rales: ™ Remave all

T Active Partal Administratar
T Active Partal Advanced
TE Active Portal Intermediate
TE Administratar

T Executives

TEFinance

TEManagers

TF Marketing
gm::i;}::g&:”agers Add these roles
T Operator
TEParzonnel
TF Sales

TF Sales Managers =
1% Sales wP —I
T Support

[l

Filter: |
Apply Filter Clear Filter

%I Cancell Applyl

Figure 3-18 Modifying parent role properties for multiple roles

Security Roles = Multiple : Properties

Child Roles

B

This propeties page does not display the combined properties of all the selected rales. You can only set propetties
here, notview them.

Available: Remaove these rales: ™ Remave all

1 Active Partal Administratar

T Active Partal Advanced

% Active Partal Intermediate

T Executives

TEFinance

T Managers

T Marketing

T Marketing Managers
Marketing ¥F

goperamf add these roles

TEPersannel

TESales

T Sales Managers

T Sales WP =

TF Support

[l

Filter: |
Apply Filter Clear Fiter |

ﬂl cancel | Apply |
Figure 3-19 Modifying child role properties for multiple roles
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To remove all child roles from the selected roles, except roles you assign in

Add these roles, select Remove all.

How to add and remove users from multiple roles

1 On Security Roles, select the roles for which you want to add or remove users,
then point to Act upon selected Roles, and choose Users. Figure 3-20 shows

the Executives role and the Finance role selected.

Security Roles (16 found)

Filter: |

Froperties
I & Active Portal AEkas
I~ &Y Active Portal Interrmediate
) Administratar
F &2 Executives
I &2 Finance
™ & Managers
I~ &2 Marketing
™ €2 Marketing Manacers
I~ &2 Marketing VP
(3] Operator
- &2 Personnel

[~ Selectaliroles 9 Actupon selected roles Create Role |

Apply | Clear |

siration features ofthe user interface. Includes Active Portal Advanced functionality.
weatures inthe user interface. Includes Active Poral Intermediate functionality.
Usge intermediate features inthe userinterface.

Executive staff

Finance staff

Managerial staff

Marketing staff

Marketing managerial staff
Marketing Yice President

Personnel staff

™ &) sales Gales staff
™ &2 sales Managers Sales managetial staff
™ &2 Sales VP Sales Vice President
™ &2 Support Technical support staff
Figure 3-20 Choosing to add and remove users to and from multiple roles

2 On Security Roles—Users, select one or more users from Available, then move
the user or users to Remove these users or Add these users. For example,
assign the Executives and Finance roles to the company President, Jean
Gaspard, by moving Jean Gaspard from Available to Add these roles, as

shown in Figure 3-21.

To remove all users from the selected roles, except users you assign in Add

these users, select Remove all.
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Security Roles = Multiple : Users

Available: Remoave these users: ™ Remove all

€ ngios Georgios
€ alan Barran

€ Carolina Rojo

€ Dante Evans

€ Eriza Senoadi

€ Hiro konishi

€ Jean Gaspard

€ ulia Patrmvna

€ 1anesha Wazhbum
€ Lin Shen

€ Linda Clark

€ Larraine Michaelis
€ Noriko Arizumi

€ Ravi Kalifa

€ Renaldo Puente
€ Sara Hadawi

€ Tim Radclifie
e

|+

LN

Add these users

F\Iter:|

Apply Filter Clear Filter |

%l Cancel | Applyl
Figure 3-21 Adding and removing users to and from multiple roles
Choose OK.

How to delete multiple security roles

On Security Roles, select the roles that you want to delete. Alternatively, to select

all roles on the current page, select the box next to Name. To select all the roles in
the Encyclopedia volume, select Select all roles.

Point to Act upon selected roles, and choose Delete, as shown in Figure 3-22.
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Security Roles (16 found)

Filter: | Apply | Clear |
[~ Selectall roles €9 Actupon selected roles Create Role |

stration features ofthe user interface. Includes Active Portal Advanced functionality.

Delete

r e Active Portal Aororreoo worerreooieatures in the user interface. Includes Active Portal Intermediate functionality.
[T EY Active Portal Intermediate Use intermediate features in the user interface.
£ Admministrator

™ &2 Executives Executive stafl

™ &2 Finance Finance staff

[~ &2 Mananers Managerial staf

™ &2 Marketing Matketing staff

ey Marketing Managers Marketing managerial staff

r e Marketing VP Marketing Vice President
(3] Operator

W &% Personnel Fersonnel staff

& sales Sales staff

™ &2 sales hianagers Sales managetial staff

™ &) SalesvE Sales Vice President

e ] Support Technical suppoart staff

Figure 3-22 Deleting multiple security roles

Confirm the deletion.
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Managing files and folders

This chapter contains the following topics:

About files and folders
Understanding file and folder properties
Adding files and folders to the Encyclopedia volume

Deleting, copying, moving, and downloading a file or folder
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About files and folders

In managing an Encyclopedia volume, the administrator performs tasks such as
creating folders, copying and moving files and folders, and assigning privileges
to control access to files and folders. The administrator can see the entire contents
of the Encyclopedia volume. Privileges determine what contents a user can see.

When a user logs in to an Encyclopedia volume, Management Console initially

displays the contents of the user’s home folder. Typically, the home folder is a
user’s working environment. If the user does not have a home folder,

Management Console displays the contents of the volume root folder. Users have

read, write, and execute privilege on the root folder by default.

Files and Folders displays the following file or folder information by default:

s Name
Name of the file or folder

m Type
Folder or file type description

m Version
Version number of a file

m Version name
Version name of a file

m Size
Size of a file

m Pages
Number of pages in a document

Figure 4-1 shows the administrator’s home folder in the Encyclopedia volume.

Wolume: corp L ninistrator

corp = Home = administrator (1 found)

Filter: |

‘El Jobs

Files & Folders | [~ gelectallitems |9 Actupon selected items |

™ Latestversion only

v Folders ¥ Documents W Executables

Create Folder | AddFile |

=

-
‘f}_} Users ™ €2 ki Exarnoles HTML Docurnent 1

‘?’ Security Roles

Notification

=] Groups

-

@' Channels

3.79KB

Figure 4-1 Viewing Files and Folders
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From Files and Folders, you can perform the following tasks:
m Perform the following tasks for folders only:
m Create a new folder.
m View the contents of a folder.
m  Perform the following tasks for files only:
m  Upload a document or design file from your desktop.
m Add and remove file dependencies.
m  Run designs and queries.
m  Download a file to your desktop.
m  Get detailed information about files and folders.
m View and set privileges.
m  Copy and move files and folders.
m Delete files and folders.

m Set autoarchiving policies for files and folders.

Understanding file and folder properties

Files and Folders displays the following information about a file or folder:
= Name of the file or folder

m Type, which is a folder or file type description

m Version number of a file

m Version name of a file

m Size of a file

m  Number of pages in a document.

I:l To get more detailed information about a file or folder, point to the arrow next to
the file name and choose Properties, as shown in Figure 4-2.

The Encyclopedia volume divides file properties into four categories, as shown in
Table 4-1. The categories for folder properties are the same as for file properties
except folder properties do not contain the Dependencies category.
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carp > Public = BIRT and BIRT Studio Examples (29 found)

Filteril [T Latestwersiononly W Folders W Documents W Executables
[~ Selectallterns &% Act upon selscted tems Create Foider | AddFile |
=
l_e [ BIRT Examples Read Me HTML Document 1 19.9 KB
r 0 [ char Filtering with HirmlButtan Actuate BIRT Design 1 37.8kKB
Actuate BIRT Design 1 227 KB
Actuate BIRT Desian 1 133 KB
Actuate BIRT Document 1 504 KB
File Actuate BIRT Design 1 102 KB
Actuate BIRT Document 1 328 KB
a Actuate BIRT Design 1 T4.5 KB
Actuate BIRT Design 1 337 kB
Actuate BIRT Design 1 30.5 KB
] Actuate BIRT Design 1 323KB
HTMLA Chart Highlight Above Average Actuate BIRT Design 1 30.6 KB
Figure 4-2 Accessing file properties
Table 4-1 Files and Folders—Properties
Property Description
Properties—General Specifies name, description, and user for a file or

folder. For a file, additional information includes
file type, version name, and whether to replace,
create, or keep a version.

Properties—Privileges Specifies whether users and roles can access a file
or folder and if so, which privileges are available,
such as Visible, Execute, Grant, Secure Read,
Write, Read, Delete, or All.

Properties—Dependencies Add or remove file dependencies.

Properties—Auto Archive Specifies the autoarchive policy for a file, such as
whether to use the inherited policy for the file type
and Do not automatically delete this file.

About general properties

Properties—General provides the means to uniquely identify a file or folder.
For a file, Properties—General specifies:

= Name

m File type

m  Version number and name

m Size, by page count if applicable, and by size on disk

m  Description
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m Owner

m Creation date

If you are uploading a file or changing the name or type of a file, Properties—

General supports replacing the latest version of a file, or creating a new version,

while keeping a specified number of existing versions. Figure 4-3 shows an
example of Properties—General for a file, HTML5 Chart Highlight Above

Average.rptdesign.

corp = Public = BIRT and BIRT Studio Examples = HTMLES Chart Highlight Ahove Average
(RPTDESIGN) (Wersion 1) Properties

[E

General
MName: |HTML5 Chart Highlight Above Average *
File type: [Actuate BIRT Design (RFTDESIGN) [ UEEIE
Size: 206 KB
version Name: |
Description: |
User. Administrator Created:  Aug 27,2012 6:44:42 PM

Ifthe name or type have been changed, and a file with the new name and type already exists
 Replace the latestversion & Create a newversion [ Keep only the Iatestl YEFSions

%I Cancell Applyl

Figure 4-3 Viewing Properties—General for a file
For a folder, Properties—General specifies:

m Name

m  Description

n Owner

m Last modified date

Figure 4-4 shows Properties—General for a folder, /Sales.

corp = Sales (Folder): Properties %
General
Marme: |Sa|es * Type: Folder
Description: |
User: Administrator Last modified:  Sep B, 2012 12:32:18 P
%I Cancel | Applyl
Figure 4-4 Viewing Properties—General for a folder
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About file and folder privileges

The administrator provides access to files and folders by assigning privileges to
users or security roles. Privileges determine what Encyclopedia volume content a
user can see.

About folder privileges

The Encyclopedia volume supports the following privileges for a folder:

m Read or visible
A user can see the folder.

m  Write
A user can create, change, and rename the folder.

m Delete
A user can delete the folder.

m Grant
A user can change privileges on the folder.

Privileges for Encyclopedia volume folders differ from privileges for folders in
other file systems, such as Windows and UNIX, in the following ways:

m Read privilege on a folder does not extend read privileges to items in the folder.
m  Write privilege on a folder does not include read or delete privilege.

m Grant privilege is separate from write privilege.

About file privileges

The Encyclopedia volume supports the following privileges for a file:

m Delete
A user can delete the file.

= Grant
A user can change privileges on the file.

m Read
A user can open and download the file.

m Execute

A user can execute a file if the user has both execute and one of the following
privileges on the file:

= Read
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m Secure read
= Visible

A user has all privileges on a document the user creates.

m Secure read

Restricts viewing of a document to DHTML format and prohibits
downloading. Typically, the administrator assigns Secure read privilege to a
user accessing BIRT documents with the BIRT Page Level Security option.As
an example, a design developer creates a design that uses the BIRT Page Level
Security option. The administrator assigns a user secure read privilege on the
document and the BIRT Page Level Security option. The user’s ID determines
what parts of a document generated from a BIRT design using BIRT page-level
security the user can view.

Read privilege overrides the secure read privilege. If a user has both read and
secure read privileges on a document, the user can view and download the
entire document.

m  Trusted execute

Permits users to execute an information object without having execute
privilege for an information object’s underlying data sources. This privilege
applies only to Actuate information object (.iob) files and data source map
(.sma) files.

The trusted execute privilege is only available for IOB and SMA files when
you set privileges using Management Console. Only a user with administrator
privileges can grant the trusted execute privilege. The trusted execute
privilege is not inherited.

m Visible
A user can see a file in the Files and Folders list, but not open it.

Setting privileges on files and folders

The administrator sets file or folder privileges on Properties—Privileges.
Figure 4-5 shows the privileges on the /Sales folder.

If an item has shared access, where an item can be a file or a folder, the owner can
assign or remove privileges on the item. A user who is not the owner of an item
can assign or remove privileges on the item if it is shared and the user has grant
privilege on the item. The administrator can always assign or remove privileges
on an item. By default, all items are shared. If the administrator or owner does not
want other users to have access to an item, that individual can make the item
private by selecting not to share it. Only the owner and Encyclopedia volume
administrator can access a file or folder that is not shared.

The Available list contains either security roles or users, depending on whether
you select Roles or Users. For example, in Figure 4-5, selecting Roles displays the
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list of security roles in Available. You can select any of the roles or users in
Available and, by choosing the right arrow, move items, one or more at a time, to
Selected. In Selected, assign privileges to each user or role by selecting the
privileges in the list below Selected.

corp = Sales (Folder) : Properties X
Privileges
" Do not share
& Share
Available Selected
L F Executives -] € Agios Georgios W
TFinance € Alan Barron W
T Managers € Dante Evans W
%Marketmg € Criza Senoad W
harketing Managers € Lin Shen W
T Marketing vP LI € Narika Arizumi W
T Operator | |€ ravi Kalita y
T Personnel € Renaldo Puenta v
Sales € Sara Hadavi v
TE Sales Managers
TESales VP
TESupport =l
Filter | [T wisible (0 [T Secure Read (5) [T Read (R} |
# Roles Apply Filter | [~ Execute (E) I \irite (i I~ Delete (D)
Grant (G All
 Users Clear Filter = © =
I™ Applythess privilage setings to the contents of the falder |
7 Recursively include subfaldets and their contents
Il Replace existing privilege settings
ok| cancel | aApply
Figure 4-5 Viewing Properties—Privileges for a folder

Enable access
to the folder

Set privileges
for the folder

Set privileges on
folder contents

When setting privileges on a single item or multiple items, the manner in which
the administrator sets privileges differs, depending on which of the following
single or multiple items the administrator is setting privileges:

= An existing folder

Add, remove, and replace privileges on the folder and its contents.

m A ssingle file or new folder

Add and remove privileges on the item.

m  Multiple items

Add and remove privileges on two or more items simultaneously.

How to set privileges on an existing folder

1 On Files and Folders, point to the arrow next to a folder and choose Properties,

as shown in Figure 4-6.
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corp = Sales (11 found)

FHter:l I™ Latestwersion only W Folders W Documents W Executables
[~ Selectalliterns 4 Actupon selected items Create Folder | AddFile |
=

I~ &% ] abarron Folder
™ & [ Aegean Folder
™ €% ] anecraios  Falder
¥ O] pattic Folder
&2 ] devans Faolder
™ &% ] esencadi  Falder
I~ &2 1 intemational Folder
Ipl}] ©Onen

@& Propeties |

a..

D (-]

Figure 4-6 Choosing an existing folder
On Properties, choose Privileges.

On Privileges, perform the following tasks:

1 Specify whether the folder is shared or private. By default, files and folders

are shared. To make the folder private, select Do not share.
2 To assign privileges to one or more users:

Select Users to display the user list in Available.

Select one or more users in Available and move the user or users to

Selected.

With the user or users selected, select privileges from the list of
privileges below Selected.

To assign privileges to one or more roles, select Roles to display the roles list in
Available. Then assign privileges similarly to the way you assign privileges to

one Oor more users.

3 To set privileges for the contents of a folder, use the selections below the list

of privileges as follows:

o To set privileges for the folder and contents, including the subfolders

and files at that level, select Apply these privilege settings to the

contents of the folder. Management Console retains any previously
assigned privileges.

To set privileges for the folder and contents, including the subfolders
and files at all levels below it, select Recursively include subfolders and
their contents. Management Console retains any previously assigned
privileges.
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o Toreplace the existing privilege settings on the folder and contents and
specify new privileges, select Replace existing privilege settings.

For example, as shown in Figure 4-7, assign read and write privileges on the
/Sales/International folder to Eriza Senoadi. Then, assign read privilege on
the folder to the Sales security role. These privileges also apply to the
subfolders and files at all levels below /Sales/International and replace any
previously assigned privileges.

12

carp = Sales = International (Folder) : Properties

Privileges

¢ Donot share

& Shars

Available: Selected:

4% Executives - € Eriza Senoadi R

TEFinance

TEManagers

TF Marketing

T Marketing Managers

TE Marketing WP ;I
T Operator o
TEParzonnel —I

TF Sales

TF Sales Managers

1% Sales wP

TE Support =l
Filter. | [~ Misible () [~ SecureRead () [ Read (R)

& Roles Apply Filter | [~ Execute (E) ™ wirite (a0 I~ Delete (D}
Al

Grant (G
 Users Clear Filter ™ e

W spplythese privilege seflings to the contents of the folder
o Recursively include subfolders and their contents
¥ Replace existing privilege sefiings

%I Cancell Applyl

Figure 4-7 Setting privileges on an existing folder
Choose OK.

How to set privileges on a single file or new folder

The tasks for setting privileges on a single file or new folder are the same tasks
you perform to set privileges on an existing folder, with the exception that a file
or new folder has no contents on which to set privileges.

1 On Files and Folders, choose Create Folder or point to the arrow next to a file
and choose Properties, as shown in Figure 4-8. The tasks you perform to set
privileges on a single file or a new folder are identical.

On Properties, choose Privileges.
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carp » Sales = International {3 found)

Filter: || I™ Latestwversion anly W Folders W Documents W Executables
[~ Selectalliterns &9 Actupon selected items Creats Folder | Add File |
=

= &2 [ Product Orders by Custamer Actuate BIRT Design 1 451 KB
r 0 Sales by Custamer Actuate BIRT Desian 1 116 KB
red Sales by Regian Actuate BIRT Degian 1 118 KB

Pa alu le

Figure 4-8 Choosing a single file

On Privileges, perform the following tasks:

1 Specify whether the file is shared or private by accepting Share or selecting

Do not share.

2 Select one or more roles or users in Available and move them to Selected.

3 With the users or roles selected, assign privileges from the list of privileges.

For example, assign read and execute privileges on the Sales by Region BIRT
design file to Eriza Senoadi. Then, assign read, execute, and grant privileges

on the file to the Sales VP security role, as shown in Figure 4-9.

corp > Sales > International = Sales by Region (RPTDESIGM) (Version 1) Properties

[E

Privileges

¢ Do not share
@ Share
Available: Selected:

4% Exnecutives =]
TEFinance

TEManagers

TE Marketing

T Marketing Managers

T Marketing P ;l
% Operatar ;I

TEFPersannel
TFcales

TF Sales Managers
TESales WP

TE Support

F\Iter:l [~ wisible (W) [~ Secure Read () ¥ Read (R)
& Roles Apply Filter | W Execute (B} [ Wirite 00 I~ Delete (D)

v Grant (G All
" Users Clear Filter 7] e L]
QK| Cancel | Applyl

L«

Figure 4-9 Setting privileges on a single item
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Choose OK.

How to set privileges on multiple items

1 On Files and Folders, select the individual items on which you want to set
privileges. Figure 4-10 shows two files selected. Alternatively, to select all
items on the page, select the box next to Name. To select all items in the folder,
select Select all items.

Point to Act upon selected items and choose Properties, as shown in

Figure 4-10.
corp = Sales = International (3 found)
FHter:l [ Latestversiononly W Folders W Documents ¥ Executables
[~ Selectalliterns 4 Actupon selected items Create Folder | AddFile |

Fropeties

T Design 1 451 KB
RT Design 1 116 KB
RT Design 1 118 KB

Selecting two files
On Properties, choose Privileges.
2 On Privileges, perform the following tasks:

1 To specify whether the selected items are private or shared, select Set file
access type. Then, select Do not share or Share.

2 To display the list of roles in Available, select Roles. To display the list of
users, select Users.

3 To remove privileges from the selected items, move one or more roles or
users from Available to Remove these privileges. iHub assigns all
privileges to a role or user you move to Remove these privileges. Deselect
the privileges that you want the role or user to keep.

4 To add privileges to the selected items, move one or more roles or users
from Available to Add these privileges. With the role or user selected,
assign privileges from the privileges list.

5 To remove all privileges from the selected items, except privileges you
assign in Add these privileges, select Remove all.

For example, assign read and execute privilege on the two selected files to
Eriza Senoadi. Then, assign read, execute, and grant privileges on the files
to the Sales VP security role. Finally, select Remove all to remove all other
privileges on the selected files, as shown in Figure 4-11.
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carp » Sales = International = Multiple : Properties

12

Privileges

This properies page does not display the combined properies of all the selected items. You can anly set properties
here, notview them.

I Setfile access type
€ Do not share
¢ Share
Available: Remave these privileges: W Remove all

T Active Partal Administratar
T Active Partal Advanced
TE Active Portal Intermediate
TEAl

T Executives

TEFinance

TEManagers

TF Marketing

% Marketing Managers Add these privileges:
TE Marketing WP

T Operator
TEParzonnel

TF Sales

TF Sales Managers
1% Sales wP

T Support

LN

€ Eriza Sennadi

F

[l

Filter: | [~ wisible [T Secure Read ¥ Read

& Roles Apply Filter | ¥ Execute ™ wirite I~ Delete
v Grant All
 Users Clear Filter ¥ r

ok| _cancal | aony |

Figure 4-11 Setting privileges on multiple items
Choose OK.

About dependencies

A parameter values file has a dependency on the BIRT design file (.rptdesign)
from which a user created the parameter values file. To run a parameter values
file, it must have a dependency on the BIRT design file from which a user created
the parameter values file. To run a parameter values file, a user must have execute
and one of either read, secure read, or visible privileges on the BIRT design file on
which the parameter values file depends. iHub updates the dependency
information if a user moves the BIRT design to a different location on the
Encyclopedia volume.

On Files and Folders, Properties—Dependencies displays the location of the BIRT
design executable file, as shown in Figure 4-12.
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corp > Public > Customer Order History (ROWY) (Version 1) Properties

[t

Dependencies

IPubliciCustomer Order Histary (BIRT Design) (Versian 1) The BIRT design
executable on which
Add.. t_he parameter values
file depends
Remaove

ﬂl cancel | Apply |
Figure 4-12 Viewing the location of the BIRT design executable

About autoarchiving

Autoarchiving is an iHub file management capability that supports file and folder
archiving and deletion based on the age of the item. You specify the age for an
item in days and hours, or alternatively, by specifying a date and time in the
future. When the item reaches that age, the item expires and iHub can delete the
item from the volume. You can specify that iHub archive the item before deleting
it. You can also specify that iHub not delete the item.

You can assign an age to an item by specifying an age for the item itself, for the
file type of the item, for the folder containing the item, or for the entire
Encyclopedia volume.

Set autoarchive properties on Properties—Auto Archive. Property names on Auto
Archive display differently depending on whether a user selects a file, folder, or
multiple files or folders.

Figure 4-13 shows Properties—Auto Archive for a file.

corp = Szles = |nternational = Product Crders by Customer (RPFTDOCUMENT) b
(ersion 1) Properties

Auto Archive

Auto archive policy for this file:
@ Use the defaultinherited policy from this file's file type

Do not automatically delete this file

 Delete when nlderthanl days hours

" Delete after datel # |time| (Midianey himm a)
[T archive this file hefare deletion
“iew Paolicy... |

ok| _cancal | aony |

Figure 4-13 Viewing Properties—Auto Archive for a file
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Figure 4-14 shows Properties—Auto Archive for a folder.

carp = Sales = International (Folder) : Properties

Auto Archive

Auto archive policy for this folder:

File Type:

i Do not autormatically delete files

" Delete when ulderthanl daysl_hours
 Delete after date | # |time|
= Archive files before deletion

X

+ Use the defaultinherited palicy from the document's file type

(Midhay bimm a)

File Type list

Wiew Policy... |

%I Cancell Applyl

Choose to view
policy

Figure 4-14

Viewing Properties—Auto Archive for a folder

Figure 4-15 shows Properties—Auto Archive for multiple items.

corp = Sales = International = Multiple : Properties

Auto Archive

“ou can only set properies here, not view them.

This properties page does not display the combined properties of all the selected items.

x

= Use the defaultinherited policy from this file's file type
£~ Do not automatically delete the files

" Delete when alder than daysl— hours
 Delete after date | * |time|
T Archive the files before deletion

Reset |This will resetthe AutoArchive policies

Auto archive policy for the selected files (this will not affect folders® policies):

(hfdieney himm &)

(ok| _cancel | Apnly |

Figure 4-15

Viewing Properties—Auto Archive for multiple items

Table 4-2 lists the configurable properties on Properties—Auto Archive for a file
or folder. These properties support setting and changing the archiving policy for a
single file, for a folder, or for the following groupings of Encyclopedia volume

items:
m A folder’s contents
m A folder and its contents

= Multiple files or folders
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Table 4-2 Autoarchive properties

Field

Definition

File Type (folder only)

Use the default/inherited policy from:
m The document’s file type (folder)
m The file’s file type (file)

Do not automatically delete:
m Files (folder)

m This file (file)

m  The files (multiple files)

Delete when older than n days n
hours.

Delete after date M/d/yyyy time
h:mm a.

View Policy (not multiple files)

Reset (multiple files or folders only)

Use this list of known file types to
configure the autoarchive policy for a
folder and its contents.

For a folder, select to inherit the parent
folder or volume policy. For a file,
select to inherit the file type default
policy.

Select to prevent deletion by the
autoarchive process.

Select to delete items automatically
after being on the system for the
number of days and hours you specify.

Select to delete items automatically
after the date and time you specify.

Choose to view the autoarchive policy
for the selected folder or file.

Choose to deselect all options on
Properties—Auto Archive.

Using the File Type list

When working with a folder, the File Type list supports setting the autoarchive
policy for the folder, as well as its contents, by file type, as shown in Figure 4-16.

corp = Szles = |nternational (Folder)  Properties

Auto Archive

Auto archive policy for this folder:

File Type: | <Default= Rd
& Use f=Default= Zlpe
Folder {Directory)

€ DNl gy Advanced Funetion Printing Docurnent (AFP
 DelerAtlUate Basic Source Fils (BAS)

Actuate BIRT Desian (BIZDESIGN)

W Actuate Anahtics Cube (CB4)
Camma Separated Yalues File {CSY)
Actuate BIRT Cube View (CUBEVIEW)

Wiew PActuate Analtics Cube Report (CWA)

Actuate BIRT Daghboard (DASHBEOARD)
Actuate BIRT Data Object Stare (DATA)

Actuate BIRT Data Object Desian (DATADESIGM
Data Connection Definition (DCDY

Microsoft Word Document (DOC)

 DeletqActuate BIRT Document (BIZDOCUMENT) dhney b &)

X

ok| _cancal | aony |

Figure 4-16 Selecting a file type for which to set autoarchive policy

80 Managing an Encyclopedia Volume



When setting the autoarchive policy for a folder, the settings you make apply to
all subfolders and files in the folder that inherit their archive policy from the
selected folder. This includes for example, a file or folder that inherits its archive
policy from its parent folder, which inherits its policy from the selected folder.

A file or folder for which you select an archive policy option other than Use the
default/inherited policy, retains the policy you set. For example, if you set an
archive policy of Do not automatically delete for a specific .rptdesign file, then
from its parent folder, you set an archive policy of Delete after 1 day 0 hours for
rptdesign type files, the policy that you set for the specific .rptdesign file does not
change. The same is true when setting the archive policy for a group of files or
folders.

File Type includes the following selections:

m  <Default>

Determines the default autoarchive policy for the selected folder and its
contents.

m Folder (Directory)

Determines the default autoarchive policy for subfolders of the selected folder.
The policy does not apply to files in subfolders of the selected folder. If you

select to delete subfolders, by specifying either a period of days and hours, or
a date and time, iHub deletes a subfolder only under the following conditions:

m The subfolder is empty.
m  The subfolder contains only the following:
o Files whose autoarchive policy indicates that the files have expired

o Empty subfolders

m  All file types known to iHub
Determines the default autoarchive policy for the file type you select. When
you select a file type in File Type, property settings on Auto Archive display
the current settings for the selected file type.

You can set the archive option value for one file type after another before
choosing OK to implement the changes. Management Console retains the values
you set for multiple file types and applies the values when you choose OK.

About the default or inherited archiving policy

A folder at the root level inherits the autoarchive policy set on Volume—
Properties—Archiving and Purging. Autoarchive property settings you make for
a folder and its contents become the default autoarchive settings for any
subfolder and its contents.
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By default:

m The autoarchive policy for all file types and folders is Do not automatically
delete this file and Do not archive file before deletion. If you run autoarchive
without changing the policy for any item from the default policy, iHub deletes
no file or folder on the Encyclopedia volume.

m  When you select Properties—Auto Archive for a folder, Management Console
selects <Default> for File Type and Use the default/inherited policy from this
document's file type. This folder and its contents inherit the autoarchive policy
of the parent folder and its contents.

m  When you select Properties—Auto Archive for a file, Management Console
selects Use the default/inherited policy from this file's file type. This file
inherits the autoarchive policy that exists for a file of the same type in the
parent folder.

When you select Properties—Auto Archive for multiple files or folders,
Management Console does not select a policy setting, but Use the
default/inherited policy from this file's file type functions the same as when you
select Properties—Auto Archive for a single file. The selected files inherit the
autoarchive policy for files of the same type in the parent folder.

About setting the autoarchive policy for multiple folders

You can set the autoarchive policy for multiple folders at the same time. The
archive option values you choose for the selected folders will apply also to any
item in a selected folder that inherits its archive policy from that selected folder.

Viewing the existing archive policy

To view the autoarchive policy for a file or folder, choose View Policy on
Properties—Auto Archive. Figure 4-17 shows sample archive policy information
for a BIRT Document file.

& (O]

File narme: Product Orders by Customer
File Type:  Actuate BIRT Document (RPTDOCUMENT)
Folder: iSalesiinternational
Palicy: Inherited

Do not archive the file before deletion
Defined by. =File properties=

Close

Figure 4-17 Viewing the autoarchive policy

Selecting not to delete automatically

To prevent the autoarchive process from removing a selected folder and its
contents, or a selected file or files, select Do not automatically delete files.
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Selecting to delete by specifying atime or date

To specify an age an item must reach before the autoarchive process can delete the
item, select Delete when older than # days n hours and type values for n.

To specify a date and time before which the autoarchive process cannot remove an
item, select Delete after date M/d/yyyy time h:mm a. When you select this option,
Management Console inserts the current date + 2 days for the date and the current
time + 2 hours for the time. The language you log in to Management Console with
determines the date and time format. For example, when the locale is English
(United States), the following formats apply:

= M/dfyyyy
A date expression that translates to, for example, 12/1/2009 or 1/6/2010

m hmma
A time expression that translates to, for example, 1:59 P.M.

To select a date from a calendar when using the Delete after date M/d/yyyy time
h:mm a option, choose the calendar option #.

If you define an autoarchive driver for the volume, selecting one of the Delete
options supports specifying whether iHub archives the selected file, folder, or
selected multiple files before the autoarchive process deletes the selected file,
folder, or multiple files. Depending on the following conditions, the name of the
option appears differently on Properties—Auto Archive:

m If setting the archive policy for a folder, the option name is Archive files before
deletion.

m If setting the archive policy for a file, the option name is Archive this file
before deletion.

m If setting the archive policy for multiple files, the option name is Archive the
files before deletion.

How to set or modify archive policy for a folder

1 On Files and Folders, point to the arrow next to the folder name, and choose
Properties.

On Properties, choose Auto Archive.

2 On Auto Archive, leave File Type set to <Default> if you want to set the policy
for the selected folder and its contents, or select a file type from File Type if
you want to set the policy only for files of that type within the selected folder.

3 Select one of the following options:
m  Use the default/inherited policy from the document’s file type.

m Do not automatically delete files.
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m Delete when older than n days n hours.
m Delete after date M/d/yyyy time h:mm a.

If you define an autoarchive driver for the volume and you select one of the
Delete options, you can also select Archive files before deletion.

4 To set values for multiple file types, set archiving option values for each
selection you make from File Type.

Choose OK.

How to set or modify the archive policy for a single file

1 On Files and Folders, point to the arrow next to the file name, and choose
Properties. On Properties, choose Auto Archive, as shown in Figure 4-18.

corp > Sales > International > Product Orders by Customer (RPTOOCUMENT) 2
(Wersion 1): Properties
Auto Archive

Auto archive policy for this file:
= Use the defaultiinherited policy from this file's file type
¢ Do notautomatically delete this file

& Delete when older than |1 00 days IU_ hourg

" Delete aﬂerdatel * |time| (hidiaeyy himm a)
™ #rchive this fila hefore deletion
Wiews Policy |

ﬂl Cancell Applyl

Figure 4-18 Setting autoarchive properties for a file

2 On Auto Archive, specify or modify the following options:
m  Use the default/inherited policy from this file’s file type.
= Do not automatically delete the file.

m  Delete when older than n days n hours.
m Delete after date M/d/yyyy time h:mm a.

If you define an autoarchive driver for the volume and you select one of the
Delete options, you can also select Archive this file before deletion.

Choose OK.

How to set archive policy for multiple items simultaneously

1 On Files and Folders, select the items for which you want to set the archive
policy. To select all items on the current page, select the box to the left of
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Name. Alternatively, to select the items at this level on all pages, choose Select
all items.

Point to Act upon selected items, and choose Properties, as shown in
Figure 4-19.

Select all items
Select all items on page

carp = Spes /lnternational (7 found)

Filter i| [™ Latestversiononly ™ Folders W Documants

[* 5yfctalliterns 4 Actupon selected items Create Folder | AddFile |

I Properties

™ &% ] Region 1 0

e [ RTDesign 1 451 KB

e sy = RT Document 1 144 KB

I~ &% B sales by Customer Actuate BIRT Design 1 116 KB

[N = Sales by Customer Actuate BIRT Document 1 T12 KB

| il ) PP PP Aotocde DIDT Diooine 1 A40l/n Selected item
2 H Sales by Reqion Actuate BIRT Docurnent 1 Fi43 KB

Figure 4-19 Selecting multiple files for which to set archive policy
On Properties, choose Auto Archive.
2 On Properties—Auto Archive, specify or modify the following options:
m  Use the default/inherited policy from this file’s file type.
m Do not automatically delete the files.
m  Delete when older than n days # hours.
m Delete after date M/d/yyyy time h:mm a.

If you define an autoarchive driver for the volume and you select one of the
Delete options, you can also select Archive the files before deletion.

3 Optionally, choose Reset to deselect all selections you make on Properties—
Auto Archive.

Choose OK.

Adding files and folders to the Encyclopedia volume

You create a folder in the Encyclopedia volume to contain files, such as design,
document, and information object files. Design developers use design tools to
create design files to publish to the Encyclopedia volume.

In the volume, you can generate document files as output by running a design.
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Creating a folder

The administrator can create a folder and set privileges for security roles and
individual users.

How to create a new folder
1 On Files and Folders, choose Create Folder.

2 On New Folder—General, specify a folder name and optionally, a description,
as shown in Figure 4-20.

corp = Sales = International - MNews Folder

[E4

General

Marme: |Regi0n 1:5outheast *

Description |

(ok| _cancel | Apnly |

Figure 4-20 Specifying a name and description for a folder

3 On New Folder—Privileges, assign privileges to roles and users, as shown in
Figure 4-21.

carp = Sales = International : MNew Folder X

Privileges

¢~ Do not share
& Share
Forailable: Selected:

€5 Alan Barron

€ Carnlina Rojo

€ Dante Evans

€ Eriza Sennadi

€ Hiro kanishi

€ Jean Gaspard

€ Julia Patrovna

€ Kanesha Washburm

13

el

€ Lin Shen

€ Linda Clark

€ Larraine Wichaelis

€ Notiko Arizurni =l

F\Iter:| I~ wisible®y [~ Secure Read(S) W Read(R)
© Roles Apply Filter | [T Execute (E) W Wirite 00 [~ Delete (D)

Grant (G All
& Users Clear Filtar r & u
ok| Cancel | pnly |

Figure 4-21 Assigning privileges to roles and users

86 Managing an Encyclopedia Volume



On Privileges, perform the following tasks:

1 Specify whether the folder is shared or private. By default, files and folders
are shared. To make an item private, select Do not share.

of privileges such as Read and Write.

Selected to Available.

4 On New Folder—Auto Archive, specify the policy by which iHub deletes the
folder, and whether iHub archives the folder before deleting it, as shown in

Figure 4-22.

— 2 Select one or more roles or users in Available and move them to Selected.

3 With the roles or users moved and selected, assign privileges from the list

— 4 To remove access to an item, move one or more security roles or users from

corp = Sales = International - MNews Folder

Auto Archive

Auto archive policy for this folder:

File Type: |EREENLE
* Use the defaultinherited policy from the document's file type
=~ Do not automatically delete files

¢ Delete when Ulderlhanl days l_ hours

 Delete after date | # time ] iy homm &)
= Archive files before deletion
Wiew Policy... |

[E4

(ok| _cancel | Apnly |

Figure 4-22 Specifying the autoarchiving policy on a folder

For more information about auto archiving, see “About autoarchiving,” earlier

in this chapter. Choose OK.

Deleting, copying, moving, and downloading a file or

folder

The following sections describe how to delete, copy, move, and download a file or

folder in an Encyclopedia volume.
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Deleting a file or folder

Users can delete a file or folder from the Encyclopedia volume only if they have
the delete privilege for the item. A user has the delete privilege for a folder or
file if:

m  The user owns the folder or file.
Users own items that they create.
m The user is an administrator.

m The user has been granted the delete privilege by the administrator or owner
of the folder or file.

If a user does not have the delete privilege for an item that the user tries to delete,
iHub displays a message stating that the user lacks the necessary permission.
How to delete a single file or folder

On Files and Folders, point to the arrow next to the file or folder name, and
choose Delete, as shown in Figure 4-23.

carp > Sales = International (7 found)

Filter: || [™ Latestwersiononly W Folders ¥ Documents
™ Selectalliterns £ Actupon selected ftems create Foider | AddFile |

=

™ €2 1 Redion 1:Southeast Folder

Imli3] Open Actuate BIRT Design 1 45.1 KB
(M 3] Froperties Actuate BIRT Document 1 144 KB
r B Artuate BIRT Design 1 116 kKB
red - Actuate BIRT Document 1 T12 kB
red Delate

Actuate BIRT Design 1 118 KB
re M sales by Redion Actuate BIRT Document 1 643 KB

Figure 4-23 Deleting a file or folder
Choose OK to confirm the deletion.

How to delete multiple files or folders

On Files and Folders, select the names of the files or folders to delete.
Alternatively, to select all files on the current page, select the box next to Name.
To select all the files at this level on all pages, select Select all items.

Point to Act upon selected items, and choose Delete as shown in Figure 4-24.
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Delete all items on volume
Delete all items on current page

carp = Sa':s?1 found)
Filter; !_

[~ Latestversiononly W Folders W Documents

["'Sectalliterns £ 9 Actupon selected items

-
™ &8 [ abarton
. EY ] Aegean
™ N[ ageorgios

Create Foider | AddFile |

Delete

TOTOET

Folaer

¥ €2 7 mam

Figure 4-24 Deleting multiple folders
Choose OK to confirm the deletion.

Copying or moving a file or folder

You can copy or move a single file or folder or multiple files

Selected item

and folders from one

place on the Encyclopedia volume to another. You can also download a file or

folder to an external location.

How to copy or move a single file or folder

1 In Files and Folders, point to the arrow next to the file or folder name, and

choose Copy To or Move To, as shown in Figure 4-25.

corp = Sales = abarron > Product statistics (3 found)

Filter [

[~ Selectallitermns 9 Actupon selected items |

Filter: || [~ Latestversiononly ¥ Folders

™ Selectallitems £ 4 Actupon selected items | Create Folder | Add File |

~

I~ e M Product Lines Performance Actuate BIRT Document 1

re ine Ac| corg > Sales = abarron = Product statistics (3 found)
[l 3] Frint er Al

™ Latestwersion only ¥ Folders

Create Foider | AddFile |

Figure 4-25

-
&) M ProductLines Performance Actuate BIRT Dacurnent 1
re ine Actuate BIRT Dacument 1

Actuate BIRT Document 1

Choosing to copy or move a single file or folder

Copy or Move appears. You provide the same information, in the same way,
whether copying or moving an item. Figure 4-26 shows Copy.
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carp » Sales » abarron > Product statistics =
Product Lines Performance (RFTDGCUMENT) (Wersion 1) Copy

I

Mew file name |ProductLines Performance &

Destination folder: |IMarketingfcrojurfromSales Browse |

Ifthe file already exists:

" Replace the latestversion % Create a new version [T Keep onlythe latest l_ versions

Copy | Cancel

Figure 4-26 Copying or moving a file
2 On Copy or Move, perform the following tasks:

m  Specify a new item name.
Type the name.

m Specify a destination folder.
Type the name or choose Browse to navigate to and choose the folder.

= If you are copying or moving a file, and the file already exists at the
destination, make selections among the following options:

o Replace the latest version
iHub replaces the latest version of the file with the new version.

o Create a new version
iHub creates a new version of the file.

o Keep only the latest n versions

Selecting Create a new version enables this option. iHub replaces the
oldest version of the file with the new version, and keeps only the latest
n versions, where 7 is the number you specify.

= If you are copying or moving a folder, and the folder already exists at the
destination, handle any duplicate files by making selections among the
following options, as shown in Figure 4-27:

o Replace the latest versions

iHub replaces the latest version of any file in the folder or in any
subfolder, with the new version.

o Create new versions
iHub creates a new version of any file in the folder or in any subfolder.

o Keep only the latest n versions

Selecting Create new versions enables this option. iHub replaces the
oldest version of any file in the folder or in any subfolder, with the new
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version, and keeps only the latest n versions, where n is the number

you specify.

corp = Sales = ageargios = rkalifa_tineraries (Falder) : Copy

Mew folder name: |Ravi kKalifa itineraries @

3¢

Destination falder: |IBaIesIrkaIifa

Ifthe folder already exists, deal with any duplicate files by:

€ Replacing the latestversions & Creating new versions [~ Keep onlythe Iatestl Yersions

Browse..

copy| cancel |

Figure 4-27 Copying or moving a folder

How to copy or move multiple files and folders

1 For multiple files or folders, select the items you want to copy or move.
Alternatively, to select all items on the current page, select the box next to
Name. To select all items at this level on all pages, select Select all items. Point

to Act upon selected items, and choose Copy to or Move to, as shown in
Figure 4-28.

corp = Sales = abarron > Product statistics (3 found)

FIItEI’:l [~ Latestversion only W Falders
™ Selectalliterms &% Aclupon selected items Create Folder | Add File |
~ -

P el [ Sales by i

£ BIRT Document 1

]

£ corp > Sales = abarron = Product statistics (3 found)

Move items on all pages —

= Filter: |

Move all items on page —

Move selected itemSA[ | Delste

FOW

[ Selectallitems & 9 Actupon selected iterms

2 BIRT Document 1
2 BIRT Document 1
= BIRT Document 1

[T Latestversion only W Folders

CreateFolder | AddFile |

Figure 4-28 Copying and moving files or folders

2 If you are copying or moving multiple items, which can include both files and
folders, perform the following tasks, as shown in Figure 4-29:

Specify a destination folder.
Type the name or choose Browse to navigate to the folder.

If any files already exist at the destination, you handle any duplicates by

making selections among the following options:

u]

Creating new versions
iHub creates a new version of the file.
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=] eplacing all previous versions
Replacing all p

iHub replaces the latest version of any file with the new version. iHub
does not replace all previous versions of a file with the new version.

corp = Sales = ageorgios = Multiple : Copy

Destination folder: IJSE|ESIESEHDEI§|I

If arwy files already exist,

Browse... |

E

deal with them by

@ Creating new versions

¢ Replacing all previous versions

Copyl Cancel |

Figure 4-29

Copying or moving multiple items

Choose Copy or Move.

How to download a file

1 On Files and Folders, point to the arrow next to the file name.

Choose Download, as shown in Figure 4-30.

corp = Public = BIRT and EIRT Studio Examples (28 found)

Filter: || I™ Latestversion only W Folders W Documents W Executables

™ Selectallitems £ 4 Actupon selected items Create Folger | Add File |

r

™ &2 @ BIRT Examples Read Me HTML Document 1 19.9K8

red [ chart Filtering with HtrmlButtan Actuate BIRT Design 1 378 KB

r 0 e Artuate BIRT Design 1 22T KB

re? Actuate BIRT Desian 1 133 KB

r 0 = Actuate BIRT Document 1 404 KB

r o il Actuate BIRT Design 1 102 KB

re Actuate BIRT Document 1 228 KB
I 0.

re Actuate BIRT Design 1 74.5 kKB
Dovenload

re? Actuate BIRT Desian 1 33T KB

e [l LIy T=TT Actuate BIRT Design 1 30.5 KB

Figure 4-30

Downloading a file

2 On File Download, specify whether to open the file or save it to a new

location. Selecting Save opens a Save As dialog.

3 On Save As, specify the destination to which you want to download the file.

Choose OK.
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Scheduling, running, and
managing designs

This chapter contains the following topics:

Understanding how to run a design

Running a design

Scheduling a job

Troubleshooting problems

Using a date-and-time expression in a document or version name

Monitoring job status
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Understanding how to run a design

=2

A design contains formatting and data source specifications. You can think of a
design as a data-less template.

You run a design from a file such as a BIRT design or parameter values file. When
iHub executes the design, iHub retrieves data from the database, formats it, and
generates a document.

You access a design from Files and Folders. If you schedule a job to run a design,
you can monitor the scheduled job and view the generated document on Jobs. If
you run a design, iHub executes the design immediately without creating a job,
and displays the generated document.

You access Files and Folders and Jobs from the side menu, as shown in Figure 5-1.

— Monitor scheduled jobs

[~ IEERLTEEE-—— Run or schedule designs to run

..
"‘n\_’ Users

‘?‘ Security Roles

=] Notification
= Groups

@l Channels
'ﬁi File Types

—
Volume
=]

Figure 5-1 Accessing Jobs and Files and Folders from the side menu

In Files and Folders, you point to the arrow next to the file name, as shown in
Figure 5-2, to access the context menu for scheduling or running a design.

Filter |

[~ Selectall iterms &9 Actupon selected items |

™ Latestwersiononly ™ Folders W Documents W Executables Applvl Clear |

Create Foider | AddFile |

Schedule a

TH.T KB .
design to run

Run design
immediately

Figure 5-2

Accessing the menu for scheduling or running a design

94 Managing an Encyclopedia Volume



Running a design

You can run a design using the default execution settings. iHub simply displays
the generated document without saving it. Alternatively, you can specify
properties such as parameter values, whether to save the document, where to
save it, and privileges on the document.

How to run a design

1 On Files and Folders, navigate to the folder that contains the design to run.

2 Point to the arrow next to the design file name. Choose Run, as shown in
Figure 5-3.
corp = Sales = esenoadi (1 found)
Filter: || I™ Latestversion only ™ Folders ™ Documents W Executables
[~ Selectall tems 4 Actupon selected items Create Folder | Add File I
~
red Customer Order Histary Actuate BIRT Design 1 T4 5KH

Figure 5-3 Choosing to run a design

2 If the design contains parameters, provide values, or accept the default values
on Parameters. If you want to save the document, select Save the output
document on Parameters, as shown in Figure 5-4.

comp = Sales > gsenoadi = Customer Crder History (RFTDESIGN) (Version 1) Run Ed
Parameters
Customer Australian Collectars, Co j
Save output
¥ Save the output document document
ﬂl Cancel |
Figure 5-4 Saving the output when running a design

Selecting Save the output document enables Output and Privileges.

Select Output.
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3 On Output, as shown in Figure 5-5, you can perform the following optional
tasks:

m  Specify a date-and-time expression in Version Name that evaluates to the
run date.

= Specify the folder to which to save the output document.
m  Specify how to handle an existing version of the output document.

m Specify the archive policy for the output document.

corp = Sales = esenoadi > Custormer Order History (RPTDESIGN) (Wersion 1) Run

[E

Output

Diocument name: |Cust0mer0rderH\stor\r

Document farmat: | rptdocument 'l

Wersion Mame |

Folder: € Home folder

& Other: [iSales/international Browse...

Ifthe output document already exists

 Replace the latestversion & Create a new version ™ Keep onlythe latest versions

Archive policy for the output document:
i LUse the defaultiinherited policy frorm the document's file type

Do not automatically delete the document

" Delete when aolder than I days l_ hours

" Delete after date | il time | tidfyyyy homm &)
[T Archive the document before deletion Wiew Policy... |
%I Cancel |
Figure 5-5 Specifying output properties

Select Privileges.
4 On Privileges, perform the following tasks:

1 Select Roles or Users to view the list of security roles and users from which
to select in Available.

- 2 Move roles or users from Available to Selected.

3 Assign privileges on the output document by selecting from the list of
privileges such as Visible, Secure Read, or Read. For example, assign read
privilege on the Customer Order History output document to the
Marketing VP security role, as shown in Figure 5-6.
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corp = Sales = esenoadi > Customer Crder History (RPTDESIGN) (Wersian 1) Run

I

Privileges

¢~ Do not share
* Share
Available: Selected

4 Active Portal Administrator B Marketing VP
47 Active Portal Advanced
ﬁf\ctive Fortal Intermediate
TE Al

T Exacutives

L% Finance

T Managers

T Marketing

T Marketing Managers

T Marketing vP

% Operator

4% Persannel

1% Sales

ﬁSales Managers

5 Sales WP

T Support

[l

Filter | ™ Wisible {v) I Secure Read (5) W Read (R)
& Roles Apply Filter [T Execute (E) [T Write 0AD ™ Delete (D)

Grant (5 All
& Users Clear Filter | L ) L

ok _cansel |

Figure 5-6 Specifying privileges on the output document

4 Cancel all privilege assignments for this job by selecting Do not share.
Select Share to reinstate assigned privileges.

Choose OK to generate and view the document.

Running a design produces a temporary document that iHub does not save. This
temporary document is sometimes called a transient document.

iHub creates all server-related temporary files in the AC_DATA_HOME
\server\tmp directory. The default location of AC_DATA_HOME on a Windows
operating system is C:\ Actuate\iHub\data. On a Linux system, it is
/<Installation directory>/AcServer/data. The start scripts for iHub on a Linux
system set TMPDIR to AC_DATA_HOME/server/tmp. Any iHub operation that
creates a temporary file is responsible for deleting that file.

If you deliberately stop and start the iHub service, iHub retains the temporary
document files. For example, if the administrator specifies a new transient report
cache location, then stops and starts the iHub service, iHub moves any temporary
files to the new location. When iHub restarts or stops abnormally, iHub deletes all
temporary files except those with a .lock file-name extension.

To generate a temporary document in a cluster, you must enable both the Factory
and the View service on one or more nodes.
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Scheduling a job

iHub incorporates a flexible job scheduling model for running designs. The term
job refers to the following iHub tasks:

m  Generating a document by running a design using a schedule
m Printing a document
m  Converting the following document formats:

m  From a BIRT design to BIRT document, Excel, PDF, PostScript, PowerPoint,
Word

m  From a BIRT document to CSV, Excel, PDF, PostScript, PowerPoint, PSV,
TSV, Word

After a scheduled job runs, iHub can notify channel users by e-mail about the
availability of the document.

In Management Console, you schedule a job in Files and Folders and track Job
status in Jobs. In scheduling a job, you specify the following properties:

m  Schedule

Settings include job name, time zone, priorities, version number, number of
retries, and other run job settings, such as date and time, recurrence, and event
settings.

m Parameters
Run-time design parameters, if any exist.

m  Output

Properties such as where to store the output document, the file format, and the
archive policy.

m Privileges
Privilege assignments on the output document for users and security roles.

m  Channels

Channels for broadcasting the document and sending job completion and
failure notices.

m Notification

Notification groups and users to notify when a job completes, and notification
options, such as notifying by e-mail or by creating a completion notice in a
user’s personal channel.

= Print
How to print the output document.
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Specifying scheduling properties

You can schedule a job to run immediately or at a scheduled time. You can set the
time explicitly or base it on a system event. If you create a job that uses an
event-based criteria and schedule the job to run immediately, the job does not run
until the event occurs. If you create a job that uses both a system event and a
schedule, the job runs when both conditions occur.

For example, you can schedule a job to run at 4:00 P.M. on Monday if file
\\server2\mydocuments\document.xls exists. If the file does not exist at that
time, the job remains scheduled until the file does exist. Then, the job runs. If
iHub is down when the conditions by which the job can run are satisfied, the job
runs when iHub restarts.

Table 5-1 describes the properties of the Run job section of Schedule—Schedule.

Table 5-1 Job scheduling properties

Property Description

Right now Run the job immediately.

Once Run the job once, at some future date and time. Specify the

date and time. You can use the calendar option # to select a
date. The default date is the current date. The default time is
10 minutes later than the current time.

Recurring Run the job at regular intervals. Select the interval in
Recurring, and specify the time of day.

Advanced Create a custom schedule. Selecting this option enables Edit
Schedule, which invokes Job Schedule Builder, in which you
can design a specific schedule.

Wait for event ~ Set a system event as the criteria for running a job. In Wait
for event, select File Event, Job Event, or Custom Event.

Optionally, you can provide a file or event name.

Your choice of event type determines the availability of options described in
Table 5-2.

Table 5-2 Scheduling event types
Event type Description
File event Specify a fully qualified path to an operating system file or

folder as the event criteria. Do not use a relative path. iHub
runs the event-based job when it finds the file or folder. If the
item does not exist, iHub waits until the item exists before
running the job.

(continues)
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Table 5-2 Scheduling event types (continued)

Event type Description

Job event Use Job Selector to choose the name of a scheduled job as the
event criteria. iHub runs the event-based job when the
scheduled job completes. You can specify whether to trigger
a job after a successful or a failed job completion event, or
both. You can also specify a lag time, in minutes, after which
iHub scans previously completed, qualifying jobs. For
example, if you specify 60 minutes, iHub scans jobs that
completed in the preceding 60 minutes. If a job meets the
event-based criteria, iHub runs the event-based job.

Custom event Specify a web service that iHub monitors. iHub
communicates with the web service and runs a custom
event-based job when the web service returns a signal to
iHub. To specify a custom event, you must create a web
service application and deploy it in the BIRT iHub System
environment, then configure the web service in System
Volumes—Events in Configuration Console.

About scheduling a job

If a design generates a large document, schedule a job to run the design.
Attempting to generate a very large document by running a design unscheduled
tends to cause time-out errors. iHub waits a fixed amount of time for the
generated document, 30 minutes by default. If document generation takes longer
than the wait period, iHub stops waiting for the document and displays a
time-out message.

Scheduled jobs run in the background. You do not have to wait for the processing
to complete before you perform other tasks, such as submitting another run
request. iHub saves the output in the Encyclopedia volume, so you can view the
output at a later time.

You can schedule a job to generate a weekly document that contains the summary
sales figures for a store, for example. iHub generates the document once each
week and saves the document in the Encyclopedia volume. Alternatively, you can
schedule an event-based job. For example, you can schedule a job that presents
sales data for an area after iHub finishes running jobs that present the sales data
for individual stores in that area. Conditions that trigger event-based jobs include
the following:

m  The existence of a specific file in the Encyclopedia volume
m  The completion of another job

m  The output of a web service event
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Finally, you can schedule iHub to run a job that is based both on time and on an
event.

When you schedule a job to run, you can also perform the following tasks:

Schedule printing after iHub generates the document.
Set priorities for running designs.

Retry running scheduled designs that fail to run.
Manage version control.

Limit user access to the generated document.
Distribute the document.

Send notification of the availability of the document.

How to schedule a job to run

1 Navigate to a folder that contains a design. The file can also be a document

generated by a design or a parameter values file (.rov).

Point to the arrow next to the file name, and choose Schedule, as shown in
Figure 5-7.

corp = Sales = esenoadi {1 found)

Filter: || I Latestwersion only W Folders W Documents W Executables
[~ Selectalliterns 4 Actupon selected items Create Folder | AddFile |
-
I~ &2 [ customer Qrder History Actuate BIRT Design 1 745 KB
Schedule

Figure 5-7 Choosing to create a scheduled job

2 On Schedule—Schedule, shown in Figure 5-8, perform the following actions:

m  Accept the default job name, which is the file name, or type a new name.
The job name identifies the request.

m To schedule the job for a time zone that differs from the current time zone,
select a new time zone.
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corp = Sales = esenoadi > Customer Order Histary (RPTDESIGN) (Version 1) : Schedule

Schedule

Job name |Cusinmer0rder Histary -

TimeZone |AmericaJLDs_Angeles -

Priarity: © Low (200) € Medium (8003 € High (8000 € Other {1-1000%: [1000 1)

Resource Group: - Resource

e Grou
Executable version: |Default BIRT Factory ustomer Order Histary. rptdesign p

& Always use version |1 of Customer Order History.rptdesign

Retryfalled jobs: & ysge volume default

i~ Reiry I times, wait I_ hours I_ minutes between attemnpts
" Do notretry

(13 This job will use the lower priofity of this setting and the one assigned to you in your user profile.

[oK] | cancel |

Figure 5-8 Selecting a resource group

m  Specify running the design right now, once or on a recurring basis, or when
an event triggers the job, by selecting one of the following options:

o Right now

a Once

o Recurring

o Advanced

o Wait for event

m  Specify the job priority as low, medium, or high, or assign a priority
number.

= Select an executable version option as follows:
o To use the most recent version, select Always use latest version.

o To use a specific version of a design, select Always use version number,
then type the version number.

m Select a retry option for failed jobs, such as Use the volume default, or
specify whether to retry, the number of times, and the number of hours and
minutes to wait.

The job runs at the specified time unless prevented by the priority level of
your jobs, the availability of iHub processes for generating documents, or the
number of jobs in the queue. iHub saves the resulting document in your Home
folder if you have one. Otherwise, iHub saves it either in the folder containing
the design, or in the folder you specify in Schedule—Output.
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About job priority and resource groups

Job priority is one factor that determines how iHub processes jobs. The
administrator can set the maximum job priority for each user. If a user selects a
job priority that is higher than this maximum, iHub runs the job at the assigned
maximum priority level.

A user submitting a job request can also affect when a job executes by specifying a
resource group. A resource group is a reserved set of Factory processes in an iHub
instance. The administrator can set minimum and maximum priority levels for an
asynchronous resource group to expedite job scheduling.

A job having an assigned resource group has priority over a job having no
assigned resource group. When two jobs have the same priority, if one job has a
resource group assignment and the other does not, the job with the resource
group assignment executes first.

If you do not assign a resource group to a job, depending on the type of design
the job runs, iHub assigns the job one of the following default resource groups:

s Default BIRT Factory
Runs a BIRT design as a scheduled job

m  Default BIRT Online
Runs a BIRT design unscheduled

m Default BIRT Studio
Used when creating, modifying, and viewing documents using BIRT Studio

m  Default BIRT 360
Runs a BIRT dashboard (.dashboard) or gadget (.gadget) design unscheduled

m  Default BIRT Data Analyzer
Runs a Data Object Store (.data) design unscheduled

m  Info Object Web Services
Accesses Actuate information object data through a web service

The administrator can create any number of resource groups to run a particular
design type. When you schedule a job to run a design, you select from the
resource groups available to run that design type in Resource Group on
Schedule—Schedule, as shown in Figure 5-8.

If a user submits a scheduled job without assigning the job a resource group, and
the priority level the user selects for the job is outside the range the default
resource group assigned to the job specifies, the job is pending until the
administrator changes the default resource group priority range to include the job
priority level.
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About retrying a failed job

When scheduling a job, you can specify that iHub run the job again if it fails. The
volume-level job retry policy specifies the default policy for all jobs on the
volume. When you schedule a job, you can accept or override this policy by
setting one of the following options in Retry failed jobs on Schedule—Schedule,
as shown in Figure 5-9:

m  Use volume default
Use the volume-level retry settings.

m Retry n times; wait n hours n minutes between attempts

Specify how many times iHub should retry running the job and how long the
system should wait between tries.

= Do not retry
Make no retry effort.

corp > Sales = esenoadi > Customer Order History (RFTDESIGN) (Version 1) Schedule

I

Schedule

Jok narme [Customer Order Histary =

TimeZone: [americaiLos_aAngeles =]
v\v/v/\/
\/A\M—/
Priarity: © Low (200) € Medium (8003 € High (8000 € Other {1-1000%: [1000 1)

Resource Group: -

Executable version: ¢ Always use latest version of Custamer Order History rtdesign

& Always use version |1 of Customer Order History.rptdesign

Retryfailed johs:  ~ Use valume default

i Reiry |1_1imes‘ wait I_ hours I_ minutes hetween atternpt Retry fa||ed
{~ Do notretry jObS
€13 This job will use the lower priofity of this setting and the ane assigned to you in your user profile.
(oK _cancel
Figure 5-9 Selecting a job retry option

The following conditions affect a job retry policy:
m Retry settings do not apply to jobs that you schedule to run right now.

m For Retry N times, wait H hours M minutes between attempts.

When N is not 0 and H and M are 0, the Encyclopedia volume resubmits the
job immediately after a failure.

m iHub cancels a new instance of a scheduled job, with an appropriate message,
if the previous instance is still retrying.

The retry count (N) for the existing instance does not increase.
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Setting the Encyclopedia volume job retry policy

You can configure a job retry policy for the Encyclopedia volume, which regulates
the repeating attempts to run scheduled jobs that fail, as shown in Figure 5-10.
Only the administrator can change the volume job retry policy.

Yolurme : Properties

£

General

“olume name: corp

Default retry policy for failed jobs:
@ Do not retry

[ Retrylﬂ_ times; wait |1 hours [0 minutes between atternpts

Default browser settings:

[~ Allow browsar-side caching of DHTML reports. Expire cached pages after minutes.

Resource folder:

Jresources Browse... |

ﬂl Cancell Applyl

Figure 5-10 Specifying the default job retry policy

How to set the Encyclopedia volume default job retry policy

1 On Volume, choose Properties.

2 On Properties—General, specify the default job retry policy, then choose OK.

If the job retry options are set to retry a job if it fails, the job remains active if the
node the job is running on fails. For example, if the node crashes, iHub tries to run
the job again when the node restarts.

Specifying parameters

Parameters are variables that you provide as input to the execution of a design.
If the design contains parameters, you can set parameter values on
Schedule—Parameters, as shown in Figure 5-11.

corp = Sales = esenoadi = Custormer Order History (RPTDESIGM) (Version 1) Schedule

[E

Parameters

Customer |Au51ra|\an Colleciars, Co. j

(ok| _cancel |

Figure 5-11 Setting parameter values on Schedule—Parameters

Schedule—Parameters does not include the Save option, as Run—Parameters
does, because iHub always saves scheduled job output.
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Hidden parameters do not appear on Parameters. iHub identifies each parameter
by type, such as string, optional, or required. Parameter values typically influence
the data appearing in the output document. If you do not set any parameter
values, iHub uses the default values set by the design developer.

How to specify parameters

On Schedule—Parameters, specify parameter values if the design you are
running requires parameter values.

Saving parameter values for reuse

You can save a set of parameter values in a parameter values (.rov) file to avoid
having to set the parameter values every time you run a design. You can run the
parameter values file or schedule a job to run the file.

How to create and use a parameter values file

1 To create a parameter values file in an Encyclopedia volume, on Files and
Folders, point to the arrow next to a design file name and choose Create
Parameter Values File, as shown in Figure 5-12.

corp = Sales = esenoadi {1 found)

Filter: || I™ Latestversion only W Falders W Documents W Executables
[ Selectalliterns | 4 Act upon selected items Create Folger | Add File |

-

I~ &) B4 customer Order History Actuate BIRT Design 1 74.5 KB

Run

Create Parameter Yalues File

Figure 5-12 Creating a parameter values file

Create Parameter Values File appears, as shown in Figure 5-13.

corp » Sales = esenoadi = /Sales/esenoadifCustomer Order Histary (RPTDESIGN) (Version 1) Create Parameter YValues File

I

File name: |Custnmer0rder History *

Folder:  [Balesiesennadis Browse.. |+

Ifthe parameter values file already exists:

" Replace the latestversion & Create a new version ™ Kkeep onlythe latest wersions

Customer |Austva|\an Collectars, Co j

%I Cancel

Figure 5-13 Specifying parameter values file properties
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2 Specify the following values for the options:

m File name, location, and version information

m Parameter values

Choose OK. Management Console returns to Files and Folders, where the
parameter values file now appears in the list of files and folders.

3 To generate a document using a parameter values file, point to the arrow next
to the file name and choose Schedule or Run.

Specifying output settings

On Schedule—Output, shown in Figure 5-14, set properties, such as the
document name, output file format, and where to save the file. You can also
configure versioning and archiving.

Table 5-3 describes the properties you can set on Output.

Table 5-3 Schedule—Output settings

Property

Description

Document name

Document format

Version name
Headline

Folder

The name of the document. You can enter a new
name or accept the default.

This is a required field.

Typing a file extension does not determine the file
type. The Document format setting determines the
file type.

m Specify the format to which you save the
output of a BIRT design or convert a BIRT
document.

The version name of the output document.

The headline for the output document. This
setting is for scheduled jobs only.

Specify whether to save the generated document
to:

m  The home folder, which iHub pre-selects, if
you have a home folder

m The folder in which the design resides
m A folder that you specify

(continues)

Chapter 5, Scheduling, running, and managing designs 107



Table 5-3 Schedule—Output settings (continued)

Property Description

Version control If the file already exists in the volume, specify
how to handle multiple versions as follows:

m  Replace the latest version.

m Create a new version. You can also select
whether to keep only the latest n versions,
where 7 is a number from 1-99.

Autoarchive policy Set a job-specific autoarchive policy as follows:

m  Use the default/inherited policy from the
document’s file type.

This is the default selection.
m Do not automatically delete the output file.

m Specify the age after which to delete in days
and hours.

m Specify a date and time after which to delete.

m Specify that iHub archive the output document
before deleting it.

View policy View the current autoarchive policy for the output
document file type.

How to specify output settings

On Schedule—Output, shown in Figure 5-14, specify the following basic output
file properties:

m  Accept the default document format, or select a format for the document.

m  Supply a version name.

You can use a date-and-time expression in Version name. The expression
evaluates to the date on the output document.

= Specify how to handle an existing version of the document when iHub creates
the new version.

m Specify the autoarchive policy for the output document.
If you specify a time-based or date-based autoarchive policy option, and you
also have an autoarchive driver defined for the Encyclopedia volume,
Management Console enables the Archive the document before deletion
option.
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carp = Sales »gsenadadi ® Customer Order Histary (RPTDESIGM) (Version 1) : Schedule

Output

Document name: |Custnmer0rderH|stnry

Document format; [ RPTDOCUMENT |

Warsion name |

Headline: |
Folder: ¢ Home folder
& Other: [/Sales/international Browse...
Ifthe output document already exists:
" Replace the latestversion ' Create a new version I Keeponlythe latest I— versions

Auto archive policy for the document name:
* Lse the defaultinherited policy frorm the document's file type
¢ Do natautomatically delete the document

" Delete when older than I days l_ haurs

¢ Delete after date | # | time | (Midiyeyy himim a)

I~ Archive the docurment before deletion View Policy... |

%I Cancel

Figure 5-14 Specifying output file properties on Schedule—Output

Specifying a headline

You can specify a headline that becomes a component of the job completion notice
that iHub writes to a channel. iHub copies the value you enter in Headline to the
Headline field of the notice.

The value you enter for Headline replaces the original value of the headline for
this run only.
About the file format of a document

Use the Document format on Schedule—Output, shown in Figure 5-15, to select
one of the output formats described in Table 5-4 or Table 5-6.
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corp > Sales = |nternational > Customer Order History (RPTDOCUMENT) (Version 1) : Schedule %

Output

Document narme: |Custnmer Order History *

Document farmat. [PDF — Format
POF

Advanced Function Printing ¢AFF)
Excel (XL8)

Excel (HLSx) ﬂ
PostScript (PS)
Word (DOC)

Word (DOCH)
PowerPoint (PPT)
FowerPaint (FPTX)
cey

=1

TSV

Render chart in vector graphics 2

Wersion hame: |

Headline |

Folder  Horme folder

& Other. [iSalesfnternational Browse

Ifthe output document already exists:

" Replace the latestversion & Create a new version ™ Keep only the latest I VErsions

Auto archive policy for the document name:
& Use the defaultinherited policy from the document's file type
¢ Do not automatically delete the document

" Deleta whan alder than days l_ hours

" Deleta after date | #* Ihme | (Midhyrey himrm &)

= Archive the document before deletion Wiew Policy...

%I Cancel

Figure 5-15 Possible file formats for output from a BIRT design

Converting file format of a BIRT document

By default, when you run a BIRT design (.rptdesign), iHub converts it to a BIRT
document (.rptdocument). You can also convert the document file to one of the
file formats listed in Table 5-4. When you schedule a BIRT document
(rptdocument) to run, the document format list contains comma-, pipe-, and
tab-separated value (CSV, PSV, or TSV) output formats. When you schedule a
BIRT design (.rptdesign) file to run, the Document format list on Schedule—
Output does not contain these output formats.
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Table 5-4

Document formats for a BIRT document

Output format

Option

Description

CSV, PSV, and
TSV

Excel (XLS) and
Excel (XLSX)

Table name

Column list

Export columns
data type

Locale neutral
format

Encoding
Maximum rows
Page range

Text wrapping

Enable pivot table

Chart DPI

Export charts as
images

Selects the name of the data set, which
the design uses, from the list of all data
sets in the data source.

Selects the name of the column, which
the design includes in the result, from
the names of all columns in the data set.

Selected puts the data type of the
column in the second row of the output
file.

Selected formats date and time
according to ISO 8601. The date is
formatted YYYY-MM-DD. The time is
formatted HH-MM-SS using the
24-hour clock, and includes an offset
from UTC time.

Sets either UTF-16LE or UTF-8 encoding
of the output data.

Sets the maximum number of rows in
the output file.

Selects all pages or selected pages by
number or by range, or both.

Selected wraps text. Deselected displays
on one continuous line.

Selected enables the user to create
customized summaries using the data in
the document.

Selects dots per inch, which determines
the resolution of images and print in the
document.

Selected converts charts to images in the
document. Useful when you want only
to print the document.

(continues)
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Table 5-4 Document formats for a BIRT document (continued)

Output format  Option Description
PDE PostScript, Page range Selects all pages or selected pages by
or PowerPoint number or by range, or both.

Page style Sets the size to either the actual size, fit

to page width, or fit to whole page.

BIDI processing Selected suppresses bi-directional
processing of data.

Text wrapping Selected wraps text. Deselected displays
on one continuous line.

Font substitution ~ Selected substitutes fonts on the user’s
computer in lieu of the fonts specified
by the design designer. Deselected
prevents font substitution.

Embedded font Selected allows font embedding, which
ensures that fonts display and print in
the way the designer intended from one
system to another. Applies to PDF only.

Chart DPI Selects dots per inch, which determines
the resolution of images and print in the
document

Word Page range Selects all pages or selected pages by
number or by range, or both.

Chart DPI Selects dots per inch, which determines
the resolution of images and print in the
document.

How to convert a BIRT document to CSV format

1 Navigate to the example designs in /Public/BIRT and BIRT Studio Examples.
Point to the arrow next to a design, such as Newsfeeds, and choose Schedule,
as shown in Figure 5-16.
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carp » Public = BIRT and BIRT Studio Examples (28 found)

Filter: || [~ Latestversion only W Folders W Documents W Executables
I Selectall fems 9 Actupon selected tems | Create Folder | Add File |
~
™ &2 @ BIRT Exarnnles Read Me HTML Document 1 19.9 KB
r O '_JH Chart Filtering with HtrmlButton Actuate BIRT Design 1 378 KB
&% B client Investment Partfolio Actuate BIRT Design 1 227 KB
I~ &2 B crosstab Sample Revenue Actuate BIRT Desigh 1 133 KB
re M Crosstab Sample Revenue Actuate BIRT Document 1 504 KB
I~ &% E¥ customer Dashboard Actuate BIRT Design 1 102 KB
re = Customer Dashboard Actuate BIRT Document 1 328 KB
e E¥ customer Order History Actuate BIRT Design 1 74.5KB
e i & cuas cusi Actuate BIRT Design 1 337 KB
Schedule
r O Actuate BIRT Design 1 30.5 KB
e Actuate BIRT Design 1 32.3KB
red Actuate BIRT Design 1 30.6 kKB
e Actuate BIRT Design 1 4389 KB
red Actuate BIRT Design 1 208 KB
r O Actuate BIRT Design 1 128 KB
re? Actuate BIRT Design 1 26.3 KB
I~ e Wi Newsfeeds Actuate BIRT Desigh 1 42.7 KB
I~ &2 B orders by Product Actuate BIRT Design 1 T6.7 KB
Figure 5-16 Choosing to schedule a BIRT design to run

2 On Schedule, choose OK to accept the default settings and run the design right

away.

3 Navigate to your Home folder. The output document, Newsfeeds, appears

after the scheduled job runs, as shown in Figure 5-17.

corp = Home = administrator (2 found)

Printo

Schedule

Figure 5-17

™22 [ Newsteeds Actuate BIRT Document 1 181 KB 1

FHter:l I™ Latestwersion only W Folders W Documents W Executables
[~ Selectalliterns 4 Actupon selected items | Create Folder | AddFile |

=

e Examples  HTML Document 1 7akB

Choosing to schedule a format conversion job

Point to the arrow next to Newsfeeds and choose Schedule.

On Schedule, choose Output.
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4 On Output, perform the following tasks:

1 In Document format, select CSV, as shown in Figure 5-18.

corpg = Home = administrator = Mewsfeeds (RPTOOCUMERNT) (Version 1) Schedule

I

Output

Document name: |Mewsfeeds *

Docurnentfarmat: [POF =1

FDF

Advanced Function Printing (AFF)
Extel (4LS)

Excel (L) =]
PostScript (PS)

\iord (DOC)

iord (DOCH)
PawerPoint (FPT)
FawerPoint (PPT)

Pay

AT T TT

Render chart in vector graphics ~

“ersion name: |

Headline: |
Folder:  Horne folder

£ Qther, |.1H0mefadm|n|stramr Browse...

Ifthe output document already exists

" Replacethe latestversion & Create anewversion [~ Keep onlythe latest | versions

Auto archive policy for the document name:

& Use the defaultinherited policy frorm the document's file type
€ Do notautomatically delete the document

€ Delete when olderthan [ days [ hours

¢ Delete after date | # |Ume | iMidAayy himm a)

[T Archive the document hefore deletion wigvr Palicy...

ok _cancel |

Figure 5-18 Selecting the CSV output format

The conversion options for CSV appear, as shown in Figure 5-19.

corp = Home = administrator > Newsfeeds [(RPTDOCUMENT) (Version 1) : Schedule

Output
Document name |New5feeds -
Document format |CSV j
r Conversion options
Tahle name IELEMENT_4UZ j
Column list

Export columns data type r
Locale neutral farmat r
Encoding JUTF-8 |
Mairnurm rowes |N0 Lirnit =l

I

Figure 5-19 Viewing the conversion options for CSV
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2 In Table name, select Main Table, as shown in Figure 5-20.

Document name: |New5feeds -
Document format. | C8v |
r Conversion options
Tahle name [ELEMENT 402 =]
Calumn list ELEWENT_402

Export columns data type r
Locale neutral format r
Encoding |uTF-8 =]
Wi FrUrT Foves |Ma Limit |

Figure 5-20 Selecting a table name

The list of columns in Main Table appear, as shown in Figure 5-21.

Document name: |New5feeds *
Document format |CSV j
- Caonversion options
Table name [Main Table |
Calumn list 0o

Export colurnns datatype T
Locale neutral format I~
Encoding JuTF-8 |
Maximum rows [ma Limit |

Figure 5-21 Viewing the list of columns in the Managers table

3 Select News Item, hold down the CTRL key and select the News Item URL
column. Select Export columns data type, as shown in Figure 5-22. Accept
other defaults on Output.

Document name: |Newsfeeds *
Document format: |CSV j
- Caonversion options
Tahle name [Main Table =]
Column list

Mews tern Publish Date A
Export colurnng datatype T
Locale neufral farmat I

Encoding JuTF-8 =]
=

Maximun rows [ Limit

Figure 5-22 Selecting CSV conversion options
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Johs - Completed (filtered : 2 found)
Completed

Choose OK.

Choose Jobs from the side menu, choose Completed, and then select
Newsfeeds.CSV, as shown in Figure 5-23, from the list of documents.

If you save Customer.CSV on your hard drive and open it in Notepad, you see
the comma-separated list.

If you open Customer.CSV in Excel, you see the list formatted in Excel
columns.

o~
Files & Folders i
‘! Filter: [ W Succeeded W Failed I Cancelled _Apply | Clear
I~ Select all jobs that match filter  |£3 Actupor soteciod inhe csv
r file
e ) Newsfeeds Newsfeeds CEY Administrator Sep 5, 2012 3:16:33 PM

re &) Newsfeeds  Mewsfeeds RPTOOCUMENT Administrator Sep 8, 2012 12:55:49 Pw 1

HNotification
=8 Groups

Figure 5-23 Finding the CSV output file

Setting privileges on an output document

Use Schedule—Privileges to assign privileges on the output document.

How to set job privileges

On Schedule—Privileges, perform the following tasks:

1
2
3

Select Roles or Users to see the roles and users to select from in Available.
Move roles or users from Available to Selected.

Assign privileges by selecting from the list of privileges such as Visible,
Execute, or Read. For example, assign read privilege on the Customer Order
History output document to Marketing Vice President Carolina Rojo, as
shown in Figure 5-24.

If you assign grant or delete privilege on the output document, you must
assign visible privilege also.

Cancel all privilege assignments for this job by selecting Do not share.

Select Share to reinstate assigned privileges.
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carp = Sales » esenoadi = Customer Order History (RFTDESIGN) (Wersion 1) Schedule X

Privileges

¢ Donot share
& Shars
Available: Selected:

€ Agins Georgios -
€ Alan Barran

€ Caralina Raojo

€ Dante Evans

€ Eriza Senoadi

€ Hiro kanishi

€ Jean Gaspard

€ Julia Petrovna ;I
€ Kanesha Washburm

£ Lin Shen ;l
€ Linda Clark

€ Larraine Michaelis

€ Morika Arizumi

€ Ravi kalifa

€ Renaldo Puenta

€ Sara Hadavi —
£ Tim Radeliffe |

L caroling Raojo

F\Iter:l [~ wisible ) [~ Secure Read (3) W Read (R)
 Roles Apply Filter | T Execute (B} [~ Wirite 000 [~ Delete (O}

Grant (G All
& Users Clear Filtar L 2 L

%I Cancel |

Figure 5-24 Assigning privileges on job output document

About Datamart Security

Datamart Security supports filtering the data a scheduled job generates. Datamart
Security is available to the Administrator user or to a user belonging to the
Administrator role. Select one or more roles or users on Datamart Security before
submitting the job. The document the job generates contains only the data that
the selected roles or users have permission to view.

Optionally, in Custom role, specify a string that the design recognizes and can
also use to filter data the job generates.

For more information about page-level security development, see Using BIRT
iHub Integration Technology.

How to configure Datamart Security

1 Select Roles or Users to see the security roles and users from which to select in
Available.

Move roles or users from Available to Selected, as shown in Figure 5-25.

Optionally, enter a string in Custom role. Select Add to add the string to
Selected.
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carp = Sales » esenoadi = Customer Order History (RFTDESIGM) (Version 1) Schedule

[

Datamart Security

Available: Selected:

% Active Portal Administratar
T Active Partal Advanced
T Active Partal Intermediate
TEA

T Executives

TEFinance

T Managers

T Marketing

T Marketing Managers

TF Marketing wFP

T Oneratar

TEPersannel

TESales

T Sales Managers

T Sales WP

TF Support

F\Iter:l Custormn role: I Add
& Rales Apply Filter |
 Users Clear Filter

Ll

%I Cancel |

Figure 5-25 Selecting roles or users for which to filter job output

Setting channel options

In Management Console, you can distribute an output document to roles and
users by sending a job notice to one or more channels. For a job that runs
successfully, the job notice contains the document. A user who has read privilege
to a channel containing the job notice can access the notice. The administrator
must subscribe the user to the channel containing the notice for the user to access
the notice in Information Console.

How to set channel options
On Schedule—Channels, perform the following tasks:

1 Select a channel on which to view a job notice by moving the channel from
Available to Selected, as shown in Figure 5-26. Channels displays only those
channels to which the user who initiates the run request has write access.
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corp = Sales = esenoadi > Customer Order History (RPTDESIGN] (Version 1) : Schedule b
Channels
Available Selected:
@ Finance & Finance
@& Managers
@& Marketing
& Personnel
& Sales
@ Support
— Assign
Filizr Automatically grant privileges an e output document privileges
to all users and roles that havy/fead access to any of
Apply Filter Clear Filter the selected channels?
Mo @ Read ¢ Secure Read!
0OkK| Cancel |

Figure 5-26 Selecting channels on which to view a job notice

2 Grant viewing privileges to all users and roles that have read access to any
channel in Selected by selecting Read or Secure Read.

Notifying users about a job

When scheduling a job, in addition to using channels to notify users of job
completion, you can also use notification groups for this purpose.

How to inform users of job completion using notification groups
On Schedule—Notification, perform the following tasks:

1 Select Groups or Users to view the notification groups and users from which
to select in Available. Use Filter to see subsets of groups or users in Available.

2 Move selected groups or users from Available to Selected, as shown in
Figure 5-27. iHub sends notification of job completion to the members of the
groups and to the individual users that you select.
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corp = Sales = esenocadi > Custormer Crder History (RPTDESIGN) (Versian 1) Schedule X
Notification
v Override user preferences (For all notified users) Override
Ifjols succeeds ™ Send e-mail notification I~ attach document ] preferences
W Create completion notices in user's personal channel .
B — Override
IFjoh fails: ™ Send e-mail notification default
¥ Create completion notices in users personal channel | notification
Farmat for attached report: ﬂ —— Format Of
— attached
Auailable: Selected: _ document
% Finance [ Finance
7 Managers
7 Marketing
% Persannel
Sal — ipe .
gsa e = i— Notification
T Support
;I groups
Filter:
& Groups Apply Filter
 Users Clear Filter |
oK| _cancel |

Figure 5-27 Selecting groups and users to notify of job completion

3 You can specify the means by which users receive job completion notification
by selecting Override user preferences. Doing so overrides the settings that a
user specifies in Personal Settings—Jobs for jobs that succeed and for jobs that
fail. For either type of job, you can make the following selections:

m  Send e-mail notification
The user receives notification of job completion by e-mail. You can select
Attach document to send the document as an attachment to the e-mail
message. The user must have read privilege on the document. If the user
does not have read privilege, only the location of the document appears in
the e-mail. If you select Attach document, you must select a value for
Format for attached report if a value does not appear there. Format for
attached report is blank if you accept the default value for Document
format on Schedule—Output.

m Create completion notices in the user’s personal channel
iHub sends a job completion notice to the user’s personal channel.
If the job succeeds, the notice contains the output document. In
Schedule—Privileges, you must give the user Secure Read or Read
privilege on the document to enable the user to view it.
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Printing a document

Use Schedule—Print to control how iHub prints the output document after
generating it. If you want to print the document, either by sending it to an iHub
printer or printing it to a file on the server, you must first select Print the output
document on the server. This setting enables the other options on Print. In
Override default settings, accept the default values, or choose to override the
default settings for any of the print options.

Figure 5-28 shows Schedule—Print as it appears when choosing to print a BIRT
document. The print format: PostScript section contains a number of options,
including Page Range, Page Style, and Chart DPL

corp = Sales = esenoadi = Customer Order History (RFTDESIGN) (Version 1) Schedule Ed
Print
[+ Print the output documnent on the server: Print OUtpUt on
Printer. MWicrosoft XPS Document Writer =] server
Manufacturer:  Microsoft
Model Microsoft ¥PS Document Writer Read-0n|y
Recibioy 1] printer-supplied
Locaten: information
I~ Printta file: | Print to file
Ovettide default settings for 1
[ Scale: I
[© Resolution IEUUKEUU -
I~ hode: © BEW  F Color .
[ Mumber of |1 Collate: [T Override
umkber of copies ollate:
[~ 2-Sided i € 1-Sided Print ¢ FI | d € Fl hort ed; default
-Sided printing: -Sided Prirr ip on long edge ip on short edge .
settings
I~ Page size:
[~ Fapertray: |Automat|ca|ly59lect - ml
Print farmat: PostScript T
Page range |
Page styls [#uta |
BIDI ~ .
processng Print format
Tetwrapping W .
Font substitution Settlngs
Chart DFI [182
%I Cancel I

Figure 5-28 Selecting options on Schedule—Print for printing a BIRT document

Table 5-5 lists the various print options on Schedule—Print.

Table 5-5 Schedule—Print properties
Property Description
Print the output Prints the output document.

document on the server

(continues)
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Table 5-5 Schedule—Print properties (continued)

Property Description

Printer Selects a printer. The initial value is the user’s
default printer.

Manufacturer The following read-only text about the printer, if

Model available:

Description » The manufacturer’s name

Location

m The printer model name
m A description of the printer
m  The location of the printer

Print to file Creates a PostScript (.ps) file. Provide a file name.

Scale The scale at which to print the output, expressed as
a percentage.

Resolution Resolutions at which to print the output, if
supported.

Mode Black-and-white or color.

Number of copies The number of copies to print, and whether to

Collate collate the copies.

2-Sided printing Single-sided or double-sided, and specifies

whether double-sided printing is top-to-top or
side-to-side.
Page size Pick from an extensive list of standard paper sizes.
Paper tray Specify the paper source.

Page range (BIRT design  Selects all pages or selected pages by number or by
or document only) range, or both.

Page style (BIRT design  Sets the size to either the actual size, fit to page
or document only) width, or fit to whole page.

BIDI processing (BIRT Selected suppresses bi-directional processing of
design or document only) data.

Text wrapping (BIRT Selected wraps text. Deselected displays on one
design or document only) continuous line.

Font substitution (BIRT Selected substitutes fonts on the user’s computer in
design or document only) lieu of the fonts specified by the design designer.
Deselected prevents font substitution.

Chart DPI (BIRT design ~ Selects dots per inch, which determines the
or document only) resolution of images and print in the document
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How to set print options and print a document

To print a document, choose Schedule—Print, and select Print the output
document on the server. Select the printer to use and specify standard print
options, such as scale, number of copies, and page range to print.

When you finish specifying the schedule and the parameters, output, privileges,
and channels associated with scheduling the job, choose OK.

Understanding service requirements

Running jobs in an Encyclopedia volume requires the following iHub services,
which the installation program configures by default:

m View and Factory services for running designs unscheduled

m  The Factory service for running scheduled jobs

m A web service based on a custom web service event for scheduling jobs
iHub must have access to a printer to print the output of a scheduled job.

The install program configures access to printers in Windows, but not in UNIX.
You reconfigure some iHub services, such as the View and Factory services, using
Configuration Console.

Troubleshooting problems

Missing file dependencies and insufficient privileges are common causes of
problems with viewing documents and running designs. For example, if a
parameter values file (.rov) does not have a dependency set to the design file from
which a user created the ROV, iHub displays the error message shown in

Figure 5-29 if you try to schedule a job to run the ROV.

l , Mo dependency set. Can not create a Job

Figure 5-29 Error message when running an ROV file with a missing dependency

Solving a dependency problem

The procedure in this section describes how to set a dependency between files to
avoid a dependency problem.
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How to set a dependency on a BIRT design (.rptdesign) file

1 On Files and Folders, point to the arrow next to a report parameter values file

name and choose Properties, as shown in Figure 5-30.

carp > Sales > esenoadi (2 found)

Filter: || I™ Latestwersion only W Folders W Documents W
I Selectallterns £ Actupon selected items | Create Folger | Ada File |

r

™ &2 i customer Order History Actuate Repont Parameter values 1 0.42 KB
re? ate BIRT Desian 1 745 KB

Properties

Figure 5-30 Choosing properties for a report parameter values file

On Properties, choose Dependencies.

On Dependencies, choose Add.

To make the parameter values file dependent on the BIRT design executable,

on File Browser, select the BIRT design and choose OK.

Dependencies appears with the added dependency, as shown in Figure 5-31.

corp > Sales > esenoadi > Customer Order History (ROW) (Version 1) Properties

Dependencies

ISalesiesenoadifCustomer Order History (BIRT Design) (version 1)

Add...

Remove |

k-1

Figure 5-31 Adding a dependency
4 On Properties, choose OK.

Solving a privilege problem

To avoid an access problem when a user runs a design, the administrator must

assign the following privileges and license option to the user:

m Execute and either read, secure read, or visible privilege on the design

m  The BIRT option for running a BIRT design (.rptdesign).
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m To enable a user to run a parameter values file (.rov), you must assign the user
the following privileges:

m  Execute and either read, secure read, or visible privileges on the design
from which a user creates the ROV or on which the ROV depends

m  Read or secure read privilege on the ROV
m  Write privilege on the folder to which iHub writes the document

m  Write privilege on the channel to which the user submitting a job sends the job
completion notice

The job submitter can cancel a job. A user can get or delete information about a
job that the user submits. Only the system administrator can cancel or get the
information about a job of another user.

Bursting a document

Unscheduled run requests do not support document bursting. A design that uses
bursting generates other documents, and iHub cannot determine which
document to display. An execution-failed error message appears. Schedule a job
to run such a design.

Using a date-and-time expression in a document or
version name

When you submit a run or schedule request, you can specify a document name
and a version name for the generated document. You can also incorporate a
date-and-time expression in the name, so when you schedule a design to run on a
recurring basis, the date-and-time expression creates unique document or version
names.

For example, to display a document called Sales to date using the document
generation date as a part of the document name, use the following expression:

Sales to date {mm-dd-yy}
On February 28, 2010, the name appears as:
Sales to date 02-28-10

You can create date-and-time expressions by using the predefined date-and-time
formats in the locale map of Management Console or Information Console.
Alternatively, you can create your own date-and-time formats.
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About the locale maps

Add your own custom date-and-time formats to the following locale maps for
Management Console and Information Console:

s AC_SERVER_HOME\servletcontainer \mgmtconsole\ WEB-INF
m  AC_SERVER_HOME\servletcontainer\iportal \WEB-INF

Management and Information Console use their own versions of localemap.xml
in determining the formatting that appears in their respective user interfaces,
such as the date and time format.

About predefined date-and-time formats

You can include predefined date-and-time formats in a file name by using a
keyword. Exact order and output depends on the locale. Table 5-6 lists the
predefined date-and-time format keywords and the expression to which each
keyword evaluates in a document. Examples and results that have a file-name
extension are document names. Examples and results that do not have a
file-name extension are version names. The results are for the English (US) locale.

Table 5-6 Predefined date-and-time format keywords and expressions
Keyword Description Example Result
General Date  Returns a date and time in  {General Date}  01/23/2006

the Short Date Long Time 8:53:03 PM
format.
Long Date Returns a long date. {Long Date} Monday,
January 23,
2006
Medium Date Returns a date with the {Medium Date}. 23-Jan-06.
month name abbreviated to <document <document
three letters: dd-mmm-yy.  extension> extension>
Short Date Returns a short date. {Short Date}. 01-23-2006.
<document <document
extension> extension>

Long Time Returns the time in a long {Long Time} 8:45:00 PM
format.

Medium Time Returns hours and minutes {Medium Time} 8:45 PM
in a 12-hour format,
including
AM/PM designation
(hh:nn AM/PM).

Short Time Returns hours and minutes {Short Time} 20:45
in 24-hour format (hh:nn).
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About a file name in an expression

Commas and colons in a date-and-time expression can create unexpected results
in file names. For this reason, General Date, Long Date, Long Time, Medium
Time, and Short Time are not recommended for use in a file name.

Creating a custom date format

You can create custom date formats. The exact output depends on the locale. iHub
formats dates that appear in the Management Console user interface according to
specifications in the locale map that Management Console uses.

If you update localemap.xml, you must restart the cluster nodes for the changes
to take effect. You must also ensure that localemap.xml uses the correct encoding
and that you store localemap.xml in the correct locations.

A locale definition in localemap.xml does not necessarily specify a value for every
field. For a field with no specified value, iHub uses the default locale’s value
meaning for that field. If no default locale exists in the file, iHub uses a
hard-coded value from the C locale.

In a cluster, the same file must reside on every iHub machine to achieve
consistency among nodes.

Table 5-7 lists the date format symbols that you can use to construct a custom date
format and the expression to which each variable evaluates in a document.
Examples and results that have a file-name extension are document names.
Examples and results without a file-name extension are version names. The
results are for the English (US) locale.

Table 5-7 Date format variables
Symbol  Description Example Result
d Returns day of the month Day{d}. Day3.<document
without a leading zero (1-31) <document extension>
extension>
dd Returns day of the month Day{dd}. Day03.
with a leading zero (01-31) <document <document
extension> extension>
ddd Returns the three-letter {ddd]}. Tue.<document
abbreviation for the day of =~ <document extension>
the week extension>
dddd Returns the full name of the {dddd} Tuesday
day of the week
ddddd Returns the short date {ddddd} 01/23/2006

(continues)
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Table 5-7

Date format variables (continued)

Symbol Description Example Result
dddddd  Returns the long date {dddddd}. Monday, January
<document 23,2006.
extension> <document
extension>
w Returns the day of the week Weekday {w}. Weekday 3.
as a number, where <document <document
Sunday =1 and extension> extension>
Saturday =7
wWw Returns the week of the year Week {ww}. Week 4.
(1-53) <document <document
extension> extension>
m Returns the number of the Month {m}. Monthl.
month without the leading ~ <document <document
zero (1-12) extension> extension>
mm Returns the number of the Month {mm}. Month 01.
month with the leading zero <document <document
extension> extension>
mmm Returns the three-letter {mmm]}. Jan.<document
abbreviation for the month’s <document extension>
name extension>
mmmm  Returns the full name of the {mmmm}. January.
month <document <document
extension> extension>
q Returns the number of the Quarter {q}. Quarter 1.
quarter (1-4) <document <document
extension> extension>
y Returns the number of the ~ Day {y}. Day 23.
day of the year (1-365) <document <document
extension> extension>
vy Returns the last two digits of ~ Year {yy}. Year 01.
the year (00-99) <document <document
extension> extension>
yyy or Returns all four digits of the Year {yyy}. Year 2006.
YYVY year (1000-9999) <document <document
extension> extension>
c Returns the date variantas  For {dddd} For 01/23/2006

dddd

or for 01-23-2006

128 Managing an Encyclopedia Volume



A syntax error can occur if you use certain unescaped literal characters or strings
in a date expression that also uses a user-defined date-and-time format. For
example, the following expression produces a syntax error described by the
message in quotation marks:

Sales Report for MMM company as of {Date - mm/dd/yy}

"Bad format specification in token - {Date - mm/dd/yy}."

Creating a custom time format

You can create custom time formats. The exact output depends on the locale.
iHub formats times according to specifications in the locale map for Management
Console. Table 5-8 lists the time format symbols that you use to construct a
custom time format and the expression to which each variable evaluates in a
document. Examples and results that have a document file-name extension are
document names. Examples and results without a document file-name extension
are version names. The results are for the English (US) locale.

Table 5-8 Time format variables
Symbol Description Example Result
h Returns the hour of the day = Hour Hour
without the leading zero {h}.<document 9.<document
(0-23). extension> extension>
hh Returns the hour of the day = Hour Hour
with the leading zero (00-23). {hh}.<document 09.<document
extension> extension>
n Returns the minute without  Minute Minute
the leading zero (0-59). {n}.<document 5.<document
extension> extension>
nn Returns the minute with the  Minute Minute
leading zero (00-59). {nn}.<document 05.<document
extension> extension>
S Returns the second without  Second Second
the leading zero (0-59). {s}.<document 1.<document
extension> extension>
ss Returns the second with the  Second Second
leading zero (00-59). {ss}.<document 0l1.<document
extension> extension>
tttt This setting uses formats that  {tttt} 8:45:00 PM
are in the Management
Console’s locale map.
(continues)

Chapter 5, Scheduling, running, and managing designs 129



Table 5-8 Time format variables (continued)

Symbol Description Example Result
AM/PM Returns AM or am for any {hh:nn:ss 08:45:03 pm
hour before noon and PM am/pm}

or pm for any hour after
noon. This variable is
case-sensitive.

A/Pora/p Returns Aora forany hour {hmn:sa/p} 8:45:3 p
before noon and P or p for
any hour after noon. This
variable is case-sensitive.

AMPM The default format is {h:n:s AMPM} 8:45:3 PM
AMPM. This setting uses
formats from the
Management Console locale
map.

iHub returns times in 24-hour format unless you use an a.m. or p.m. format
symbol. The symbol for minute is n. The symbol for month is m.

Monitoring job status

To obtain information about scheduled jobs, or those that already ran, choose Jobs
from the side menu. Jobs is where you track jobs. For the administrator, all jobs
are visible. For a user, only a job that the user scheduled is visible.

iHub groups job processing into five phases, represented by a set of Jobs
properties. As a job progresses from one phase to another, the job name moves to
the next property list. Table 5-9 describes these Jobs properties.

Table 5-9 Jobs properties

Jobs property Description

Schedules Jobs that will run at a later date
Waiting for Event Jobs that will run after a system event
Pending Jobs that are in the process queue
Running Jobs that are running

Completed Jobs that have run

iHub sends a job completion notice to Jobs—Completed after a scheduled job
runs. A user or the administrator selects whether iHub sends a notice to a user's
personal channel. If the job is successful, iHub includes a link to the output
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document in the completion notice, as shown in Figure 5-32. If the user deletes
the output document from the folder to which the scheduled job wrote the
document, iHub also deletes the link to the document from the completion notice
on Jobs—Completed, but iHub does not delete any other part of the completion
notice.

Jobs - Completed (filtered : 2 found)
Completed
Filter: || ¥ Succeeded W Failed W Cancelled Applyl
: - A green check means
I Select all johyAhat mateh filter Actupon selected johs ;
the job succeeded
; Zales by Cush Sales by Cust EFTOOCUMENT Administrator Sep 17, 201 Ared X means
%4 aes. ustomer Sales ustorner. m?n?s rator Sep the job failed
r X office-info Administrator Sep 17, 201

Figure 5-32 Viewing Jobs—Completed

iHub creates job completion notices for jobs that succeed and for jobs that fail. For
each type of notice, Management Console provides property settings that support
whether iHub sends a notice to a user and when iHub deletes the notice. For
every property setting pertaining to jobs that succeed, there is an identical, but
separate, property setting for jobs that fail.

Setting job completion notice properties

In Management Console, a user or the administrator sets job completion notice
properties in the following locations:

m  On Users—Properties—Jobs, a user or the administrator specifies whether to
notify a user about a completed job by sending a job completion notice to the
user’s personal channel, as shown in Figure 5-33. Selecting Place a job
completion notice in the user’s Personal Channel enables the following
options, which support setting the policy for deleting job completion notices
from the user’s personal channel:

m Delete notice according to volume settings

iHub deletes the notice after the time that the job completion notice
deletion policy for the volume specifies.

m Delete notice after n days n hours
iHub deletes the notice after the number of days and hours you specify.

= Do not automatically delete notice
iHub does not delete the notice from the user’s personal channel.
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‘;E' Jobs

—~
(B Fites & Folders

‘?’ Security Roles

Motification

a’ Groups
.@l Channels
"f File Types

—
'gf Volume

Users = Administrator . Properties

|5

Johs

Maximurm job priority. ¢ Low 2000 € Medium (500)  © High¢300) @ Other (1-1000) 1000

These preference settings apply to notifications that the user receives,
Forjobsthatsucceed: ™ gend e-miail notieation 7 Attach document
¥ Place a job completion notice inthe user's Personal Channel
© Delete notice according 1o volume sefings
" Delete notice after IU_ days |1 hours=

& Donot automatically delete notice

For jobs that fail: ™ gend e-mail notification
¥ Place a job completion notice inthe user's Personal Channel
& Delete notice according 1o volume seftings
" Delete notice after IU_ days |0 hours=

¢ Do not automatically delete natice

*. The job notices will be deleted at the next job purge time specified in the configuration file of the repart server after they expire

% Cancell Applv|

Figure 5-33

Setting completion notice properties on Users—Properties—Jobs

= On Volume-Properties-Archiving and Purging, the administrator sets the job
completion notice deletion policy for the volume by selecting Purge success
notices after n days n hours, or Purge failure notices after n days # hours, or
both properties, then specifying the days and hours, as shown in Figure 5-34.
iHub does not purge notices if you specify 0 days 0 hours or if you do not
select the property.

Files & Folders

Users

Security Roles

Motification
F Groups

Channels

File Types

Yolume : Properties

Ix

Archiving & Purging

Auto archive policy for this volume:
File Type: | Default j

* Use the default policy

{~ Do not automatically delete files

 Delete when older than | days [ nours

[T Archive files before deletion

Default user notice purging setting for this volume:

V¥ Purge success notices after |7 days |0 hours

¥ Purge failure notices aftar 7 days |0 hours

ﬂl Cance\l Applyl

Figure 5-34

Volume—~Properties—Archiving and Purging
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As shown in Figure 5-35, after logging in to Configuration Console and choosing
Advanced view, the administrator can set the job completion notice expiration
properties by choosing Volumes—Properties—Advanced—Archiving and
Purging.

Yolumes = corp: Properties

Advanced

Properties settings Printable Surmmary | H

& _[Ojx

Volures = corp : Properties = Archiving And Purging B

B Archiving And Purging
B Encyc Diagrostics
B General Archiving And Purging
B Motification
B Performance
3 Security Extension Expiration time of successful jobs: [+3200 Minutes |
3 Asynchronous Reparts

Expiration time of failed jobs: [+3200 Minutes |

Default expiration time of success notices Jo Minutes |

Default expiration time of failure notices: Jo Minutes |

Expiration time of deleted files: |12El Minutes |

B2 These fields require volume restart to take effect
() These fields will take defaultvalue if left blank

(oK| _cancel |+

Figure 5-35 Setting properties on Archiving and Purging in Configuration Console

The following job completion notice expiration properties are available:

m Expiration time of failed and successful jobs
When no job completion notice for a particular job exists on any personal
channel, iHub deletes the notice for that job from Jobs—Completed after the
notice reaches this age.

m  Default expiration time of failure and success notices
The default value for the volume specifying the age that a job completion
notice must reach before iHub can delete the notice from a user’s
personal channel. These are the same two properties as Purge success and
Purge failure notices after n days n hours, in Management Console,
Volume—Properties—Archiving and Purging. Setting these properties in
one console sets the properties in the other console.

The default time for Expiration time of failed and successful jobs is
43200 minutes, or 30 days. The default time for Default expiration time of
failure and success notices is 0 minutes.

In notifying another user when scheduling a job, if a user chooses
Schedule—Notification, then selects Override user preferences and Create
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completion notices in user’s personal channel, iHub deletes the notice according
to the notified user’s existing deletion policy.

iHub deletes job completion notices from a user’s personal channel and from
Jobs—Completed at the time the Encyclopedia volume general property Schedule
for purging notices specifies, as shown in Figure 5-36. By default, this time is
2:15 AM.

Yolumes = corp: Properties

General

Description: |

Schedule for purging notices: |2'15 HH:mm B

Schedule for purging deleted files: |2:15 HH:mm B3
Partition

Primary partition: DefaultPartition Min Free Space: |1 28 V=R =

Figure 5-36 Setting Schedule for purging notices in Configuration Console

iHub deletes a job completion notice from a user’s personal channel according to
the deletion policy in effect when iHub ran the job. A user typically views a
document and a job completion notice in Information Console. iHub cannot
delete the job completion notice from Jobs—Completed in Management Console
while the notice exists in a user’s personal channel.

For example, if the user deletion policy is Delete notice after 2 days 0 hours, iHub
deletes the notice from the user’s channel after the time period expires. If another
user deletion policy for the same job is 3 days 0 hours, iHub deletes that notice
after that time period expires. iHub does not delete the notice from Jobs—
Completed until all these personal channel job notices are deleted.

If the deletion policy for a user is Do not automatically delete, iHub does not
delete the notice from the user’s personal channel or from Jobs—Completed.
iHub deletes the notice from Jobs—Completed after the user deletes the notice
from the user’s personal channel. If no personal channel contains a notice, iHub
deletes the Jobs—Completed notice after the time specified by Expiration time of
jobs of this type expires.

Getting detailed information about a job

A Jobs property displays basic information about that job phase. Table 5-10 lists
the default information that appears on each property listing. On Options, you
can modify these column settings.
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Table 5-10 Default columns on Jobs properties

Jobs property

Default column settings

Schedules

Waiting for Event

Pending

Running

Completed

Job name

Owner of the job
Date and time of the next run
Job priority

Job name
Executable file name
Owner of the job

Job priority

Event name

Event status

Event type

Event parameter

Job name
Executable file name
Owner of the job

Job priority

Job name
Executable file name
Owner of the job

Date and time the job submitted

Date and time the job started
Job name

Document name

Owner of the job

Date and time iHub finished generating the

document

Number of pages in the document

On Jobs—Waiting for Event, the Event status field detects an event that meets the
specified criteria to run a design.
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Table 5-11 describes the possible event states.

Table 5-11 Event states
Status Definition
Uninitialized iHub did not start monitoring the system.
Polling iHub is monitoring the system for matching event
criteria and has not found matching criteria.
Satisfied iHub found matching event criteria and ran the job.
Expired iHub did not find matching event criteria within the

polling interval, or a user cancelled the job.

iHub maintains status information for scheduled jobs, but not documents that
iHub generates unscheduled.
How to view job details

To see more details about a job, choose a job name or point to the arrow next to a
job name, then choose Details, as shown in Figure 5-37.

Jobs - Schedules (2 found)

Schedules

Filter: || ¥ Active W Cancelled W Expired Applvl Clear |
™ Selectall schedules £ 3 Actupon selected schedules

r
e Monthly Revenue Analysis Administrator 902172012 12:31 PM
I~ &2 ) sales by Custormer Administrator 92472012 12:31 PM

Froperties

Clone

Delete

Figure 5-37 Getting detailed information about a job

Details—Summary displays by default. Summary lists basic information about
the job, the executable file, and the output document, as shown in Figure 5-38.
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Jobs - Schedules = Sales by Customer: Details

Summary

Joh

MNarme: Sales by Customer
Ouener. Administrator

Created Sep18, 2012 12:21:40 PM
Type: RunReport

Friority: 1000

Mext Run: Sep 24, 2012 12:31:00 PM
Executable

Wersion name:

MNameltypetersion: Sales by CustomerRPTDESIGN)Mersion 1)

Folder: JPublic/BIRT and BIRT Studio Examples

Output Document
Mameftype:
Wersion name:
Headline:

Falder: fHomeladministrator

Sales by CustomerRPTDOCUMENT)

Figure 5-38

— Executable file summary

— Output document summary

Viewing the Details—Summary page

To display additional job details, choose Properties. Figure 5-39 shows a partial

view of Details—Properties.

— General job
data

— Executable
data

Jobs - Schedules = Sales by Customer: Details
Properties
* *
* ACTUATE JOBE DETAILS *
* *
Wame: sales by CUsTomer
Oymer: Adwinistrator
Created: Sep 18, 2012 12:21:40 PM
Type: RunBeport
Priority: 1o00
Executahle
Sales by Customer
RPTDESIGH
Version #: 1
Wersion name:
Folder: FPublic/BIRT and BIRT Studio Exanples
Figure 5-39 Viewing Details—Properties

Properties describes the following data for a job schedule:

m  General job data, such as job name, owner, priority

m Executable file data, including file location, file type, version number

m Scheduling information, including job name, priority, retry policy

m Parameter data, including any parameters and their values
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Output settings, including output location, versioning, and archiving settings

Privilege settings, including users and security roles having access to the
output document

Channel settings: channels to receive a job completion notice

Notification settings, including users and security roles receiving job
completion notices

Printer settings

If you select a job from Jobs—Completed, you can view Details—Status.
Figure 5-40 shows a partial view of Details—Status.

Jobs - Completed = Sales by Customer : Details X
Status

. " 1 ;I .

Results: [Job execution completed su ully. — Run results:
success or failure
H
Status:  [Job completed. — Status of job
. messages

| B
1] »l_l

Close |

F

igure 5-40 Viewing Details—Status

Editing a scheduled job

You can change the settings for any scheduled job before iHub processes it.

H
1

2
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ow to edit a scheduled job

Choose Jobs from the side menu, and on Jobs—Schedules, point to the arrow
next to the job name. Choose Properties, as shown in Figure 5-41.

Jobs - Schedules (2 found)

Schedules

Filter: || V¥ Active W Cancelled ¥ Expired

[~ Selectall schedules &9 Actupon selected schedules

r
e Monthly Revenue Ahalysis Administrator Q02172012 12:31 PM

&2 @) sales by Custormer Administrator 9i24/2012 12:31 PM
Details

Clone

Delete

Figure 5-41 Accessing a job’s Properties page

On Properties, make the necessary changes, then choose OK.
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Cancelling a scheduled job

You can cancel or delete a job before iHub processes it. You cannot recover
a deleted job. After iHub processes a job, iHub removes the job from
Jobs—Schedules.

How to cancel a scheduled job

On Job Schedules—Schedules, point to the arrow next to the job you want to
cancel, then choose Delete, as shown in Figure 5-42.

Jobs - Schedules (2 found)

Schedules

Filter: || ¥ Active ¥ Cancelled W Expired

™ Selectall schedules £ 3 Actupon selected schedules

r
e Monthly Revenue Analysis Administrator 902172012 12:31 PM
I~ &2 ) sales by Custormer Administrator 92472012 12:31 PM

Figure 5-42 Deleting a scheduled job

You can also cancel jobs from Waiting for Event, Pending, and Running by
pointing to the arrow next to the job and choosing Cancel.

When prompted, choose OK to confirm the deletion.

Deleting a job or job completion notice

When iHub finishes processing a job, it dispatches any requested completion
notices, and the job appears on Jobs—Completed. You cannot recover a job
completion notice after deleting it.

How to delete a job from Jobs—Completed

On Jobs—Completed, point to the arrow next to the job to delete, then choose
Delete. When prompted, choose OK to confirm the deletion.

How to delete a job notice from your personal channel

1 Choose Channels from the side menu.

On Channels, choose Personal Channel.

2 On Channels—Personal Channel, point to the arrow next to the job notice to

delete, then choose Delete. When prompted, choose OK to confirm the
deletion.

Chapter 5, Scheduling, running, and managing designs

139



140 Managing an Encyclopedia Volume



Managing channels and
notification groups

This chapter contains the following topics:
m  About channels

m Creating and managing channels

m Viewing a document

m  Working with notification groups
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About channels

A channel is a service to which users and security roles subscribe to access
documents on an ongoing basis. Channels use push technology—also called push
distribution or publish-subscribe—to deliver job completion notices and
documents from a central server across the internet to users. In Management
Console, an administrator manages channels typically to provide users access to,
and control distribution of, particular types of documents.

Managing channels

An administrator uses Channels, shown in Figure 6-1, to perform the following
tasks:

'gl Johs

Filter - |l Apply | Clear |
‘! Files & Folders I~ Selectalichannels £ 9 Actupon selected channels Create Channel |
“... r
Users -
@‘ ©2 @ Personal Channel
_ r e @" Finance Finance distribution channel
‘ Security Roles .

M &2 @ Managers Mananers distribution channel
=] Natification re @ Marketing Marketing distribution channel
=~ Groups &Y @ Personnel Personnel distribution channel

e sales Sales distribution channel
@ Channels

"i File Types

—
ww| Volume
=

Create, delete, and modify channels.
Provide or remove user access to channels.
Display a list of subscribers to a channel.

View a document.

Channels (7 found)

Figure 6-1 Viewing Channels

Subscribing to channels

An administrator provides and removes access to channels, and a user typically
subscribes to, and unsubscribes from, a channel using Information Console. An
administrator also can subscribe a user to, and unsubscribe a user from, a channel
using Users in Management Console.
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About the personal channel

Every user has a subscription to a personal channel. A user can subscribe to
additional channels, if the user has the privileges to access additional channels. A
user cannot unsubscribe from a personal channel, but a user can delete job notices
from his personal channel. An administrator sets options on Users—Properties—
Jobs to control whether iHub sends job completion notices to a user’s personal
channel by default, and if so, under what conditions iHub deletes notices. The
user can also set these options, on Personal Settings—Jobs. A user scheduling a
job can also control whether iHub sends a job completion notice for that job. If the
user decides to send a notice, it appears in the user’s personal channel and any
other channels the user specifies when setting up the job.

Creating and managing channels

Only an administrator can create, modify, or delete channels. An administrator
can view a list of current subscribers to any channel, although this list shows only
those users who explicitly subscribe to the channel, not the users who have access
through security role membership.

An administrator accesses all channels in the Encyclopedia volume through
Management Console, and defines which security roles and users can access
particular channels. For example, you can create a Sales channel that makes all
sales documents available to marketing managers and finance staff. You create a
security role, to which you assign the marketing and finance staff, then give read
privilege on the Sales channel to that security role.

Security roles also represent other groups of users at the company, such as
personnel and support. By not subscribing these roles to the Sales channel, the
administrator limits the distribution of sales documents.

You can also create a channel accessible to everyone. You create a channel, then
give read privilege on it to the system-defined All role. Select from the following
privileges when assigning privileges on a channel to a user or security role:

m Read

A user can view the channel contents. To view a document through a channel,
a user must have read privilege on the document.

m  Write
A user can direct the job completion notice and output of a scheduled job to
the channel.

You create a new channel by choosing Create Channel on Channels. Table 6-1
describes the channel properties that you set on New Channel.
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Table 6-1

New channel properties

Property Description

Name The channel name can be any length, but it must be
unique.

Description A description of the channel.

Auto delete after

Small (16x16) icon URL

Large (32x32) icon URL

The length of time a document is available in the
channel before iHub deletes the job completion notice
from the channel.

The default value is 14 days.

The full URL of the small image file to represent the
channel. If you do not set this value, the user interface
uses a default 16x16 image to represent the channel.

The full URL of the large image file to represent the
channel. If you do not set this value, the user interface
uses a default 32x32 image to represent the channel.

How to create a channel

1 On Channels, choose Create Channel.

2 On New Channel—General, shown in Figure 6-2, specify a value for Name,
and for Auto delete after: n days, where 1 is a number you specify.

iHub requires these properties.

Channels = MNew Channel

General

¢

Marme: |Suppor1

Diescription

Auto delete after: |14 days *

|Suppor1 distribution channel

Small (16x18) ican URL: |

&
P GetImages
L

Large {32x32) icon URL: |

ﬂl cancel | Apply |

Figure 6-2

Specifying values for properties on New Channel—General

If you specify an icon URL for the channel, choose Get Images to refresh the

channel icon.

Choose Privileges.

3 On Privileges, perform the following tasks:
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=2

1 Select Roles or Users to view the list of security roles or users from which to
select in Available.

Move roles or users from Available to Selected.

3 Select a user or role in Selected and assign privileges on the channel by
selecting Read, Write, or both privileges. For example, assign read and
write privileges on the new Support channel to the Support role, as shown

in Figure 6-3.

Choose OK.

Channels = Mew Channel
Privileges

Available

Ix

Selected:

L Active Portal Administrator
TF Active Portal Advanced
£ Active Portal Intermeniate
TEAl

TF Executives

TEFinance

F Managers

F Marketing

ﬁMarkeling Managers

F Marketing wP

F Operator

e Personnel

TESales

T Sales Managers

TE Sales WP

F Support

[l

Filter : [
& Roles

 Users

W Read (R} ¥ Wirite (V)

Apply Filter l
Clear Filter —— Read, Write

privileges
%I Cance\l Apply

Figure 6-3 Assigning privileges on a new channel

How to update basic settings for one or more channels

1 On Channels, select channels to update as follows:

m To select a single channel, point to the arrow next to the channel name
whose properties you want to update, and choose Properties, as shown in

Figure 6-4.

m To select multiple channels, select the boxes next to the channel names
whose properties you want to update. Alternatively, to select all channels
on the current page, select the box next to Name. To select all channels in
the Encyclopedia volume, select Select all channels.

Point to Act upon selected channels, and choose Properties.

2 On Properties—General, modify the following properties:

»  Name (for single channels only)
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m  Description

= Auto-delete policy
m Channel icon URLs
Choose OK.

Select all channels
on volume

Channel(7 found) Choose after

Filtey” | Applv| Clear | selecting multiple
channels
I~ Selectall channels a Actupon selected channels Create Channel |

r Select all channels
€2 © Personal Channel on current page
[ E) @ Finance Finance distribution channel
—_l — — Select the boxes to
l‘ﬂ! $® Managers Managers distribution channel select multiple
e @ Marketing Marketing distribution channel
. channels
re) $ Personnel Fersonnel distribution channel .
= — Point to the arrow to
&% ® Sales Sales distribution channel . X
-~ o modify a single
re) en Support distribution channel

channel

Delete

Figure 6-4 Accessing Channels—Properties

How to modify privileges for a single channel

EI 1 On Channels, point to the arrow next to the channel name, and choose
Properties, as shown in Figure 6-4. On Properties, choose Privileges

= 2 On Privileges, add privileges for users or security roles similar to the way you
assign privileges on a new channel. Remove privileges by moving user names
and roles from Selected to Available. Choose OK.

How to modify privileges for multiple channels

1 On Channels, select two or more channels you want to modify. For example,
select the Marketing and Sales channel. Then, point to Act upon selected
channels and choose Properties, as shown in Figure 6-5.

[ Selectall channels 9 Actupon selected channels Create Channel |
€2 @ Fersonal Ch
" &) @ Finance Finance distribution channal
&) € Managers Managers distribution channel
I e $3' hlarketing harketing distribution channel
e @ Personnel Fersonnel distribution channel
¥ e) @ Sales Sales distribution channel
e @ Support Suppart distribution channel
Figure 6-5 Choosing to modify two channels
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On Properties, choose Privileges.

On Privileges, assign or remove privileges on the selected channels to roles or
users by performing the following tasks:

1 To display the list of roles or users in Available, select Roles or Users.

2 To remove privileges on the selected channels, move one or more roles or
users from Available to Remove these privileges. iHub assigns read and
write privileges to a role or user you move to Remove these privileges.
Deselect the privileges that you want the role or user to keep.

3 To add privileges, move one or more roles or users from Available to Add
these privileges. With the role or user selected, assign read, write, or both
privileges.

4 To remove all privileges on the selected channels, except privileges you
assign in Add these privileges, select Remove all.

For example, assign read privilege on the Marketing and Sales channels to
Administrative assistants Agios Georgios and Julia Petrovna, as shown in
Figure 6-6.

Channels = Multiple . Properties

B

Privileges

This properies page does not display the combined properies of all the selected channels. You can only set
properties here, not view them.

Avallable: Remaove these privileges: I~ Remave all

€ sgios Georgios
€ slan Barron

€ Carolina Rojo
€ Dante Evans ;I
€ Eriza Senoadi ;I
€ Hira kanishi

€ Jlean Gaspard

€ ulia Patrovna

€ Ianesha Waszhbum
% t::dsahte)rark € fnios Geargios
€ Lorraine Michaglis .
€ Noriko Arizumi

€ Ravi Kalita

€ Renaldn Puenta

€ Sara Hadawi —

|+

Add these privileges:

€ Tim Radcliffe =l
F\Iter:l ¥ Read ™ write
i Roles Apply Filter |
& Users Clear Filter |
%I Cancell Applyl
Figure 6-6 Removing and adding privileges on multiple channels
Choose OK.
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How to clone a channel
You can create a copy of a channel by cloning an existing channel.

1 On Channels, point to the arrow next to the channel name and choose Clone,
as shown in Figure 6-7.

Channels (7 found)
Filter | Apply [ Clear |
[~ Selectall channels £ Actupon selected channels Create Channel
~
2 @ Fersonal Channel

I~ &2 € Finance Finance distribution channel
&2 @ Managers Managers distribution channel
T e @ Marketing Marketing distribution channel
™ &2 € Personnel Personnel distribution channel
T e¥ @ Sales Sales distribution channel

Open Support distribution channel

Pray

Delate

Figure 6-7 Choosing to clone a channel

2 On New Channel—General, change the cloned channel name. Optionally, add
a description, specify the number of days for auto delete, and specify the URL
for a small or large icon.

Modify any other properties as needed, then choose OK.
How to delete one or more channels
1 On Channels, you can delete one or more channels as follows:

m To delete a single channel, point to the arrow next to the channel name, and
choose Delete.

m To delete multiple channels at the same time, select the channels you want
to delete. Alternatively, to select all channels on the current page, select the
box next to Name. To select all channels in the Encyclopedia volume, select
Select all channels.

Point to Act upon selected roles, and choose Delete.
2 Confirm the deletion.

How to view a channel’s subscriber list

1 On Channels, point to the arrow next to the channel name, and choose Show
Subscribers, as shown in Figure 6-8.
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Channels (7 found)

Filter - ||

r

I~ €2 @ Finance

&) € Managers
2 © Marketing
&2 € Personnel

™ Select all channels a Actupon selected channels Create Channel

€2 @ Personal Channel

Apply | Clear |

Finance distribution channel
Managers distribution channel
Marketing distribution channel
Personnel distribution channe!

T e @ Sales Sales distribution channal

U Support distribution channel

Show Bubscribers

Delete

Figure 6-8 Choosing to show subscribers to a channel

Channels—Subscribers displays a list of current subscribers to the specified

channel, as shown in Figure 6-9. You cannot add or remove subscribers on

Subscribers.

Channels = Sales : Subscribers

Subscribers to channel "Sales™ :

Dante Evans
Eriza Senoadi

[E

Filter:
Anply | Clear |
Close
Figure 6-9 Viewing the list of channel subscribers

2 To return to Channels, choose Close.

How to specify a channel icon

You can specify an icon that both iHub and Information Console display next to

the name of a channel, as shown in Figure 6-10.
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# ACTUATE.

- Actuate

My Documents +

gz;lmrp
= Documents
#{7 Dashboard

F{ ] Finance Channels

Show subscribed channels j m

= Hame

#1 administrator

Custom icon

] Marketing
{7 Personnel Channel Name Description
B President. IPersonal Channel
#11 Public @ TEST_CHANMEL
[+ Resources
Figure 6-10 Custom channel icon

1 Place the icon image in <AC_SERVER_HOME> /servletcontainer
/mgmtconsole/images/channels. Alternatively, place the icon on a web

server.

From the side menu of Management Console, choose Channels.

To modify an existing channel, on Channels, point to the icon next to the

channel, and choose Properties.

To create a new channel, choose Create Channel.

4 In Channels—Properties, in Small icon URL, type the URL of the icon. For
example, use the following URL as shown in Figure 6-11:

http://localhost:8900/acadmin/images/channels/redball .gif

Channels > TEST_CHAMMEL: Properties

General

Narme: [TEST_CHANNEL -
Description: |

Auto delete after: |14 days ™

[E

URL

Srnall {16x16) icon URL: |ht‘tp'ﬁlnca\hnst'EQDDIacadmim’imagesrchannelsfredhall gif

Large (32432} ieon URL: |

i GetImages I

%I Cancell Applyl

Figure 6-11 Specifying the URL to the icon
5 Choose Get Images. Then, choose OK.
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Viewing a document

When iHub generates a document, iHub sends a completion notice to specified
channels. A subscriber to a channel can view the document in a web browser by
selecting the document name in the completion notice.

The web browser automatically uses the appropriate viewer for the type of
document. Users typically view documents using Information Console.

How to view a document from a channel
1 On Channels, open the channel containing the job completion notice.

2 Either choose the document name or point to the arrow next to the job name,
and choose Open Document, as shown in Figure 6-12.

Channels = Personal (filtkered : 3 found)

Filter: |\ W Succeeded W Failed W Cancelled  Apply | Clear

=¥ Actupon selected notices
r
™ €2 &) Sales by Region Sales by Reqion RETDOCUMENT Etiza Senoadi Oct8, 2012 5:18:06 PM 4
Iply] Details Sales by Customer RETDOCLUMENT Etiza Senoadi Oct8, 2012 5:17:50 PM 24
re Product Orders by Customer RPTOOCUMENT Eriza Senoadi Oct9, 2012 5:17:24 FM 1

Figure 6-12 Opening a document from a channel

The document opens in a separate browser window.

Working with notification groups

When a user schedules a job, the user has the option of choosing to notify other
users about the completion of the job. Notification groups provide a convenient
means of informing sets of users when jobs complete and documents are
available. Each member of the group receives an e-mail or a job completion notice
in the member’s personal channel, as specified for each user. Notification groups
streamline the notification process.

Only an administrator can create and manage notification groups. A user can
view a list of groups of which the user is a member on Personal Settings—Groups
in Management Console.

To complete the tasks in this section, use Notification Groups, as shown in
Figure 6-13.
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Motification Groups (5 found)

':EI Johs

Filter: | Apply | _Clear |
|! Files & Folders I~ Selectall groups £Y Actupon selected groups | Create Group
~

..
@ Users

™ & Finance Finance e-mail and channel notifications

r a Manacers Managerial e-mail and channel natifications
e Marketing  Marketing e-mail and channel notifications
™ €2 Personnel Personnel e-rail and channel notifications
I~ & sales Sales e-mail and channel notifications

Figure 6-13 Viewing Notification Groups
How to create a notification group
1 On Notification Groups, choose Create Group.

2 On Notification Groups—New Notification Group, type the name of the
group, as shown in Figure 6-14. Optionally, you can type a description.

Motification Groups = Mew Motification Group E

Marme : |Suppm1 *

Description : |Suppor1 e-mail and channel nofifications

(ok| _cancel | Apnly |

Figure 6-14 Creating a new notification group
Choose OK.
How to clone a notification group

You can create a copy of a notification group by cloning an existing notification
group.

1 On Notification Groups, point to the arrow next to the group name, and
choose Clone, as shown in Figure 6-15.
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Motification Groups (6 found)

Filter: | Apply | Clear |
™ Selectallgroups £ % Actupon selected groups Creata Group |

~
I~ & Finance Finance e-mail and channel notifications
™ £ Managers Managetial e-mail and channel notifications
re? Marketing  Marketing e-mail and channel notifications

[~ €% Personnel Personnel e-mail and channel notifications

I~ &2 sales

Sales e-mail and channel nofifications

e-mail and channel notifications

Delete

Figure 6-15 Choosing to clone a notification group

2 On New Notification Group, modify the cloned group name. Optionally, you

can type a description.
Choose OK.

How to add and remove users from a single notification group

1 On Notification Groups, point to the arrow next to the notification group
name, and choose Users, as shown in Figure 6-16.

Motification Groups (B found)

Filter: | Apply | Clear |
I Selectall groups aAct upon selected groups Create Group |

~

™ &2 Finance Finance e-mail and channel notifications

I~ &2 Managers
™ &2 Marketing
- &2 Personnel

Managerial e-mail and channel notifications
Marketing e-rnail and channel notifications
Personnel e-mail and channel notifications

™ &2 sales Sales e-mail and channel notifications
™ &2 Support  Suppart e-mail and channel notifications
Froperties

Users

Clone

te

Figure 6-16 Choosing to add or remove users to or from a notification group

2 On Notification Groups—Users, you can add and remove members of the

selected group, as shown in Figure 6-17.
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Motification Groups = Support: Users

[E

Users in group "Support” {0 users):

Add...

Remaove |

Filter: Applyl Clear |

Cloge |

Figure 6-17 Adding or removing users to or from a notification group
To add users:

1 Choose Add.

2 On Notification Groups—Users—Add, move the users you want to add to the
group from Available to Add, as shown in Figure 6-18.

Forailable

€ Alan Barron )5
€ Carnlina Rojo
€ Dante Evans

€ Eriza Sennadi
€ Hiro kanishi

€ Jean Gaspard
€ Julia Patrovna

€ Kanesha Washburm
€ Lin Shen
€ Linda Clark ;I

€ Larraine Wichaelis
€ Marika Arizumi

€ Ravi kalifa

€ Renaldo Puenta
€ Sara Hadawi

€ Tim Radcliffe

€ vijay Gupta -

Fitter: |

Apply Filter Clear Filter

oK| _cancel

Figure 6-18 Adding users to a group
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3 Choose OK.
To remove users:

1 Select the users whose membership you want to revoke, and choose
Remove.

Confirm the removal.
3 Choose Close.

How to add and remove users from multiple notification groups

1 On Notification Groups, select the names of the groups for which you want to
add or remove users. For example, select the Marketing and Sales groups, as
shown in Figure 6-19. Alternatively, to select all groups on the current page,
select the box next to Name. To select all the groups in the Encyclopedia
volume, select Select all groups.

Point to Act upon selected groups, and choose Users.

Select all groups on volume
Act upon the selected groups

Motificatiop/Groups (6 found)

Filter;

Apply C\earl
Create Group |

" “Selectall groups £ 9 Actupon selected groups

-
I\ Finance
™ E5\Wanagers

Propeties
inl Users

F
UEL,

Delete

¥ & Marketing

Marketing e-mail and channel notifications

Select all groups

I~ &2 Personnel Personnel e-mail and channel notifications on page
¥ &Y Sales Sales e-mail and channel notifications
r ﬂ Support Support e-mail and channel notifications
Figure 6-19 Choosing to add and remove users from multiple groups

2 On Notification Groups—Users, perform the following tasks:

m To remove one or more users from the selected groups, move the user or
users from Available to Remove these users.

» To add one or more users to the selected groups, move the user or user
from Available to Add these users.

m To remove all users from the selected notification groups, except users you
add in Add these users, select Remove all.

For example, add users Agios Georgios and Julia Petrovna to the Sales and
Marketing groups, as shown in Figure 6-20.
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Motification Groups = Multiple : Users E

Available Remove these users ; ™ Remove All

€ sdrministrator
€ mgios Georgios
€ slan Barron

€ Carolina Rojo
€ Dante Evans
€ Eriza Senoadi
€ Hira Kkanishi

€ Jean Gaspard
€ luliz Patrovna Add these users :
€ 1anesha Washbum

€ Lin Shen |§ Agins Geargios
€ Linda Clark

€ Lorraine Michaglis

€ Noriko Arizumi

€ Ravi Kalita _
€ Renaldn Puenta

€ Sara Hadawi 4|

F\Iter:l

|+

[l

[ [

apptyFiter | ClearFiter |

ﬂl Cancel | Applyl
Figure 6-20 Adding and removing users to and from multiple groups
Choose OK.

How to rename a notification group

iHub tracks groups by ID, not membership. When you change the name of a
notification group, its membership remains the same. Changing the notification
group name does not affect group member notification.

1 To rename a notification group, point to the arrow next to the notification
group name, and choose Properties.

2 On Notification Groups—Properties, type the new name of the group.

How to modify the description for multiple notification groups

Notification groups must have unique names. Groups can have the same
description, and you can modify more than one description at a time.

1 On Notification Groups, select the names of the groups whose description you
want to modify. To select all groups, choose Select all groups. To select all
groups on the current page, select the box next to Name. Point to Act upon
selected groups, and choose Properties.

2 On Notification Groups—Properties, type the new description as shown in
Figure 6-21.
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Motification Groups > Multiple : Properties x

This propetties page does not displaythe combined properties of all the selected groups. You can only set properties
here, not view them.

Description : |Sales and Marketing e-mail and channel notification

ok| _cancal | aony |

Figure 6-21 Properties for multiple notification groups
Choose OK.

How to delete one or more notification groups from the Encyclopedia volume

1 On Notification Groups:

m To delete a single notification group, point to the arrow next to the
notification group name, and choose Delete, as shown in Figure 6-22.

m To delete more than one notification group, select the names of the groups
to delete. To select all groups on the current page, select the box next to
Name. Point to Act upon selected groups, and choose Delete, as shown in
Figure 6-22.

Motification Groups (B found)

Filter: | #only | Clear |

[~ Selectall groups  £9 Actupon selected groups Create Group | Todelete
- multiple
I_ e Finance Finance e-mail and channel notifications groups

re Manacers Managerial e-mail and cha e
- g - Motification Groups (B found)

re? Marketing  Sales and Marketing e-ma

3] es nel e-mail and cha Filter: | _IADW _ICIear

re? hnd Marketing e-ma

[~ Selectall groups  E£% Actupon selected groups Creats Group |
e e-rnail and chann .

Delete

r
[~ &2 Finance  Fin ong
¥ B2 Mananers Malegoe e oo roant alions

Todeletea

A I3 0 harketing  Sales and Marketing e-mail and channel notification
Smgle r e Fersonnel Personnel e-mail and channel notifications
group r 0 Sales Sales and Marketing e-mail and channel notification
[~ €2 support  Support e-mail and channel notifications

Figure 6-22 Deleting a group

2 Confirm the deletion.
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Managing volume-level
operations

This chapter contains the following topics:

Working at the volume level

Archiving files and removing empty folders
Setting web browser defaults

Setting volume privileges

Setting volume-level printer options
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Working

at the volume level

To access the Volume pages of Management Console, choose Volume from the
side menu, as shown in Figure 7-1.

= Wolume
'EI Johs
— volume name corm Properies... |

-
|! Files & Folders qeiE 2 Auta Archive Mo |

6
'_,‘!j Users

Wolume administration wersion: 2

‘?’ Security Roles Archive Schedule

Motification

E Groups

—"

@. Channels
'ﬁi File Types

Figure 7-1 Viewing Volume

From Volume, you can:

Access Volume—Properties.
Initiate autoarchiving.

Schedule an archiving cycle.

Using Volume—Properties, you can:

Set a retry policy for failed jobs.

Enable or disable browser caching of DHTML documents.

Set security roles and user privileges on the Encyclopedia volume.
Set an autoarchiving policy for the volume.

Set a volume-level purge policy for job notices.

Set volume-level printing properties.

Figure 7-2 shows Volume—Properties—General as well as the other properties
for Volume.
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Wolume : Properties

General

“Yolume name: corp

Default retry policy for failed jobs:
i Do not retry
hours |0

 Retry ID_ times; wait [0 minutes between attermpts

Default browser settings:

™ Allow browser-side caching of DHTML reports. Expite cached pages after I minutes

Resource folder:

Browse.. |

|IResources

(K| _cancal | Apay |

[E

Figure 7-2 Volume—~Properties—General

Many of the relationships in the Encyclopedia volume have recommended and
hard limits. If you adhere to the recommended limits, the appearance, behavior,
and performance of Management Console is acceptable. Your web browser
imposes the hard limits. Table 7-1 shows the limits for the Encyclopedia volume.

Table 7-1 Limits for the Encyclopedia volume
Recommended

Relationship limit Hard limit
Channels notified about a particular job 100 1000
Channels to which a particular user 15 150
subscribes

Notification groups of which a particular 100 2000
user is a member

Security roles of which a particular userisa 100 2000
member

Security roles that are children of a 100 2000
particular security role

Security roles that are parents of a particular 100 2000
security role

Users and notification groups notified about 100 1000
a particular job

Users and security roles in a single access 100 2000

control list (ACL) for a file, folder, or
channel, including ACLs that jobs create
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Table 7-1 Limits for the Encyclopedia volume (continued)

Recommended
Relationship limit Hard limit
Users and security roles in a particular 100 2000
privilege template
Users who are members of a particular Unlimited (greater than
notification group 1,000,000)
Users who are members of a particular Unlimited (greater than
security role 1,000,000)
Users who subscribe to a particular channel ~Unlimited (greater than
1,000,000)

Archiving files and removing empty folders

By performing the following Encyclopedia volume autoarchiving tasks,
administrators and users specify the policy that iHub uses to delete files and
empty folders, and archive files and folders in the Encyclopedia volume:

m Using Management Console, an administrator can set the autoarchive policy
for the entire Encyclopedia volume and for specific files and folders.

m Using Configuration Console, an administrator can specify the archive service
to use to archive files. You specify a single archive service for the Encyclopedia
volume.

m A user can set the autoarchive policy for specific files and folders. A user must
have read, write, and delete privileges on the file or folder. When submitting a
job, a user can also set the autoarchive policy on the output document.

The following points are useful to know when setting autoarchive policy:

m  The volume autoarchive policy is the default policy for every file and folder in
the volume. If you change the policy for a file type, specific file, or folder, that
policy supersedes the volume policy.

m If you specify a policy for a particular folder that differs from its parent folder
policy, all the files and folders in that particular folder inherit its policy as the
default policy.

m If you specify a policy for a particular file, that policy supersedes the policy
the file inherits from its containing folder.

m If you do not specify a policy for a file type on Properties—Auto Archive for a
folder, any file of that file type within the folder inherits the folder policy.
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m The autoarchive process removes a folder if it is empty or if the following
conditions are true:

m  Every subfolder is empty.
m The age of every file in the folder has expired.

m If the administrator specifies a volume archive service provider in
Configuration Console, iHub enables the Archive before deletion option on
Properties—Auto Archive when a user selects or has already selected Delete
when older than n days n hours or Delete after date <date> time <time>.

iHub determines whether to perform autoarchiving on an item by processing
volume contents using the following order of precedence and evaluating:

= The policy on an individual file or empty folder

= The policy for the specific file type or folder, from the containing folder’s File
Type list

m  The containing folder’s default policy

m  The policy for the specific file type or folder, from the File Type list of the
folder containing the folder

= The policy for the specific file type or folder, from the File Type list of folders
that are higher in the hierarchy

m The policy for the Encyclopedia volume

To see an item’s autoarchive policy, from Files and Folders, point to the arrow
next to the item and choose Properties. On Properties, choose Auto Archive. On
Auto Archive, choose View Policy.

By default, iHub performs an autoarchive sweep once daily. You can specify
when and how many times to perform an autoarchive sweep in a day.

When iHub performs autoarchiving, it starts from the Encyclopedia volume’s
root folder. For each file whose age has expired, iHub deletes the file. If the
Archive files before deletion option is selected, iHub calls the archive application
for the Encyclopedia volume, then deletes the file if the archive process succeeds.
If the archive process fails, iHub does not delete the file.

Using autoarchiving applications

In Configuration Console, an administrator can specify a volume archive service
provider, or archive application, that the system uses to archive files before
deleting them. The archive application is software that is the interface between
iHub and an external archiving tool.

You can use an archive application that calls the online archive SOAP-based APL
iHub ships with a configurable, Java-based Encyclopedia volume autoarchive
application that uses the SOAP-based autoarchive API.
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When iHub performs autoarchiving, it loads the archive application. If a file
autoarchive policy specifies deletion and includes the Archive files before
deletion option, iHub exports the file to the external archiving tool.

iHub read-locks the file during the archive process so no other process can delete
or change the file during archiving. After the archive service signals that the
archive process succeeded, iHub deletes the file. If the archiving fails, iHub does
not delete the file.

Setting the volume’s autoarchiving and purging rules

On Volume—Properties—Archiving and Purging, shown in Figure 7-3, the
administrator can set the autoarchive policy for all the files and empty folders in
the Encyclopedia volume or for a specific file type.

The default policy for the volume is Do not automatically delete this file and Do
not archive the file before deletion. Use File Type to set the autoarchive policy for
a file type. The policy you set for that file type is the default policy for every file of
that type on the volume. When you select a file type in File Type, iHub displays
the current autoarchive settings for the file type you select.

You can modify settings for one file type after another before choosing OK to
implement those changes. iHub retains the values you set for multiple file types
and applies the values when you choose OK.

Figure 7-3 shows settings for an autoarchive policy on Volume—Properties—
Archiving and Purging.

Yaolume : Properties

Ix

Archiving & Purging

Auto archive policy for this volume:

File Type: [ |
+ Lse the default policy

¢ Do not automatically delete files

 Delgtewhen olger than days [ hours

[T Archive files before deletion

Default user notice purging setting for this volume:

I Purge success notices after ID days [0 hours

I™ Purge failure notices after ID days [0 hours

(K| _cancel | Apnly |

Figure 7-3 Viewing Volume—~Properties—Archiving and Purging

Volume—Properties—Archiving and Purging also displays the settings for the
volume’s default purging policy. Using the options described in Table 7-2, the
administrator sets the volume default policy specifying how long a job
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completion notice remains on a user’s personal channel before iHub can delete
the notice.

Table 7-2 Purge settings

Property Description

Purge success notices Enable deleting job completion notices for jobs that

after n days n hours succeed. Set the time after which iHub can delete the
notice.

Purge failure notices Enable deleting job completion notices for jobs that

after n days n hours fail. Set the time after which iHub can delete the
notice.

The administrator can view or change the job completion notice purge settings for
a user by choosing Users from the Management Console side menu, pointing to
the arrow next to a user and choosing Properties, then choosing Jobs. A user can
do this also, by choosing Personal Settings from the Management Console side
menu and choosing Jobs. A user’s own job completion notice purge policy
supersedes the volume-level policy.

How to set the Encyclopedia volume’s autoarchive policy

1 On Volume, choose Properties.

2 On Properties, choose Archiving and Purging.

3 On Archiving and Purging, specify the autoarchive policy for the
Encyclopedia volume. If you do not specify an autoarchive policy for a file
type, the Encyclopedia volume uses the default autoarchive policy.

4 When you finish, choose OK.

Scheduling and initiating an autoarchiving cycle

From Volume, you can start, stop, and schedule archive sweeps.

How to start an autoarchiving cycle

On Volume, choose Auto Archive Now, and confirm, as shown in Figure 7-1.

How to stop an autoarchiving cycle

When iHub is running an archive sweep on an Encyclopedia volume, you can
stop the process from Volume, using Stop Archive Thread, as shown in
Figure 7-4.
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Yolume

“Yolume name: corp Froperties... |
iHub 2 Stop Archive Thread 77— Stop the
wolume administration version: 2 archiving

process

Archive Schedule |

Figure 7-4 Stopping an autoarchive sweep
How to schedule an autoarchiving cycle

Choose Archive Schedule, as shown in Figure 7-4, to schedule regular archive
sweeps. You can specify the time zone, frequency, date, and time. You can even
exclude specific dates from the pattern that you create. You specify duration
using the Start and End dates in Archive Schedule.

Setting web browser defaults

An administrator can enable or disable DHTML document caching by a web
browser, as shown in Figure 7-5. Selecting Allow browser-side caching of
DHTML documents in Volume—Properties supports a user’s browser storing a
document in DHTML format on the user’s local machine. Normally, iHub does
not store DHTML files. You can specify the length of time before the cached pages
expire on Volume—Properties—General.

Enable or disable DHTML report caching

Wolume : Properties

General

“Yolume name: corp

Default retry policy fo/failed jobs:

i Do not retry

[ REWIP_ times; wait [0 hours |0 minutes between atternpts

Defayit browser settings:

™ Allow browser-side caching of DHTML reports. Expite cached pages after I minutes

Resource folder:

|IResources Browse.. |
(K| _cancal | Apay |
Figure 7-5 Enabling or disabling DHTML report caching
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Setting volume privileges

By default, the All security role has visible, read, execute, and write privileges on

the root folder. An administrator can view and change the root folder’s properties
on Volume.

How to view privileges on the Encyclopedia volume’s root folder
1 On Volume, choose Properties.
On Properties, choose Privileges.

2 On Privileges, you can view the current privilege settings.

Figure 7-6 shows the default setting.

Yolume : Properties %
Privileges
Avallable: Selected:
?z!\ctive Fortal Administrator ;l EA” v O OREW
T Active Partal Advanced
T Active Partal Intermediate
TEA
T Executives
TEFinance ;I
T Managers o
T Marketing —I
T Marketing Managers
TF Marketing wFP
T Oneratar
TEPersonnel 4|
Fitter: | - visiale [~ Secure Read = Read
& Roles Apply Filter | [T Execute = wirite T Delete
Grant All
© Users Clear Filter J J
I~ apnlythese privilege settings 1o the contents of the falder
™ Recursively include subfolders and their contents
= Replace existing privilege settings
OKl Cancel | Applyl
Figure 7-6 Viewing Volume—~Properties—Privileges

You can also modify the current privilege settings from Privileges.

When you finish, choose OK.

Setting volume-level printer options

The Encyclopedia volume recognizes and supports printers that are set up for
iHub. You do not have to install printers specifically for the Encyclopedia

Chapter 7, Managing volume-level operations 167



volume. You do, however, customize printer settings for each printer that is
available to the Encyclopedia volume.

Only a volume administrator can set printer options at the Encyclopedia volume
level. Users can accept values for these printer properties as defaults, set their
own, or set them on individual print jobs.

Table 7-3 describes these properties.

Table 7-3 Volume-level printer properties
Property Description
Scale The scale at which to print the output, expressed as a
percentage.
Resolution The resolution at which to print the output.
Mode Black and white or color.
Number of copies The number of copies to print.
Collate Collate the copies.
2-Sided printing Select:

m 1-Sided Print
m Flip on long edge (double-sided, side by side)
m Flip on short edge (double-sided, top to top)

Page size An extensive drop-down list of standard international
formats.
Paper tray The paper source.

Some printers do not support all these options.

When a user prints a document, iHub adheres to printing specifications from
three sources, in the following order of precedence:

m Printer property values set for the current print job.

m Printer property values that are the user’s default settings. The Encyclopedia
volume administrator or the user can set these values.

m Printer property values that are set at the Encyclopedia volume level by the
Encyclopedia volume administrator.

For a print request when scheduling a job, iHub uses the page size that the user
explicitly selects either on Schedule—Printing, or on Personal Settings—Printing.
If the user does not select a page size, iHub uses the page size that the scheduled
design or document specifies. iHub does not use the Encyclopedia volume
default setting.
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Figure 7-7 shows how iHub determines which printer properties to use for a

print job.

Properties set for

the print job?

[

Properties setfor || yes

Yes

N

the printer?

| No

Printer uses
these settings

|ves
Encyclopedia
volume defaults
Figure 7-7 Precedence for printer properties

Using Volume—Properties—Printing, an administrator can set property values

for any iHub printer and specify the default printer for an Encyclopedia volume.

How to set Encyclopedia volume-level printer properties

1 On Volume, choose Properties.

On Properties, choose Printing.

2 On Printing, specify a default printer and printer settings for the Encyclopedia
volume, as shown in Figure 7-8.

If available, iHub displays the following information from the printer and

operating system:
m  Manufacturer
= Model

m  Description

= Location

When you finish setting the properties for a printer, you can set properties for
a different printer by selecting it from the Printer drop-down list. You do not

need to choose OK between printer selections.

When you have specified settings for all printers, choose OK.
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Volume : Properties

£

Printing

Printer: |Micrusoﬂ><PS Docurment Writer j ™ Setas default

Manufacturer: Microsoft

Maodel: Microsoft XP S Document Writer
Description:

Lacation:

COverride printer's default settings for:

[© Scale: I
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Mode: & BRW & Color
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2-Sided printing: ¢ 1-Sided Print ¢ Flip onlong edge ¢ Flip on short edge
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L B B |

ﬂl Cance\l Applvl

Figure 7-8 Setting print properties on Volume—Properties—Printing
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Managing Encyclopedia
volume security

This chapter contains the following topics:

m About Encyclopedia volume security

m Planning how to assign privileges

m Setting privileges to access an information object
m Using page-level security

m Using information object pass-through security
m  About Open Security

m  About RSSE

m Using Management Console with Open Security

m Using RSSE with page-level security
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About Encyclopedia volume security

An administrator protects the Encyclopedia volume against unauthorized use by
password protecting user accounts, sharing files, and assigning privileges to
users and groups of users to access files, folders, and channels.

Using Management Console, an administrator assigns privileges, such as
Execute, to users either directly or through security roles, as shown in Figure 8-1.

carp = Finance = Manthly Revenue Analysis (RPTDESIGN) (Version 1) : Properties X

Privileges

¢ Do not share
& Share
Availahble: Selected:

[% Active Portal Administrator - ¥EFinance
% Active Portal Advanced
fé.ﬁ\ctwe Fortal Intermediate
TEAI

T Executives

TErFinance ;I
=~

TEManagers

TE Marketing

T Marketing Managers
T Marketing WP

TF Operator Execute
TEPersonnel - | privilege

Filter:l [T YAible ) [ Secure Read (3) W Read (R)
& Roles Apply Filter [V Execute (E) [~ ‘Write 00 I~ Dalete (O

Grant (G All
& Users Clear Filter | L e L]
QK| Cancel | Applyl

Figure 8-1 Assigning a privilege to a security role

A security role is a name for a set of privilege levels. You use a security role to
assign privileges to a group of users.

About the types of privileges

Users can have the following types of privileges to access files in an Encyclopedia
volume:

m  Delete
The ability to remove items from the Encyclopedia volume.

m  Execute
The ability to run items from the Encyclopedia volume.
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m Grant

The ability to extend privileges for a specific item in the Encyclopedia volume
to another user.

m Read

The ability to open, work with, print, and download an item in the
Encyclopedia volume.

m  Secure read

The ability to read only specific parts of a document in the Encyclopedia
volume. To use Secure read, iHub must have BIRT Page Level Security option
enabled.

m Trusted execute
The ability to execute an information object without having execute privilege
for the information object’s underlying data sources. This privilege applies
only to information object (.iob) files.

m Visible
The ability to view items in the Encyclopedia volume.

m  Write
The ability to place an item in an Encyclopedia folder.

About Page Level Security option

You purchase a license to use Page Level Security to restrict user access to specific
pages of a BIRT document. Users or security roles that have the secure read
privilege can read specific pages of a document protected by page-level security.

About accessing files and folders

All users can view the root folder of the Encyclopedia volume. A user must have
the visible privilege to see items in the root folder. An administrator can specify a
home folder for a user. When you log in to Management Console, you see your
home folder. You have visible, read, and write privileges for your home folder.

By default, a user who creates a file or folder in the Encyclopedia volume owns
the item and has full privileges to access it. A user with the privilege to read a file
can copy it and become the owner of the copy. If an administrator deletes a user,
the administrator becomes the owner of all files and folders that the deleted user
owned. An administrator always has full privileges on all items in the
Encyclopedia volume.
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Planning how to assign privileges

You need to understand the privileges required to run designs and perform other
tasks, so you can devise an effective security strategy. Table 8-1 lists the privileges
that a user needs to perform typical tasks with items in the Encyclopedia volume.
You set the privileges on a particular item in the Encyclopedia volume, such as a

design or folder.

Table 8-1

Privileges to access files and folders

Tasks

Required privileges

Copying an item from one
folder to another

Deleting a folder

Deleting a file

Downloading contents of a
document

Downloading a document
with restricted content

Moving an item

Opening an Actuate search
definition (.ros) file created by
another user

Printing a document on an
iHub printer

Reading contents of a
document

Reading restricted contents of
a document
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Visible—item
Visible—destination folder
Write—destination folder
Visible—folder
Delete—folder
Delete—files in the folder
Visible

Delete

Read

Read and Execute

Visible—item

Visible—destination and source folders
Write—destination and source folders
Visible—the search definition file
Read—the document file

Read and execute—the executable file
Visible

Read

Read

Secure read



Table 8-1 Privileges to access files and folders

Tasks Required privileges
Running or scheduling a Read, secure read, or visible—design
design to run Execute—design

Delete—pre-existing document file if the run
replaces it

Running a document with Secure read—document
restricted content

Setting privileges to access an  Visible
ltem Grant

Viewing a file or folderinalist Visible, read, or secure read
of files or folders

Viewing the properties of an  Visible, Read, or Secure read
item

Table 8-2 lists the privileges that a user needs to perform typical tasks in channels.

Table 8-2 Privileges to channels

Tasks Required privileges

Reading a notice in a channel =~ Read or Secure read—document the notice
contains

Sending a notice to a channel =~ Write

Subscribing to a channel Read

Updating the contents of a Write—channel
channel

Viewing a channel Read

Setting privileges to access an information object

If a user has trusted execute privilege to access an information object or data
source map, iHub does not check the privileges of any data sources that the
information object uses. If the user has only execute privilege, iHub checks the
privileges of the underlying data sources before it runs the information object.
Figure 8-2 shows an example of iHub checking privileges. MyObject uses the
Sourcel information object. Sourcel uses Source2. If a user has execute privilege
on MyObject and trusted execute privilege on Sourcel, iHub checks privileges on
MyObject and Sourcel. iHub does not check privileges on Source?2.
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User has execute but not

oL iHub checks
trusted execute privilege

user’s privileges

MyObject
I

User has trusted execute

o Sourcel
privilege :
Source?2 iHub does not check
user’s privileges
Data sources
Figure 8-2 Using trusted execute privilege

In Files and Folders, the administrator can set the trusted execute privilege on
Properties—Privileges for an information object, as shown in Figure 8-3. iHub
removes the trusted execute privilege when you update or copy an object.

corp = Public = Information Objects Based Examples = Sample_Project = X
Information Ohjects = Application Layer = Sales (IOB) (Version 1) Properties

Privileges

~ Do not share
= Share
Availahle:

4 F Executives |

TEFinance
H
=

Selected:

TE Marketing
{5 Marketing Managers
TE Marketing VP
TF Operatar
TEPersonnel

Sales
TE Sales Managers
TESales VP
TESupport

Filter. [

Trusted Execute
privilege

W wisible ) [~ Sexdre Read (3) ¥ Read (R}

i+ Roles

TEManagers
Apply Filter |

W Execute (E) [~ Ahirite A7)

I~ Delete (D)

[T Grant(G) [ Trusted Execute (T) [~ All

= Users

Clear Filter

oK _cancel | Apply

Figure 8-3

Assigning trusted execute privilege to a role

Using page-level security

BIRT Page Level Security option supports page-level security for BIRT designs
(rptdesign). Design developers create a design using security rules that
determine which pages or parts of a document a user can view. The design
defines a list of users and security roles that can access the document’s groups
and sections. In the design, the list can be a static list or an expression that
generates a list based on information in the design. iHub uses this list to generate
the access control list (ACL) for each document page.

176 Managing an Encyclopedia Volume



Viewing documents using page-level security

When a user views a document that uses page-level security in an Encyclopedia
volume, the View process retrieves the user’s ACL from the volume. Then iHub
compares the user’s information with the ACL for each page in the document to
determine which pages the user can view.

Enabling page-level security

To use page-level security in a shared document, the administrator must assign
BIRT Page Level Security option and secure read privilege to a user or role. This
option and privilege gives the user or role access to the parts of the document the
user or role has the authorization to view, and the ability to run the document. A
user typically runs a document to convert its format, for example, from
rptdocument to PDFE.

If a user or security role has read privilege on a document that uses page-level
security, the user or role has authorization to view the entire document.

Using information object pass-through security

=2

To connect to a data source, an information object uses a data connection
definition (.dcd) file. The DCD specifies what security information, such as a user
name and password, the information object uses to access data from the data
source.

When creating a DCD, the data modeler uses Actuate Information Object
Designer to specify the file’s security policy as either proxy or pass-through.

m  Using proxy security, the information object uses the security information
specified in the DCD when it connects to a data source.

m Using pass-through security, the information object uses the security
information provided by the volume administrator using Management
Console.

Typically, you use pass-through security to avoid changing the name-value pairs
set in the DCD by using Files and Folders in Management Console to specify
alternate name-value pairs that override those in the DCD.

When associating pass-through security with an Encyclopedia volume security
role, the role must have only individual users as members. iHub does not support
using nested roles with pass-through security.

How to configure an information object to use pass-through security

1 On Files and Folders, point to the arrow next to the name of a DCD, and
choose Pass Through Security, as shown in Figure 8-4.
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carp > Sales > International > Region 1:Morth {1 found)

Filter: || ™ Latestwersion only W Folders W Documents W Executables
I Selectalliterns &9 Actupon selected items create Foider | AdaFile |

r

r c FJ Classichodels Data Connection Definition 1 0.52 kB

P

Fass Through Security

Figure 8-4 Configuring a DCD for pass-through security

— |l 2 To enable pass-through security for a user or role, on Files and Folders—Pass
Through Security, select the user or role in Available, as shown in Figure 8-5.

corpg > Sales » International » Region 1: Morth = _ ClassicModels (DCD) (Wersion ) : Pass Through Security|
A ailable: Selected:

% Al - ﬁ Sales

ﬁ Executives

ﬁ Finance

35 Managers

E warketing

ﬁ Marketing Managers
TE Marketing VP

|
|

35 Operator DataSource connection properties for;
%% Personnel
ﬁ Sales Managers -
Filter: |-
" Users Clear Filter |
Close
Figure 8-5 Specifying security roles or users

Choose the right arrow to move it to Selected.

3 To provide new values for DCD properties, select a user or role in Selected, as
shown on the left in Figure 8-6. In this case, the Sales role is selected.

You specify any DCD property and value for it by choosing Add. Or, choose
Add User Name and Password and specify values for the username and
password properties only, as shown on the right in Figure 8-6.
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Selected: Selected:

DataSource connection properties for: Sales DataSource connection properties for: Sales

Name Value Mame: username

Yalue Isalesdb

Mame: password

Yalue Inu...

Add User Mame and Passward.. |

Add.. | Edit. | Delete | | cona |
close | Close
Figure 8-6 Setting data source connection properties
Choose OK.

If you need to modify the pass-through security settings, choose the role or
user in Selected to display the pass-through properties and values. Then,
select the name and value to edit and choose Edit, as shown in Figure 8-7.

Selected:

DataSource connection properties for: Sales

Name  Value
password

uzername salesdh

Add User Mame and Passward.. |

Add... Ed\t...l Deletel

close |

Figure 8-7 Editing data source connection properties
Modify the value and choose OK.

To delete a pass-through property setting, choose the role or user in Selected to
display the pass-through properties and values. Select the property and value
to delete, then choose Delete.
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About Open Security

Open Security is an Actuate Server Integration Technology that supports
externalizing user registration and properties management to another system.

Using Open Security, developers use the Report Server Security Extension (RSSE)
to create an interface to an external security source, such as a Lightweight
Directory Access Protocol (LDAP) server. Using the interface, iHub retrieves
information from the external security source to control access to the
Encyclopedia volume. Developers create an interface to the Encyclopedia volume
that performs various levels of security integration based on an external security
source.

You need to understand the following terms associated with the application:

m Authentication

The process of verifying user login information. A user sends the login
information to authenticate the user’s identity. For example, a password
confirms that the user is entitled to use a particular user ID. More complex
authentication mechanisms include a smart card that a user must run through
a reader, a digital certificate, or biometric data such as a fingerprint.

m  Authorization
The process of determining whether an authenticated user is allowed to access
a particular resource. For example, iHub determines whether a user has the
right to access a particular item in an Encyclopedia volume.

About RSSE

Using the Java Report Server Security Extension (RSSE), a developer can create an
application that controls security for an Encyclopedia volume. iHub can use
internal security functionality or an RSSE application to use external security
information. In either situation, iHub uses privileges to control access to
Encyclopedia volume information.

Actuate provides a set of applications that use a Java RSSE service in \ Actuate
\ServerIntTech2\Java Report Server Security Extension. This library shows how
you can create a driver within the Java RSSE framework. The directory contains
subdirectories for three areas of RSSE functionality:

m External authentication

You can authenticate users in the Encyclopedia volume based on an external,
third-party security system. You can see a Java RSSE service implementing
external authentication in \ Actuate\ServerIntTech2\]Java Report Server
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Security Extension\LDAP_Authentication_Example. For more information
about this application, see readme.doc in that directory.

m External registration
You can control access to Encyclopedia volume items based on information
from an external security system. With this strategy, you externalize users,
roles, groups, and user properties. You can see a Java RSSE service that
implements external user registration in \ Actuate\ServerIntTech2
\Java Report Server Security Extension\LDAP. For more information about
this application, see readme.doc in that directory.

m  Changing access control lists (ACLs) to control access to documents that use
page-level security
By default, the Encyclopedia volume returns the user and all security roles to
which the user belongs. You can control access to data in a document using
page-level security based on information from an external third-party security
system. When you use an external third-party security system, an application
typically needs to translate the BIRT iHub list to an application-specific access
control list. You can see this type of application using a Java RSSE service in \
Actuate\ServerIntTech2\]Java Report Server Security Extension
\Page_Security_Example. For more information about this application, see
readme.doc in that directory.

For more information about RSSE, see the following resources:

m Chapter 10, Using Java Report Server Security Extension, in Using BIRT iHub
Integration Technology.

m In the directory into which Server Integration Technology installs, see
\Java Report Server Security Extension\LDAP\readme.txt. iHub Integration
Technology typically installs into Program Files (x86)\ Actuate\
ServerIntTech2 on Windows platforms and /ServerIntTech on Linux
platforms.

Open Security levels

Open Security can be configured for one of several levels of use. Table 8-3 lists
and describes all Open Security levels.

Table 8-3 Open Security levels

Level Description

Open Security not used The Encyclopedia volume stores information such as
users, security roles, notification groups, and
privileges.

(continues)
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Table 8-3 Open Security levels (continued)

Level Description
External user The Encyclopedia volume stores information such as
authentication users, security roles, and notification groups.

Atlogin, a Report Server Security Extension
application authenticates users externally.

A Report Server Security Extension application maps
the user to an Actuate user.

Complex credentials are supported.

External user The Encyclopedia volume stores information such as
properties users, security roles, and notification groups.

Some or all user properties can be specified in an
external security source.

External or internal user authentication can be used.

External user An external security source stores information such
registration as users, security roles, and notification groups.

All user properties are obtained externally.
External user authentication must be used.

The Open Security application that ships with iHub uses the External user
registration level. Use the External user properties level with the Open Security
not used level or with the External user authentication level.

The following Open Security applications ship with iHub:

m External authentication

The Open Security application uses security information from a Sun ONE
Directory Server, an LDAP server, to control attempts to log in to the
Encyclopedia volume. The LDAP server stores only authentication
information, such as a user’s login and password.

m External registration

The Open Security application uses external registration, where all user
information is stored in the LDAP server.

About external user authentication

Using a Report Server Security Extension (RSSE) application, iHub accesses an
external security source to authenticate user credentials, such as a user name and
password, when a user attempts to log in to the Encyclopedia volume. The
security extension application evaluates the credentials and determines whether
they are valid. If the application validates the credentials, it determines which
Actuate user account should access the Encyclopedia volume.
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At this Open Security level, Actuate user accounts and Actuate security roles are
defined in the Encyclopedia volume. Each user must be defined in the
Encyclopedia volume. Privileges are defined, using Actuate user names and
security roles, for access to folders and other items, such as designs, jobs, and
channels.

About external user properties

Using Open Security functionality, you can store any combination of the
following Actuate user properties in an external security source:

m E-mail address

m  Web viewing preference

=  Home folder

m Privilege template

m  Maximum job priority

m Security IDs for page-level security
m Notification preferences

m  Channels to which a user subscribes

If a property is specified externally, the property’s value in the Encyclopedia
volume is ignored. You cannot use Management Console to update that property.

At this Open Security level, the following information is managed within the
Encyclopedia volume:

m  User name
m Security role membership
= Notification group membership

m Privilege rules, in the form of access control lists (ACLs) for folders and other
items, such as designs, jobs, and channels

About external user registration

Using this level of Open Security functionality, an RSSE application obtains all
user information from the external security source. The RSSE application
determines whether the user credentials are valid and specifies the user’s
properties. You can use page-level security with this level of Open Security.

At this Open Security level, the Encyclopedia volume passes the user’s login ID
and credentials to the RSSE application. The application evaluates the credentials
and determines whether the user can access the Encyclopedia volume and, if so,
what the user properties are.

Chapter 8, Managing Encyclopedia volume security 183



The external security source maintains the following user information:
m  User name

m  E-mail address

m  Web viewing preference

=  Home folder

m Privilege template

m  Maximum job priority

m  Security role membership

m Security IDs for page-level security

= Notification preference

= Notification group membership

m  Channels to which the user subscribes

At this Open Security level, you do not specify or store the user in the
Encyclopedia volume. If your security source contains user profiles having the
appropriate user information, developers can create an RSSE application that
uses this information. You do not have to duplicate the user information in the
Encyclopedia volume.

You define privileges for files and folders using security roles or user names. Use
Management Console to assign privileges.

At this Open Security level, the external security source provides the identities of
users, security roles, and notification groups. The external security source
provides a single, unique identity for each Encyclopedia volume user, security
role, and notification group.

Master lists of users, security roles, and notification groups are not in the
Encyclopedia volume. Instead, the Encyclopedia volume uses the RSSE
application to retrieve lists of users, security roles, and notification groups and
their properties.

The Encyclopedia volume stores ACLs for each folder and other items, such as
designs and other files in the Encyclopedia volume, jobs, and channels. The ACLs
contain the user and security role names from the RSSE and the privileges
assigned to each user and security role.

About externally defined security roles

When using an RSSE application with externally defined Actuate security roles,
the security roles cannot be nested. For example, if the security roles Supervisor
and Manager are defined externally, the Supervisor security role cannot be a child
of the Manager security role.
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About the All security role and external registration

The All security role is a system security role to which all users belong. When
using external registration, developers can create an RSSE application that
enables or disables the All security role in the Encyclopedia volume.

About the anonymous user and external registration

When using external user registration, iHub does not support the special user
with the name anonymous. If no Open Security is used, and the anonymous user
is present with no assigned password in the Encyclopedia volume, the
anonymous user is used as a default login for the Encyclopedia volume.

When using external user registration, a developer must set up the external
security source and RSSE application to support connecting as anonymous. To do
so, the RSSE application must accept a login with the user name anonymous and
no password.

About the Administrator security role and external registration

The Administrator security role is a system security role with administrative
privileges. A user belonging to the Administrator security role can access any
item in the Encyclopedia volume. An administrator performs functions such as
creating users and security roles and assigning privileges.

About the administrator user and external registration

When an Encyclopedia volume uses external user registration, for a user to
administer the Encyclopedia volume, the user must belong to the Administrator
security role.

For example, when configuring the RSSE application that ships with iHub, you
specify a role in the external security source that the Encyclopedia volume uses as
the Administrator role. A user who is a member of the role has Encyclopedia
volume administrative privileges.

About the Operator security role and external authentication

The Operator security role is a system security role. Members of the Encyclopedia
volume’s Operator security role can create and delete an auto archive schedule
and execute an auto archive sweep. When using external registration, the
Operator security role is defined in the Encyclopedia volume. Users who are
assigned to the security role named Operator have the same capabilities in the
Encyclopedia volume.
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About channels and external authentication

The Encyclopedia volume maintains a list of channels. The Encyclopedia volume
or an external security source maintains the list of channels to which a user
subscribes.

Using Management Console with Open Security

Using Open Security functionality, developers can create a custom login from an
Actuate desktop product to the Encyclopedia volume. The login application
passes the login information from the desktop product to the Encyclopedia
volume for authentication. Using the iPortal Security Extension, developers can
create a custom login to be used when accessing the Encyclopedia volume with a
web browser and Information Console.

Home folder privileges, printer properties, and other properties are affected
when you use Open Security.

About home folder privileges

If the Encyclopedia volume uses the Open Security RSSE application that ships
with iHub, iHub assigns the default privileges for the externally defined user’s
home folder.

About printer properties

The following levels exist for setting printer properties for externally defined
users:

m Default printer properties for the Encyclopedia volume
m  Default printer properties for a user
m Printer properties for a specific job

If the Encyclopedia volume is using Open Security, and users are defined
externally, iHub disables the ability to modify default printer properties for a
user.

About externally defined properties

Any fields that are used for properties defined externally are disabled. Figure 8-8
shows how user properties appear when the user name, password, e-mail
address, and home folder are defined externally. Each of these fields is read-only.
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Password: =
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Figure 8-8 Viewing externally defined properties

About searching when using an RSSE application

iHub limits the number of search conditions that you can impose when the
Encyclopedia volume uses an RSSE application that uses external registration.
When searching for a security role, user, or notification group, iHub supports
using only one search condition for each search. You can use the wildcard
character, or an asterisk (*), in Filter on any page in Management Console if the
Encyclopedia volume uses Open Security.

Using RSSE with page-level security

Using the Report Server Security Extension (RSSE) and page-level security,
developers can create an RSSE application that associates security IDs in an ACL
to one or more users or security roles.

For example, a design developer can create a BIRT design that contains Demo as a
security ID in some of the design’s ACLs. Using an RSSE application, Demo does
not have to be a user or security role. The RSSE application can take the security
ID Demo and map it to a set of users. When a user who is associated with Demo
views the document the design generates, that user can see the document pages
for which the page’s ACL contains Demo.
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archive drivers 83, 108
Archive files before deletion setting 83, 87
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Archive the document before deletion
setting 108
Archive the files before deletion setting 83
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See also archiving policies
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Properties) 68,78,79, 83, 84, 85
Auto Archive page (New Folder) 87
Auto delete after property 144
autoarchive applications 163
autoarchive drivers 83, 108
Autoarchive policy property 108
autoarchiving 78-85, 162-166
autoarchiving options 80, 81, 82
autoarchiving policies. See archiving policies
autoarchiving properties 78, 79
autoversioning options 102, 108
Available list (Privileges page) 71

B

background jobs. See scheduled jobs
backslash (\) character 16
BIDI processing setting 112, 122
bi-directional data processing 112, 122
BIRT Data Object Design 7
BIRT Data Object Store 7,103
BIRT design output formats 98
BIRT designs. See design files
BIRT document output formats 98
BIRT documents. See document files
BIRT iHub. See iHub
BIRT Interactive Viewer option 41
BIRT report libraries 7
BIRT reports 7

See also reports
black-and-white print mode 122
bursting 125

C

cache databases

See also cache tables
caching

DHTML reports 166



information objects 92
calendar 83
cancelling jobs 125, 139
case sensitivity 26
changing
access control lists 181
archiving policies 82
autoarchiving options 81
channel names 148
channel subscriptions 42
file names 69
file types 69
headlines 109
home folders 36
job names 101
job priorities 26
job settings 138
licensed options 41
notification groups 38
passwords 24
printer settings 40, 121, 186
privilege templates 39
privileges 39, 146
role properties 53, 59
roles 37,50, 62
search conditions 19
user properties 33—43
channel icons 144, 149
Channel Privileges page (New Security
Role) 55
Channel Subscriptions page (Users) 35, 42
channels
accessing 142,143, 175
changing privileges for 146
changing subscriptions to 42
cloning 148
creating 143, 144
deleting 148
displaying 35
distributing reports and 142
externalizing information for 186
naming 144
removing notifications from 28, 131, 133,
139, 144, 165
removing privileges on 146, 147
removing subscriptions to 43
renaming 148

selecting 118, 145
sending notifications to 28, 118, 119, 131,
143, 161
setting privileges for 35, 55, 143, 144, 147
setting properties for 143, 144, 145
subscribing to 34, 142, 143, 161
unsubscribing from 143
updating 145
viewing completion notices and 134, 143
viewing documents in 151
viewing subscriber lists for 143, 148
Channels icon 11
Channels page (Management Console) 11,
142
Channels page (Schedule) 118
Channels property 98
character strings. See strings
characters
creating passwords and 26
creating user names and 26
entering in expressions 127, 129
filtering data and 15, 187
searching for 16
Chart DPI setting 111, 112, 122
charts 111
child roles 48, 62, 161
Child Roles page (New Security Role) 55
Child Roles page (Security Roles
Properties) 60
clearing data filters 16
cloning
channels 148
notification groups 152
security roles 58
user accounts 44
clusters 97,127
Collate property 122,168
colon (;) character 127
color print mode 122
Column list setting 111
column names 111
columns in tabular lists 17, 18
Columns page (Search) 17
comma (,) character 127
comma-separated values files. See CSV
output formats
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completed jobs 37,135, 151
See also jobs
Completed page (Jobs) 130, 139
Completed property 130, 135
completion notices 28, 120, 130, 142, 143
See also notifications
Configuration Console
archiving report files and 162, 163
managing Encyclopedia and 2
purging job notices and 28, 133
running event-based jobs and 100
running iHub services and 123
configurations
enabling Datamart Security and 117
enabling Open Security and 181
printing and 123

specifying locale-specific formats and 127

starting iHub services and 3, 4
connection definition files 177, 178
connections, securing 177
Copy dialog 90, 91
copying

channels 148

folders 89-92

notification groups 152

report files 89-92

security roles 58

user properties 43
Create a new version setting 87, 90
Create Parameter Values File dialog 106
creating

access control lists 161, 176, 181

archiving policies 81, 83, 84, 162, 165

channels 143, 144

folders 86

notification groups 151, 152, 161

passwords 26

PostScript files 122

privilege templates 30

resource groups 103

RSSE applications 180, 187

security roles 48, 51, 52, 58, 161

user accounts 24, 25, 26

user names 26

users 26,43
Criteria page (Search) 17
CSV output formats 111, 112
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custom events 100
customizing
date-and-time formats 126, 127, 129
Encyclopedia logins 186
job schedules 99
Management Console 11
printer settings 168

D

Dashboard folder 7
Dashboard page (New User) 32
Dashboard property 34
dashboard sample designs 7
dashboard settings 25, 32
dashboards 103
data
filtering 14, 16, 117
retrieving from
data sources 2
databases 94
external security source 180, 183
information objects 177
searching for 17, 187
data connection definition files 177,178
.data files 7
data filters 14, 16, 187
data object design files 7
See also design files
data object stores 7, 103
data repository 2
See also Encyclopedia volumes
data rows. See rows
data sets 111
data source map files 71, 175
data sources
connecting to 177
retrieving data from 2,177
running information objects and 175
data types 111
database drivers. See drivers
databases 94
.datadesign files 7
See also design files
Datamart Security 117
date expressions 125, 127
date format symbols 127



date formats 126, 127
date stamps 125, 126, 127, 129
dates 83,111, 126
.dcd files. See connection definition files
default archiving policy 81, 164
default printer 30, 40, 169
default resource groups 103
Default user notice purging options 28
default values 106
default wait period 100
Delete after date/time setting 80, 83
Delete cache table setting 92
Delete notice options 28
delete privilege 70, 88,172
Delete when older than setting 80, 83
deleting
channel subscriptions 43
channels 148
folders 78, 87, 88
job information 125
jobs 139
licensed options 31, 41
notification groups 157
notifications 28, 131, 133, 139, 144, 165
privileges 39, 48, 146, 147
report files 78, 82, 83, 88
security roles 37, 58, 63
subfolders 81
temporary files 97
user accounts 45, 46
users 173
dependencies. See file dependencies
Dependencies page (Files and Folders
Properties) 68,77
Dependencies page (Properties) 124
Description property 144
design elements 7
design files 6, 98, 110
design tools 85
designs 6,7, 8, 25,94, 95
DHTML formats 71, 166
DHTML reports 166
directories
accessing sample RSSE application
and 180
displaying channel icons and 150

storing temporary files and 97
directory paths
current volume folder 5
event-based jobs 99
home folders 26
report executables 77
displaying
archiving policies 82, 108
channel icons 149
channel subscribers 143, 148
channels 35
completion notices 134, 142, 143
file or folder information 66, 67, 68
file type properties 21, 81
file types 80
files 5,70
job information 125, 130, 134-138
licensed options 31, 41
notification groups 151
printer information 122, 169
reports 151,177
scheduling information 137
security roles 52
user account information 11
distributing reports 28, 118, 119, 142
Do not archive file before deletion setting 82,
164
Do not automatically delete setting 80, 82,
164
Do not share setting 87
document files
archiving 82
assigning privileges to 116, 177
attaching to e-mail 28, 120
converting 98, 110, 112
distributing over channels 28, 118, 119, 142
generating 85, 94, 95, 108
running 101
setting dependencies for 124
viewing information about 136
Document format property 107, 109
Document name property 107
document names 125
documentation v
documents 2
See also document files; reports
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downloading report files 71, 92

driver path names 20

drivers
archiving report files and 83, 108
creating 180

Duplex property 122, 168

dynamic hypertext markup language. See

DHTML formats

E

Edit Schedule dialog 99

editing. See changing

e-mail
See also notifications
attaching reports to 28, 120
entering user addresses for 26
sending 28, 120, 161

Embedded font setting 112

Enable pivot table setting 111

encoding options 111

Encoding setting 111

Encyclopedia volumes
accessing items in 66, 71,173, 174
adding items to 85, 86
aging items in 162, 164, 165
archiving items in 78-85, 162-166

authenticating users for 180, 182, 183, 185,

186
controlling access to 180
creating users for 43
deleting user accounts and 45
downloading files to 71, 92
externalizing user information for 181,
182,183, 184, 185, 186
filtering data in 14-16
logging in to 24, 27, 36, 182, 186
managing reports in 2, 66, 87, 160
navigating through 5
preserving items in 82
printing reports and 30, 167-169
removing items from 82, 83, 88, 97,163

restricting access to items in 71,117,172,

173
running jobs and 104, 105, 123
searching 17-19
setting privileges for 66,172,174
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setting properties for 160, 164
specifying home folder for 26
uploading files to 69, 85
viewing items in 5,70, 173, 177
viewing privileges on 167
viewing specific file types in 80
errors 100, 129
event states 136
event-based jobs 99, 100, 123, 135
events 99, 135
Examples folder 6
Excel output formats 111
Excel spreadsheets 98, 111
executable file data 137
executable file names 135
executable files 6,77, 136,174
execute privilege 70,172
execution failed messages 125
expiration policies 133
Export charts as images setting 111
Export columns data type setting 111
expressions
entering literal characters in 16, 129
generating access control lists and 176
naming files and 125, 126, 127,129
external archiving tools 163
external authentication 180, 182, 185, 186
external authorization application 182
external registration 181, 182, 183-184, 185,
187
external registration application 182
external security information 180
external security sources
See also Open Security applications
accessing Encyclopedia and 181, 185
authenticating users and 180, 182, 183,
185, 186
defining anonymous users and 185
interfacing with 180
obtaining user information from 183, 184,
186
prioritizing jobs and 26
running sample applications for 182
storing user properties in 183
external security systems 180
external user properties 182, 183, 184, 186



F

Factory processes 103

Factory service 97, 123

failed jobs 102, 104, 105

features 50

file dependencies
missing 123
parameter values files and 77
setting 124
updating 77

File Download dialog 92

file events 99

file name extensions 107

file name restrictions 127

file names 69, 107, 125

file paths. See directory paths

File Type list (Auto Archive Folder

Properties) 80

File type property 164

file types
archiving specific 81, 84,162, 164
changing 69
displaying 80
generating output and 107
viewing properties of 21, 81

File Types icon 11

File Types page 11,21

files
See also specific type
accessing 66,71, 173,174
archiving 78-85, 162-166
assigning privileges to 70,71, 74
converting 98, 110, 112
copying 89, 91
deleting 78, 82, 83, 88
displaying archiving policies for 82, 108
displaying information about 66, 67, 68
downloading 71, 92
marking as private 87
moving 89,91
naming 107, 125
preserving 82
printing to 121, 122
removing temporary 97
renaming 69
restricting access to 87

setting archiving policies for 80, 84
setting date/time stamps for 125,126, 127,
129
setting properties for 67, 68
uploading 69, 85
viewing 5,70
Files and Folders icon 11
Files and Folders page 5, 11, 66, 67
filtering
data 14, 16, 117
notification groups 119
user names 15
filters 14, 16, 187
Flash gadgets 7
folder names 6, 26
Folder property 107
folders
accessing contents 71
archiving 78-85, 162
changing home 36
changing properties for 167
copying 89, 91
creating 86
deleting 78, 87, 88
marking as private 87
moving 89, 91
naming 86
navigating through 5
preserving 82
removing items in 78, 82, 83
removing temporary files in 97
restricting access to 87
saving reports to 102, 107
selecting 6
setting archiving policies for 80, 82, 83, 84,
87
setting privileges on 66, 70, 71,72, 74, 87,
173, 186
setting properties for 67, 68
specifying home 26
updating privileges for 27
viewing archiving policies for 82
viewing file types in 80
viewing information about 66, 67, 69
viewing items in 5,70, 173
Font substitution setting 112, 122
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fonts 112
Format for attached report setting 120
format symbols 127, 129
formats
customizing 126, 127, 129
generating output and 98
naming files and 125, 126, 127, 129
unescaped literal characters in 129
functionality levels 50

G

gadget files 103
gadgets 7
General Date formats 126
General page (Files and Folders
Properties) 68
General page (New Channel) 144, 148
General page (New Security Role) 54
General page (New User) 26
General page (Options) 13
General page (Security Roles Properties) 60
General page (Users Properties) 36
General page (Volume Properties) 105, 160,
166

General property 34
generating

access control lists 176, 181

reports 85,94, 95, 108

temporary files 97
Get Images button 144
grant privilege 70, 173
graphs 111
groups. See notification groups
Groups page (New User) 29
Groups page (Personal Settings) 151
Groups page (Users Properties) 38
Groups property 34

H

Headline property 107, 109
headlines 109
hidden parameters 106
hierarchical security roles 48
home folders 26, 36, 66, 173, 186
hyperlinks 28, 130

See also URLs
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icons 11, 144, 149
iHub
accessing external user information
for 180, 187
archiving files on 78-85
assigning privileges and 175
autoarchiving and 163, 165
bursting reports and 125
changing notification group names
and 156
displaying channel icons on 149
displaying file types on 80
displaying reports and 151
downloading files to 71, 92
generating temporary files and 97
localizing reports and 126, 127
managing Encyclopedia and 2
nesting security roles and 48, 177
preserving items on 82
printing reports and 121, 168, 169
removing items on 82, 83, 88, 97
running event-based jobs and 100, 135
running reports on 94, 95, 97
running scheduled jobs and 98, 99, 100,
104, 130, 139
running unscheduled jobs and 100
saving reports to 95, 97,102, 107
sending notifications over 28, 120, 130, 143
specifying parameters and 106
specifying wait period for 102
uploading files from 69, 85
viewing information about 14
viewing licensed options for 31, 41
iHub Enterprise service properties 3
iHub Integration Technology 181
iHub reporting environments 2
iHub services 2, 3, 4, 123
See also specific service
image files 144, 150
images 112,122
immediate jobs. See unscheduled jobs
Information Console
accessing completion notices and 118
defining functionality levels for 50
displaying channel icons in 149



localizing reports and 126, 127
logging in to Encyclopedia and 186
managing Encyclopedia and 2
Information Object Designer 177
information object files 71
information objects
accessing sample files for 7
assigning privileges to 71,175
caching 92
defining connections for 177
enabling security policy for 177
running 71, 103
inheriting
archiving policies 81, 162
privileges 48
installing system printers 167
insufficient privileges 123
Integration Technology 181
Interactive Viewer 41, 51
.iob files. See information object files
iPortal Security Extension 186

J

Java Report Server Security Extension. See
Report Server Security Extension
Java-based autoarchive application 163
JavaScript API 7
job events 100
Job Schedule Builder 99
Job Selector 100
jobs
adding new users and 27
archiving 108
cancelling 125, 139
changing settings for 138
creating notification groups for 151
creating resource groups for 103
deleting 139
displaying information about 125, 134-138
monitoring 94, 130
naming 101
printing reports and 123, 168
running event-based 99, 100, 123, 135
running recurring 125
running scheduled 99, 100, 102, 123
running unscheduled 95, 99, 100, 123

saving 105
scheduling 98-102, 104, 107, 116, 119
sending completion notices for 28, 118,
119, 131, 143, 161
setting event types for 99
setting output options for 107, 108
setting parameters for 105-107
setting priorities for 25, 28, 37,102, 103
setting privileges for 116
setting properties for 98, 99, 134
setting retry options for 102, 104, 105
timing out 100
Jobs icon 11
Jobs page (Management Console) 11
Jobs page (New Users) 27
Jobs page (Personal Settings) 120, 143
Jobs page (Users Properties) 37,131, 143
Jobs property 34

K

Keep only the latest 7 versions setting 87, 90

L

language settings 5, 14, 83
Large (32x32) icon URL property 144
LDAP sample applications 180, 181
LDAP servers 180, 182
libraries 7,162, 164, 180
Licensed Option page (New User) 31
Licensed Option page (Users Properties) 41
Licensed Option property 34
licensing options 41, 124,173
Lightweight Directory Access Protocol. See
LDAP servers
links 6
See also hyperlinks; URLs
Linux systems 4, 97
See also UNIX systems
lists
customizing Management Consoleand 11,
12
external user information and 184
filtering items in 14, 17
viewing access permissions and 176
viewing channel subscribers and 143, 148
literal characters 16, 129
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locale maps 125, 126, 127
Locale neutral format setting 111
locales
archiving and 83
formatting date and time values for 126,
127,129
scheduling jobs for 101
viewing information about 14
lock files 97
Log in disabled list 16
Log in disabled setting 27
logging in to
Encyclopedia volumes 24, 27, 36, 182, 186
Management Console 2, 5
login accounts 16
login applications 186
login information 24, 180
logins
customizing 186
defining anonymous users and 185
disabling 27, 36
verifying user information for 180, 182
Long Date formats 126
Long Time formats 126

M

Management Console

accessing external data sources and 186,
187

archiving and 78, 79, 82, 83, 84, 162
assigning privileges and 71, 172, 184
changing channel subscriptions and 42
changing user properties and 33, 35
creating user accounts and 25, 26
defining functionality levels and 50
distributing reports and 118, 120
enabling Open Security and 186
filtering data for 14-16
generating reports and 95, 108
localizing reports and 126, 127
logging into 2,5
managing channels and 142, 143
managing Encyclopedia and 2, 66, 160
managing report files and 66, 67, 87
managing security roles with 52
managing users and 10, 24, 26
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navigating report files and 5
running information objects and 177
running jobs and 94, 98, 101
running Open Security applications
and 26

searching volume data and 17
sending notifications and 131, 133
setting display options for 11,12
setting volume properties and 161
starting 4
troubleshooting strategies for 123-125

map files. See data source map files

mapping security IDs 187

Maximum job priority setting 28

Maximum rows setting 111

Medium Date formats 126

Medium Time formats 126

menus 9, 10, 11

Microsoft Excel spreadsheets 98, 111

Microsoft Word documents 112

missing file dependencies 123

Mode property 122, 168

Move dialog 90, 91

moving report files and folders 89-92

N

Name property 144

names
See also user names
adding date or time stamps to 125, 126,

127,129

changing notification group 156
displaying icons with 149
filtering on 15
running jobs and 101
specifying home folders and 26
viewing folder 5, 6

naming
channels 144
folders 86
jobs 101
notification groups 152, 156
report files 107, 125
security roles 52
users 26

naming conventions 26, 144, 156



nesting security roles 48,177, 184
New Channel page 143, 144
New Folder page 86
New Notification Group page 152, 153
New Security Role page 52, 58
New User page 26
notification groups
adding users 29, 153, 155
cloning 152
creating 151, 152, 161
deleting 157
displaying 151
editing descriptions 156
enabling Open Security for 182
externalizing information for 181, 184
filtering 119
naming 152, 156
removing users 38, 155
renaming 156
searching for 187
selecting 155
sending completion notices and 119
updating 38
Notification Groups icon 11
Notification Groups page 11, 151
Notification page (Schedule) 119
Notification property 98
notifications
See also e-mail; notification groups
adding new users and 28
deleting 28, 131, 133, 139, 144, 165
displaying 134, 142, 143
sending to personal channels 28, 118, 119,
131, 143, 161
setting options for 28, 37, 120
setting properties for 131, 133
specifying headlines for 109
Number of copies property 122, 168

O

Once property 99

online archive API 163

online documentation v

Open Security applications
accessing sample 182
assigning privileges and 27

authenticating users and 183, 185, 186
configuring 181
defining anonymous users and 185
defining security roles and 184, 185
externalizing user information and 183,
185, 186
filtering data and 187
logging in to Encyclopedia and 186
managing external user properties
and 183
printing reports and 186
prioritizing jobs and 26
setting home folder privileges and 186
Open Security technology 180
openin
Job Schedule Builder 99
report documents 151
operating systems. See UNIX systems;
Windows systems
Operator role 10, 50, 185
Operator user 10
operators 16
options (licensing) 41, 124, 173
Options dialog 11, 12
Options link 11
output
converting 98, 110, 112
generating reports and 85, 95, 97, 108
printing and 121, 123
running scheduled jobs and 100
setting parameter values and 106
output files 107, 108, 130
output formats
generating documents and 107, 109
scheduling jobs and 98
selecting 109
sending attachments and 120
output options 96, 107, 108
Output page (Run) 96
Output page (Schedule) 107, 108
Output property 98
Override user preferences setting 120, 133
overriding printer settings 40, 121
overwriting reports 108
owners 173

Index
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P

Page Level Security Option 173
Page range setting 112,122
Page size property 122,168
Page style setting 112, 122
page-level security
accessing external security sources
and 183
creating RSSE applications for 187
enabling 176,177
viewing reports and 173,177, 181
Paper tray property 122
parameter values files 77,101, 106, 123
parameters
generating reports and 95
running jobs and 105-107
saving 106
setting values for 105
Parameters page (Run) 105
Parameters page (Schedule) 105, 106
Parameters property 98
parent roles 48, 60, 161
Parent Roles page (New Security Role) 54
Parent Roles page (Security Roles
Properties) 60
Pass Through Security page 178
pass-through security 48, 177-179
passwords
accessing information objects and 178
authenticating users and 180
changing 24
cloning users and 44
creating 26
defining anonymous users and 185
protecting volume data and 172
verifying 182
paths. See directory paths
PDF output formats 112
pending jobs 103, 135
Pending property 130, 135
permissions. See privileges
Personal Channel page 139
personal channels 28, 34, 131, 139, 143
Personal Settings icon 11
Personal Settings page 11, 120
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pipe-separated values files. See PSV output
formats
pivot tables 111
Place job completion notice in Personal
Channel setting 28, 131
PostScript files 122
PostScript output formats 112
PowerPoint files 112
print options 121, 168, 186
Print page (Schedule) 121, 123
Print property 98
Print the output document setting 121
Print to file property 122
Printer property 122
printer settings 30, 40, 121, 168
printers
scheduling jobs and 123
selecting 122
setting properties for 122, 168, 169, 186
specifying default 30, 40, 169
viewing information about 122, 169
printing
images 112,122
report documents 98, 121, 123, 168
to files 121, 122
Printing page (New User) 30
Printing page (Users Properties) 40
Printing page (Volume Properties) 169
Printing property 34
priority settings (jobs) 25, 28, 37,102, 103
private files 71, 87
private folders 71, 87
Privilege Template page (New User) 29
Privilege Template page (Users
Properties) 39
Privilege Template property 34
privilege templates 30, 39, 162
privileges
accessing information objects and 71, 175
archiving reports and 162
assigning to Encyclopedia 66,172, 174
assigning to security roles 30, 39, 73, 86
assigning to users 30, 39, 73, 86
cancelling 116
changing 39, 146
copying files and 173
creating security roles and 48, 54, 55



defining functionality levels and 50
deleting 39, 48, 146, 147
displaying volume 167
distributing reports and 28, 120
enabling page-level security and 177
external security sources and 183, 184, 185
generating output and 96, 116
inheriting 48
overriding 71
removing Encyclopedia items and 88
replacing 74
running parameter values files and 77
sending notifications and 118, 119, 120
setting channel 35, 55, 143, 144, 147
setting file 70,71, 74
setting folder 70,71,72,74,87,173, 186
setting for multiple items 76
specifying home folders and 26
troubleshooting 124
updating 27
Privileges page (Channels Properties) 146
Privileges page (Channels) 147
Privileges page (Files and Folders
Properties) 68,71,73,76
Privileges page (New Channel) 144
Privileges page (New Folder) 86
Privileges page (Run) 96
Privileges page (Schedule) 116
Privileges property 98
properties
autoarchive 78,79, 162
channel 143, 144, 145
Encyclopedia volumes 160, 164
external user 182,183, 184, 186
externalizing 180
file types 21
folders 67,167
iHub service startup 3, 4
jobs 98, 99, 130, 134
notifications 131, 133
output files 107, 108
printing 30, 121, 168, 169, 186
report files 67
security roles 51, 53, 58, 59
updating 183
user accounts 25
users 33-43, 44,181

Properties page (Channels) 145, 150
Properties page (File Types) 21
Properties page (Files and Folders) 67
Properties page (Job Schedules) 138
Properties page (Jobs Details) 137
Properties page (Notification Groups) 156
Properties page (Security Roles) 60
Properties page (Users) 34, 36
Properties page (Volume) 160
proxy security 177
PSV output formats 111
Public folder 6,7
publishing report files 85
Purge failure notices after property 165
Purge success notices after property 165
purging notifications 28, 131, 133, 165
purging rules 164

See also archiving policies

R

read privilege 70, 143, 173
readme files 5,7, 181
recurring jobs 125
Recurring property 99
Recursively include subfolders setting 87
relational databases. See databases
renaming
channels 148
files 69
jobs 101
notification groups 156
security roles 50, 58
Replace existing privilege setting 87
Replace the latest version setting 87, 90
report bursting 125
report design elements 7
report design files 6, 98, 110
report design tools 85
report designs 6, 7, 8, 25, 94, 95
report document files
archiving 82
assigning privileges to 116, 177
attaching to e-mail 28,120
converting 98, 110, 112

distributing over channels 28, 118, 119, 142

generating 85, 94, 95, 108
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report document files (continued)

running 101
setting dependencies for 124
viewing information about 136

report executables. See executable files
report files

See also specific type

accessing 66, 71,173,174

archiving 78-85, 162-166

assigning privileges to 70,71, 74

converting 98, 110, 112

copying 89, 91

deleting 78, 82, 83, 88

displaying archiving policies for 82, 108

displaying information about 66, 67, 68

downloading 71, 92

marking as private 87

moving 89,91

naming 107,125

preserving 82

removing temporary 97

renaming 69

restricting access to 87

setting archiving policies for 80, 84

setting date/time stamps for 125,126,127,
129

setting dependencies for. See file
dependencies

setting properties for 67, 68

uploading 69, 85

viewing 5,70

running 94, 100, 101
saving 95, 97,102, 107
scheduling 98-102, 104, 107, 116, 119
repository 2
See also Encyclopedia volumes
requests. See jobs
Reset button 80
Resolution property 122, 168
Resource Group page 103
resource groups 103
resources 180
Resources folder 7
restricting access to reports 71,117,172,173
retry options 104, 105
retrying failed jobs 102, 104, 105
Right now property 99
roles
accessing channels and 55, 143, 145, 146,
147
accessing reports and 10, 70, 71, 87
adding to privilege templates 39
assigning privileges to 30, 39, 54, 55, 73, 86
assigning to users 28, 48, 56, 62, 161
associating security IDs with 187
changing 37, 50, 62
cloning 58
creating 48, 51, 53, 58, 161
defining functionality levels and 50
defining hierarchies of 48, 60
deleting 37, 58, 63
displaying 52

report object values files 106
See also parameter values files
report parameters. See parameters
Report Server Security Extension 180, 181
See also RSSE applications
report specifications 94
reporting environments 2
reports
accessing 66,70, 173
displaying 151, 177
distributing 28, 118, 119, 142
generating 85, 94, 95, 108
opening 151
overwriting 108
printing 98,121, 123, 168
restricting access to 71, 117,172,173
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enabling Open Security for 182
enabling page-level security for 173,177
enabling pass-through security for 178
externalizing 184, 185

externalizing information for 181, 184
generating information objects and 177
generating output and 96, 116
managing 52

naming 52

nesting 48,177,184

removing privileges for 48

removing users 57, 62

renaming 50, 58

searching for 187

selecting 59

sending notifications to 118, 119



setting properties for 53, 59
Roles page (New User) 28
Roles page (Users Properties) 37
Roles property 34
ros files 174
-rov files. See report object values files
rows
displaying in tabular lists 14
setting maximum number of 111
rptdesign files. See report design files
rptlibrary files. See BIRT report libraries
RSSE applications
See also Open Security applications
accessing external security sources
and 180
accessing sample 180
assigning privileges and 27
authenticating users and 182, 183, 185, 186
creating 180, 187
defining anonymous users and 185
defining security roles and 184, 185
defining user properties and 183
externalizing user information and 183,
185, 186
logging in to Encyclopedia and 186
printing reports and 186
searching from 187
setting home folder privileges and 186
RSSE interfaces 180
RSSE service 180
Run dialog 8, 95
running
event-based jobs 99, 100, 123, 135
iHub services 4
information objects 71, 103
parameter values files 77
report designs 7, 8, 25, 94, 95
reports 94, 100, 101
scheduled jobs 99, 100, 102, 123
unscheduled jobs 95, 99, 100, 123
Running property 130, 135

S

sample applications 180, 182
sample designs 5, 112
Save the output document setting 95

saving
DHTML files 166
jobs 105
report parameters 106
reports 95,97, 102, 107
temporary files 97
Scale property 122,168
Schedule for purging notices setting 134
Schedule page 99, 101
Schedule property 98
scheduled jobs
See also jobs
cancelling 139
changing settings for 138
failing 104, 105
naming 101
running 99, 100, 102, 123
saving 105
setting output options for 107, 108
specifying as event 100
specifying resource groups for 103
viewing status of 130
Scheduled property 130, 135
Schedules page (Job Schedules) 139
scheduling
autoarchiving cycles 166
jobs 98-102, 104, 107, 116, 119
scheduling information 137
scheduling options 99, 102
scheduling properties 99
search conditions 17, 19, 187
search criteria. See search conditions
search definition files 174
Search dialog 17
search expressions 16, 187
Search link 17
search operators 16
search results 17
searching
Encyclopedia volumes 17-19
for specific users 16
from RSSE applications 187
secure read privilege 71,173
security

accessing Encyclopedia volumes and 66,

172
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security (continued)
accessing external sources and 180, 183
assigning privileges and 71, 172,174
changing access control lists and 181
creating passwords and 26
enabling page-level 173,176,177
enabling pass-through 177-179
nesting roles and 48

security applications 180

security IDs 187

security information 177, 182

security options 177

security roles
accessing channels and 55, 143, 145, 146,

147

accessing reports and 10, 70, 71, 87
adding to privilege templates 39
assigning privileges to 30, 39, 54, 55, 73, 86
assigning to users 28, 48, 56, 62, 161
associating security IDs with 187
changing 37, 50, 62
cloning 58
creating 48, 51, 53, 58, 161
defining functionality levels and 50
defining hierarchies of 48, 60
deleting 37, 58, 63
displaying 52
enabling Open Security for 182
enabling page-level security for 173, 177
enabling pass-through security for 178
externalizing 184, 185
externalizing information for 181, 184
generating information objects and 177
generating output and 96, 116
managing 52
naming 52
nesting 48,177,184
removing privileges for 48
removing users 57, 62
renaming 50, 58
searching for 187
selecting 59
sending notifications to 118, 119
setting properties for 53, 59

Security Roles icon 11

Security Roles page 11, 52
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security sources. See external security sources
selection criteria. See parameters
Send e-mail notification setting 28
sending e-mail notifications 28, 120, 161
services. See iHub services
shared documents 177
shared files 71, 87
shared folders 71, 87
Short Date formats 126
Short Time formats 126
side menu (Management Console) 9, 10, 11
skins 51
.sma files. See data source map files
Small (16x16) icon URL property 144
Small icon URL property 150
SOAP-based API 163
special characters
date-time expressions and 127
filtering data and 15
search expressions and 16
spreadsheet reports 98, 111
starting
iHub services 2, 3, 4
Management Console 4
Status page (Jobs Details) 138
Stop Archive Thread button 165
strings
creating date expressions and 129
creating user names and passwords
and 26
subfolders 81
subreports 125
subscriber lists 143, 148
Subscribers page (Channels) 149
subscribing to channels 34, 142, 143, 161
Summary page (Jobs Details) 136
syntax errors 129
system events 99
system printers 167
system-defined security roles 50

T

Table name setting 111

tables. See cache tables

tab-separated values files. See TSV output
formats



templates
assigning privileges and 30, 162
creating dashboards and 25, 32
removing privileges from 39

temporary files 97

text strings. See strings

Text wrapping setting 112, 122

third-party security systems 180

time 83, 111, 126, 130

time expressions 125, 127, 129

time format symbols 129

time formats 126, 129

time stamps 125, 126, 127, 129

time zones 5, 14, 101

time-out errors 100

TMPDIR variable 97

transient files 97

troubleshooting 123-125

trusted execute privilege 71,173

TSV output formats 111

U

unauthorized users 172
unescaped literal characters 129
UNIX systems
assigning privileges and 70
configuring iHub startup properties for 4
generating temporary files for 97
printing reports and 123
starting console applications on 5
unscheduled jobs 95, 99, 100, 125
unscheduled requests. See unscheduled jobs
unsubscribing from personal channels 143
updating
channel icons 144
channels 145
dependency information 77
external user properties 183
locale maps 127
notification groups 38
privileges 27
user properties 35
uploading files 69, 85
URLs
associating with channel icons 144, 150
starting Management Console and 4

Use default/inherited policy setting 80, 82
user accounts
changing properties for 35
cloning 44
creating 24, 25, 26
deleting 45, 46
external security sources and 184
setting properties for 34
viewing information about 11
user-defined formats 129
user groups 48
user names
accessing information objects and 178
cloning users and 44
creating 26
filtering 15
searching on 16
verifying 182
user properties
changing 33-43
copying 43
externalizing 181, 182, 183, 184, 186
User role 10
user types 9
users
accessing Encyclopedia items and 6, 72
adding 26, 43
assigning passwords 26
assigning privileges 30, 39, 73, 86
assigning security roles 28, 48, 56, 62, 161
assigning to notification groups 29, 38,
153,155
authenticating 180, 182, 183, 185, 186
changing channel subscriptions for 42
changing home folders for 36
changing licensed options for 41
changing passwords for 24
changing privilege templates for 39
changing security roles for 37, 50, 62
creating accounts for. See user accounts
creating privilege templates for 30
deleting 173
externalizing information for 181, 182,
183,184, 185, 186
generating access control lists for 176
managing 12,15
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users (continued)
mapping security IDs to 187
removing channel subscriptions for 43

removing from notification groups 38, 155

returning login information for 16

searching for 16, 187

selecting 36

sending notifications to 28, 118, 119, 131,
143, 161

setting channel subscriptions for 34, 142,
143, 161

setting default printers for 30, 40, 122

setting home folders for 26

setting job priorities for 25, 28, 37, 103

setting licensed options for 31

setting printer options for 40, 121, 168

setting properties for. See user properties

viewing available jobs for 130

viewing notification groups for 151

viewing purge settings for 165

viewing subscribed channels for 149

Users icon 11

Users page (Management Console) 11, 24, 33,
35

Users page (Notification Groups) 153, 155
Users page (Security Roles) 56, 62

Vv

Version control property 108
Version name property 107
version names 107, 125
See also autoversioning options
View Policy button 80, 82, 87
View Policy property 108
View processes 177
View service 97, 123
viewers 151
viewing
archiving policies 82, 108
channel icons 149
channel subscribers 143, 148
channels 35
completion notices 134, 142, 143
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file or folder information 66, 67, 68
file type properties 21, 81
file types 80
files 5,70
job information 125, 130, 134-138
licensed options 31, 41
notification groups 151
printer information 122, 169
reports 151,177
scheduling information 137
security roles 52
user account information 11
viewing restrictions 71, 117
visible privilege 70, 71, 173
volume administrators. See administrators
Volume icon 11
Volume page 11, 160
volumes. See Encyclopedia volumes

W

Wait for Event property 99

wait periods 100, 102

Waiting for Event page 135

Waiting for Event property 130, 135

web browsers
accessing console applications and 2
accessing Encyclopedia and 186
caching report documents and 166
setting volume properties and 161
viewing reports and 151

web service applications 100

web services 100, 123

wildcard characters 15, 187

Windows systems
assigning privileges and 70
configuring iHub startup properties for 3
generating temporary files for 97
printing reports and 123
starting console applications on 4

Word documents 112

word wrapping 112, 122

write privilege 70, 143, 173
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